Amazon Aurora Connectivity

This document describes how to configure access to Amazon Aurora instances from on-premises
equipment and Amazon EC2-Classic instances. It also describes the recommended configuration which
hides the Aurora instances from the Internet.

Getting Started

Establishing connectivity to Aurora instances is mostly about configuring an Amazon Virtual Private
Cloud (VPC) to suit your requirements. All Aurora database instances reside in a VPC associated with
your AWS account. If you already have a VPC and want to create Aurora instances in it, these
instructions will provide examples of how to configure your VPC to allow access to your Aurora
instances. If you don’t have a VPC or want to create a new VPC for your Aurora instances, the Amazon
RDS launch wizard will create and configure a VPC for you.

Choosing Public vs. Private Accessibility

One of the choices you’ll make when creating an Aurora instance is whether or not the instance will be
publicly accessible. If you will be accessing your Aurora instances exclusively from EC2 instances or
devices in the same VPC as the Aurora instances, answer No in the Publicly Accessible field in the
Amazon RDS launch wizard (see the example following). When the Aurora instance is created, it will
have a private IP address, but no public (Internet routable) IP address.

If you plan to access your Aurora instances from outside the VPC, such as from your on-premises
equipment or from Amazon EC2 instances in other AWS regions, answering Yes in the Publicly
Accessible field in the Amazon RDS launch wizard will provide the Aurora instance with a public
(Internet routable) IP address and a private (non—Internet routable) one. Note that there might be
additional steps required to configure your VPC to allow access to the Aurora instance from outside the
VPC, such as configuring VPC route tables, network access control lists (ACLs), and security groups.
Examples are provided in the sections following.

Using ClassicLink

If you plan to access your Aurora instances from EC2 instances residing in the same region, but not in a
VPC (an approach commonly known as EC2-Classic), you can enable ClassicLink on the VPC where your
Aurora instances reside. Enabling ClassicLink allows your EC2-Classic instances to communicate with
each of your Aurora instances using its private IP address. Doing so allows you to take advantage of the
higher throughput and lower latency connectivity available for interinstance communication within AWS
and avoid network bandwidth charges associated with communicating over the Internet. This approach
also can improve security.

Starting from Scratch (No Existing VPC or Aurora Instances)

The simplest way to create a VPC for your Aurora instance is to let the Amazon RDS launch wizard do it
for you. It will create and configure the VPC and create a new Aurora instance in it. The figure following
shows the Amazon RDS launch wizard page where you can create a new VPC and make an Aurora
instance publicly accessible.
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Configure Advanced Settings

Network & Security o
VPC* Create new VPC -

Subnet Group  Create new DB Subnet Group -

Publicly Accessible Yes e

Availability Zone  No Preference -

Create new Securi

VPC Security Group(s)

Aurora Instance
Here’s the Aurora instance that the Amazon RDS launch wizard created for us. Notice that it is publicly
accessible and that it has been assigned to a security group and four subnet groups—one for each

Availability Zone in the current AWS region.

Engine - DB Instance Status CcPU
v  Aurcra mydb-1 avallable 1.83%
Cluster Endpoint: mydb-1-ciuster.cluster-caswbbigedds.us-sant-1-bata. rda. amazonaws. com: 13
# Configuration Details Security and Network
Engine Aurora 5.6.0 Availability Zone
l B Created Time March 11, 2015 at 2:35:02 PM VPFC
& uTC-7 Subnet Group
DB Name Subnets
Username admin
Parameter Group default.aurora5.6 ( in-sync )
DB Cluster Parameter Group defaultaurcra56 | in-sync )
Security Groups
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Publicly Accessible
Port

Encryption Details Availability and Durability Maintenance Details
Encryption Enabled Mo DB Instance Status available  Auto Minor Version Upgrade
Multi AZ No Maintenance Window
Maintenance Detalls

Current Activity Class VPC Multi-AZ - Replication Role -

I 0 Connections  db.rd.large vpccT034ba2 Mo writer

s0¢ | authorized ) €9

Instance and IOPS
Instance Class db.r3.large €
Storage Type DB Cluster

us-east-1d
vpc-cT034ba2
default-vpc-c7034ba2 ( Complete )

subnet-4b09b312
subnet-ech8f1dE

subnet-ebclas9c
subnet-48da7863

rds-launch-wizard (sg-abc552cf)
( active )

Yes
3308

Yes
mon:07:44-mon:08:14
None
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VPC

Let’s take a look at the VPC that the Amazon RDS launch wizard created for us. Notice that the DNS
resolution and DNS hostnames VPC attributes have been enabled because we specified that the Aurora
instance will be publicly accessible.

vpe-c7034ba2 (172.30.0.0/16)

Summary Tags
VPC ID: vpc-c7034ba2 Network ACL: acl-d8a8esbd
State: available Tenancy: Default
VPC CIDR: 172.30.0.016 DNS resolution: yes
DHCP options set: dopt-24acf449 DNS hostnames: yes

Route table: rib-f4d93391
ClassicLink: Disabled

Subnets

The Amazon RDS launch wizard has created a subnet in our VPC for each Availability Zone (AZ) in the
current AWS region. Although an Aurora instance resides in a single AZ at any given time, it’s necessary
to have a subnet in at least three AZs to achieve high availability. If the AZ containing your Aurora
instance becomes unavailable, RDS will automatically provision a new instance in an available AZ that
has a VPC subnet. If there is no VPC subnet for an AZ, RDS won’t provision Aurora instances in it.

An Aurora database can have more than one instance. The set of instances that belong to the same
Aurora database is called an Aurora cluster. An Aurora cluster can have one writer node and multiple
reader nodes. Another reason for defining subnets for multiple AZs is to allow Aurora instances in the
same Aurora cluster to reside in different AZs. Each of those instances can reside in any AZ in the same
region, as long as VPC subnets are defined for the AZ. This functionality provides you with options for
load balancing database access across all available AZs in the region and for limiting the impact to your
business if one of the AZs becomes temporarily unavailable. The following figure shows subnets in the
launch wizard.

Subnat ID - State - VPC - CIDR = Avallabliity Zona - Routs Tabla - MNatwork ACL = Auto-assign Public IP -
B  subneld4b09b312 avalable vpe-cf034ba2 (172.30.0.0018) 172.30.3.0724 us-gaslk-1d rib-14d98391 acl-ddatedbd Yes
subnat-achif b vpc-cf034abaz (172 30 0 0r16) 172 30 024 us.gpast-1a rh-MdsiaE acl-diaiaiibd Yes
subnet-ebclaioc vpc-cT034ba2 (172.30.0.0M15) 172.30.1.0/24 us-zast-1b rib-f4d%8391 acl-ddafesbd Yes
subnet-48da7ae3 vpc-c7034ba2 (172.30.0.0116G) 172.30.4.0v24 us-gast-1e rib-f4d 28391 acl-déadetbd Yes
subnet-4b08b312 (172.30.3.0/24)
Summary Route Table Network ACL Tags
Subnet ID: subnet-4b09b312 Availability Zone: us-gast-1d
CIDR: 172.30.3.0/24 Route table:
State: avamlabla Network ACL: acladBaBedbd
VPC: v 34be2 (172.30.0.016) Default subnet: no
Avallabla IPs: 250 Auto-assign Public IP: yes
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Internet Gateway
Because we specified that we wanted the Aurora instance to be publicly accessible, the Amazon RDS

launch wizard provisioned an Internet gateway for our VPC, as shown following. An Amazon VPC
Internet gateway is horizontally scaled, redundant, and highly available and imposes no bandwidth

constraints.

Name - D - State VPC
™ igw-d5cad1...  aftached vpc-c7034ba2 (172.30.0.0/16)
igw-d5ca41b0
Summary Tags
ID: igw-d5cad41b0 Attached VPC ID: vpc-c7034ba2 (172.30.0.0/16)
State: attached Attachment state: available
Route Table

The Amazon RDS launch wizard also created a route table in our VPC and configured it to route nonlocal
network traffic to the Internet gateway, as shown following.

Name « Route Table ID Associated With -~ Main -~ VPC

-l rtb-f4d98391 0 Subnets Yes vpc-c7034ba2 (172.30.0.0/16)

rtb-f4d98391

Summary Routes Subnet Associations Route Propagation Tags
Destination Target Status  Propagated
172.30.0.0/16 local Active No
0.0.0.0/0 igw-d5ca41b0 Active No
Network ACL

An Amazon VPC network ACL allows you to specify what traffic is allowed to enter and exit a subnet and
disallowed from entering and exiting a subnet. Here, the Amazon RDS launch wizard has created a
network ACL and associated it with all of the subnets in the VPC. The default is to allow all inbound and
outbound traffic, but you can modify the rules to suit your requirements.
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Name +~ Network ACL ID + Associated With ~ Default -~ VPC

[ acl-dGaBetbd 4 Subnets Yes vpc-cf034ba2 (172.30.0.0/16)

acl-d8a8e8bd

Summary Inbound Rules Outbound Rules Subnet Associations Tags

Allows inbound traffic. Because network ACLs are stateless, you must create inbound and outbound rules.

Rule # Type Protocol Port Range Source Allow | Deny
100 ALL Traffic ALL ALL 0.0.0.0/0 ALLOW
* ALL Traffic ALL ALL 0.0.0.0/0 DENY

Security Groups

Amazon VPC security groups specify which network traffic is allowed and disallowed at the instance
level. The Amazon RDS launch wizard creates a security group that allows incoming traffic on the MySQL
port (3306) for traffic originating from the system you accessed the AWS Management Console from, as
shown following. If you specified a port other than 3306 for the Aurora instance, that port will be used
instead. Note that VPC security groups are managed from the Amazon VPC console rather than the
Amazon RDS console.

If you plan to access your Aurora instances from devices with different IP addresses, you will need to
add rules to the security group to allow the inbound traffic.

If you’re accessing Aurora from a corporate network, you might need to create inbound rules for each of
the IP address ranges used by your corporate network for Internet traffic. Engage your corporate
network support team to determine which IP address ranges you should use.
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Filter All security groups v Q Search Security Groups and tX

Group ID = Group Name ~ VPC ~ Description
[ ] sg-abc552cf rds-launch-wizard vpc-c7034ba2 (172.30.0.0/16) Created from the RDS Management Console
sg-a3c552cT default vpc-c7034ba2 (172.30.0.0/16) default VPC security group
sg-abc552cf
Summary Inbound Rules Outbound Rules Tags
Type Protocol PortRange Source
MySQL (3306) TCP (6) 3306 a7 T

Getting Connected

Connecting Over the Internet

The previous sections describe a simple VPC configuration that enables connectivity to Aurora instances
over the Internet. If you were following along and used the Amazon RDS launch wizard to create the VPC
and the Aurora instance, the VPC will already be configured to accept incoming connections from the IP
address used to run the Amazon RDS launch wizard. The endpoint (DNS name and port) that you will use
to connect to the instance can be found in the Instances section of the Amazon RDS console as shown in
the figure following.

Filter:  All Instances ~ Q) Search DB Instances X Viewing 6 of 6 DB Instances ()
Engine - DB Instance - Status - CPU Current Activity Class = VPC = Mult-AZ - Replication Role -
»  Aurora | mydb-1-m-1 available 111.75% 0 Connections  db.r3.large vpc-c7034ba2 2 Zones writer
B ~ Aurora | mydb-1 available 1 1.25% 0 Connections  db.r3.large vpe-c7034ba2 2 Zones reader
Instance Endpoint: my<b-1.crawtbigeids. us-sant-1-beta, sds. amazonaws. come 3304 ( authorized ) @

The following figures show an example of connecting to an Aurora instance using the MySQL Workbench
utility.
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MySQL Connections

Connection Name:  mydb-1

mydb-1
Connection  Remote Management  System Profile
Connection Method:  Standard (TCP/IP) | Method to use to connect to the RDBMS
Parameters SSL  Advanced
; . Name ¢ 3
Hostname:  yqp.-1-cluster.cluster-cr, PO | 3306 i %:nfdm”:’ O stver iost
Username: admin Name of the user to connect with.
Password: ; The user's password. Will be requested
Store in Keychain ... Clear latec if it's not sat.
Default Schema: Tne schema to use as default schema.
Leave blank to select it later.
.Y Connected to MySQL at mydb-1-
m luster.clust bbjge3do.us-east-1-
P beta.rds 3306 with user
admin
C par are
SSL not enabled
OK
New Delete Duplicate Move Up Move Down Close
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ece MySQL Workbench
A& | mydb x|
@&BEEEEE# @Ijl:ll:l
MANAGEMENT , Query1 ¥ © Administration - Server Status x |
© server Status
L Client Connections Connection Name
_!_ Users and Privileges mydb-1
B2 Status and System Variables
Server 5t c cti
& Data Export . Host: I-10-17-0-60 Ru:nn;nJ annection
X, Data Import/Restore Sockel: ftmp/mysql.sock 9
INSTANCE > Port: 3306
s g My=al ) 5.6.10
B sa Shutdow Server 5.6 Version: Ry
A MySQL Community Server (GPL)
F Compiled For: Linux  (x86_84) Traffic v Efficiency
) Configuration File:  unknown 10.92 KB/s 0.0%
B Funning Since: Wed Mar 11 14:34:41 2015 (20:09)
@ Dashbeard
&1 Performance Reports Hamh
&% Performance Schema Setup
s‘ rmuz Second InnoD8 Buffer Usage
HEMA! "
SEHE 5_ i Available Server Features 0.1%
= Performance Schema: off
Thread Pool: nfa
Memcached Plugin: nfa
InnoDB Reads per Second InnoDB Writes per Second
Semisync Replication Plugin: na 0 0
Server Directories
Base
Data Directory: frdsdbdata/db/
Disk Space in Data Dir:  unable to retrieve
Plugins Directory: 5.6.0.13.407
Tmp Directory: /rdsdbdata/tmp/
| Otiectinto | Session
Ghiect Seleod Error Log: @ on 9 rlog
General Log: oft
Slow Query Log: oft

Replication Slave

this server Is not a slave in a replication setup

If you need to connect to Aurora from other devices, you'll need to add their IP addresses or IP address
ranges to the VPC security group, as shown following.

Name tag « GroupID ~ Group Name * VPC ~ Description -

=] sg-abc552cf rds-launch-wizard vpc-c7034ba2 (172.30.0.0/...  Created from the RDS Management C...

sg-a3c552c7 default vpc-c7034ba2 (172.30.0.0/.. default VPC security group

sg-abe552cf _ i — =
Summary Inbound Rules Outbound Rules Tags
Cancel
Type Protocol Port Range  Source Remove
MySQL (3306) EI TCP (6) ~| 3306 i iR R © 1
MySQL (3306) EI TCP (6) ~| 3306 VLYY, FLESEY o
MySQL (3306) E| TCP (6) ~| 3306 74.1.2.0/24 [ %)
Add another rule

If you used a port other than the default (3306), use Custom TCP Rule for Type and specify the
appropriate port in the Port Range field.

‘amazon
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Connecting from Within the Same VPC

In order to connect to your Aurora instances from EC2 instances in the same VPC, you'll need to
associate the EC2 instances with a VPC security group that allows access to the Aurora instances. To do
so, select the instances in the Amazon EC2 console. For Actions, choose Networking, Change Security
Groups, and then choose an appropriate VPC security group, as shown in the following example.

Launch Instance Connect Actions ~
4

Connect

Q Filter by tags and atiributes or 4

Launch More Like This

Name ~ Ins ~ Availability Zone ~ Instance State -

Instance
1-d6i us-east-ia & running
Instance 5

w Bl mage us-gast-1d

& running

£ ClassicLink Attach Network Interface

Instance: | i-a0709e5¢c  Publi

Change Source/Dest. Check

Description Status Checks Monitoring Tags

Manage Private IP Addresses
Instance ID  i-a070%e5c

Change Security Groups

Instance ID: i-a0709e5¢c

Interface ID: eni-c10aad9a

Select Security Group(s) to associate with your instance

o & 0

(2] 1to2of 2

Status Checks - Alarm Status

& 2/2 checks None o
@ 2/2checks...  None 1
>
_E_ 1=

DNS  ec2-54-174-114-

Security Group ID Name Description
O sg-a3c552¢c7 default default VPC security group
Vi sg-abc552cf rds-launch-wizard Created from the RDS Management Console
Wi sg-cee97faa SSH Access 3G for allowing SSH access to instances in the VPC

[Ehl Assign Security Groups

You might also need to add a rule to the VPC security group allowing traffic from instances associated
with that group, as shown in the following example from the Amazon VPC console.
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Filter Al security groups v Q Search Security Groups and tX 1 to 3 of 3 Security Groups

Name tag -  GroupID ~ Group Name -~ VPC ~ Description -
[™] sg-abc552ct rds-launch-wizard vpc-c7034ba2 (172.30.0.0/ Created from the RDS Management C
sg-a3c552c7 default vpc-c7034ba2 (172.30.0.0/ default VPC security group
sg-cee97faa SSH Access vpc-c7034ba2 (172.30.0.0/ SG for allowing SSH access to instanc
< >
Summary Inbound Rules Outbound Rules Tags §
cancer ([
Type Protocol Port Range  Source Remove
MySQL (3306) V]| | TCP(6) [v]| 3306 [ram s 1w (%
MySQL (3306) [v]| [ TCP (8) V]| 3306 [P a1 we e (%
MySQL (3306) [v]| | TCP(8) [v]| 3306 [sg-abes52ci (%
Add another rule v

Once these changes are made, you can connect to the Aurora instance—for example, using the MySQL
command line tool:

$ mysql --user=admin -p --host=mydb-1-cluster.cluster-cmswbbjge3do.us-east-1-
beta.rds.amazonaws.com

Note that the DNS hostname for the Aurora instance resolves to its internal IP address when used within
EC2 instances in the same VPC. This approach allows communication over the AWS interinstance
network, providing high bandwidth and low latency without incurring network bandwidth charges
associated with communicating over the Internet.

Connecting from EC2-Classic

If you need to connect to Aurora from EC2-Classic instances (that is, instances that are not in a VPC) in
the same region as the Aurora instance, you can enable ClassicLink in the VPC and manage access using
VPC security groups, as shown in the following example from the Amazon VPC console.

amazon
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4

Delete VPC

QSearch VH

Name

Edit DHCP Options Set

[ Edit DNS Resolution

Edit DNS Hostnames

~ State

available

VPC CIDR ~ DHCP options set -

172.30.0.0/16 dopt-24acf449

c # @

1to10f1VPC
Route table -~ Network ACL
rtb-f4d98391 acl-d8a8e8bd

< >
vpc-c7034ba2 (172.30.0.0/16) _ N =N =]
Summary Tags
VPC ID: vpc-c7034ba2 Network ACL: acl-dBaSedbd
State: available Tenancy: Default
VPC CIDR: 172.30.0.0/16 DNS resolution: yes
DHCP options set: dopt-24acf449 DNS hostnames: yes
Route table: rb-f4d98391

ClassicLink: Disabled

Enabling ClassicLink adds a new entry to the VPC route table to allow network traffic to the AWS
interinstance network, as shown following.

Name +«  Route Table ID - Associated With ~ Main -~ VPC
[} rtb-f4d98391 0 Subnets Yes vpc-c7034ba2 (172.30.0.0/16)
rtb-f4d98391
Summary Routes Subnet Associations Route Propagation Tags
Destination Target Status  Propagated
172.30.0.0/16 local Active No
10.0.0.0/8 local Active No

0.0.0.0/0 igw-d5ca41b0 Active No

After enabling ClassicLink on the VPC, we can now add EC2-Classic instances to the VPC security group
that provides access to your Aurora instances, as shown in the following example from the Amazon EC2
console.
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Launch Instance Connect  Actions ~
P ounch instance | o ¢ 0

Connect

() search : i-dBbef59 Add fi (7] 1to10f1

@ Name - insQRRAU S RN .  Ayailability Zone - Instance State -  Status Checks - Alarm Status

Instance State

=] Bt el us-egast-1a & running & 212 checks.. None Y%
Image
Networking
< >
Instance: | i-d6bef5fo Publid CloudWatch Monitoring » | bom —B—R=| L
Description Status Checks Monitoring Tags
Instance ID  i-dEbef5f9 Public DNS  ec2-54-146-73-
85.compute-1.amazonaws.com
Instance state  running Public IP 54 146.73.85
Instance type  m3.medium Elastic IP
Private DNS  ip-10-182-92-34 ec2.internal Availability zone  us-east-1a
Private IPs  10.182.92 34 Security groups  default. view rules
Secondary private IPs - Scheduled events No scheduled events
VPCID - AMIID  amzn-ami-hvm- v

2014.09.2 x86_64-ebs (ami-

Link to VPC X

Instance ID i-d6bef5f9

Selecta VPC [vpc-c703dba2 (172.30.0.0/16) V|

Security Group ID Name Description
sg-a3cb52c7 default default VVPC security group

B sg-abc552cf rds-launch-wizard Created from the RDS Management Console
sg-cee97faa SSH Access SG for allowing SSH access to instances in the VPC

Only security groups from ClassicLink-enabled VPCs are displayed. Go to the VPC Console to enable a VPC for ClassicLink. All VPC security

groups associated with an instance must be from the same VPC.
cancel [ELLSCRY =

We can now connect to the Aurora instance by using its private IP address, as shown following. Note
that we cannot use the DNS name because that resolves to the public IP address from EC2-Classic
instances and we haven’t defined rules to allow communication with the public IP address from EC2-
Classic. We can add rules to allow communication by using the public IP address, but then we wouldn’t
be taking advantage of the benefits ClassicLink provides.

$ mysql --user=admin -p --host=172.30.3.168

Hiding Aurora Instances from the Internet

For many use cases, allowing direct access to databases from the Internet is undesirable. In this section,
we'll describe how to configure the VPC so that your Aurora instances are not visible to the Internet and
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can be accessed only by EC2 instances or devices in the same VPC as the Aurora instances. A common
use case is a public-facing web application and an Aurora instance that is not publicly accessible.

The simplest way to hide Aurora instances from the Internet is to specify No in the Publicly Accessible
field when creating an instance. The instance will be created with a private IP address, but no public IP
address. In this case, the only way to communicate with the instance is from within the VPC or EC2-
Classic instances that have a ClassicLink connection to the VPC. In the example following, the Aurora
instance is being created in the same VPC we’ve been using previously and uses the VPC security group
that we configured for public access. However, because the Aurora instance has no public IP address, it
cannot be reached from the Internet even though the VPC security group allows incoming traffic from
the Internet.

Network & Security O
VPC* vpc-c7034ba2 -

Subnet Group  default-vpc-c7034ba2 -

Publicly Accessible No -

Availability Zone No Preference -

VPC Security Group(s) |Create new Security Group
SSH Access (VPC)

Notice that we can use the DNS name for this Aurora instance (within AWS in the same region) because
it resolves only to the private IP address:

$ mysql --user=admin -p --host=my-private-db-2-cluster.cluster-cmswbbjge3do.us-east-1-
beta.rds.amazonaws.com

Using an Existing VPC

If you already have an Amazon VPC, you can provision Aurora instances in it as well. Aurora requires a
minimum of three AWS Availability Zones for high availability, so you’ll need at least three VPC
subnets—one for each AZ. You'll also need to create an RDS DB subnet group so that Amazon RDS
knows which subnets to use for your Aurora instances.

We will host a web-facing app that accesses an Aurora cluster with one writer and two reader instances.
The database instances should be accessible only by the web app.

amazon
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Configuring Your Amazon VPC

In order to prevent access to the Aurora instances from outside the Amazon VPC, we will use both VPC
subnet groups and AWS network ACLs to limit access to the databases, as shown following.

Name -~ VPCID v State

B WebAppVPC vpc-d9aZeabc available

<
vpec-d9a2eabc (172.30.0.0/16) | Web App VPC

Summary Tags

VPC CIDR

172.30.0.0/16

VPC ID: vpc-d9a2eabc | Web App VPC

State: available
VPC CIDR: 172.30.0.016

DHCP options set: dopt-24acf449

Route table: rtb-6de3c608 | priv-route

ClassicLink: Disabled

DHCP options set -

dopt-24acf449

Network ACL:
Tenancy:
DNS resolution:

DNS hostnames:

Route table ~ Network ACL
rtb-6de3c608. acl-f95a199c | Pub
>
[_ N — ]

acl-f95a199c | Pub-ACL
Default
yes

yes

The VPC is in a region with four Availability Zones, so it has been configured with four private and four
public subnets—one private and one public subnet for each of the four Availability Zones. The databases
will reside in the private subnets, and the web app resides in the public subnets.

Name +« SubnetID v
priv-1a subnet-93551dag
priv-1b subnet-6bba3elc
priv-1d subnet-1ab33643
priv-1e subnet-ab2b8980
pub-1a subnet-09561e33
pub-1b subnet-Od5a3era
pub-1d subnet-dfb33686

pub-1e subnet-f22b89d9

State

available
available
available
available
available
available
available

available

CIDR

172.30.1.0/24
172.30.2.0/24
172.30.3.0/24
172.30.4.0/24
172.30.5.0/24
172.30.6.0/24
172.30.7.0/24

172.30.8.0/24

Availability Zone - Route Table ~ Auto-assign Public
us-east-1a rtb-6de3c608 | p.. No
us-east-1b rtb-6de3c608 | p . No
us-east-1d rtb-6de3c608 | p.. No
us-east-1e rtb-6de3c608 | p.. No
us-east-1a rth-2fefcada | pu.. Yes
us-east-1b rtb-2fefcada | pu.. Yes
us-east-1d rtb-2fefcada | pu. . Yes
us-east-1e rtb-2fefcada | pu.. Yes

There are two route tables, as shown following—one that has a route to an Amazon VPC Internet
gateway for the public subnets and one that has no external routing for the private subnets. You can see
the route table associations for each subnet in the figure preceding.

2015, Amazon Web Services, Inc. or its affiliates. All rights reserved.

amazon
webservices



Name « Route Table ID ~ Associated With -~ Main -~ VPC -

priv-route rtb-6de3c608 0 Subnets Yes vpc-d9a2eabc (172.30.0.0/16) | We._.
B pub-route rtb-2fefcada 4 Subnets No vpc-d9a2eabc (172.30.0.0/16) | We. .

rtb-2fefcada | pub-route

Summary Routes Subnet Associations Route Propagation Tags
Destination  Target Status  Propagated
172.30.0.0/16 local Active No
0.0.0.0/0 igw-c248c3ai  Active No

The network ACLs for the private subnets are configured to allow incoming traffic only from the public
subnets and only on the port used by the Aurora instances:

Name 4 Network ACL ID -~ Associated With ~ Default ~ VPC
B Priv-ACL acl-b45e1dd1 4 Subnets No vpc-d9a2eabc (172.30.0.0/16) | Web A...

Pub-ACL acl-f95a199c 4 Subnets Yes vpc-d9a2eabc (172.30.0.0/16) | Web A _.

acl-b45e1dd1 | Priv-ACL

Summary Inbound Rules Outbound Rules Subnet Associations Tags

Allows inbound traffic. Because network ACLs are stateless, you must create inbound and outbound rules

Rule # Type Protocol Port Range Source Allow / Deny
100 MySQL (3306) TCP (8) 3306 172.30.5.0/24 ALLOW

200 MySQL (33086) TCP (8) 3306 172.30.6.0/24 ALLOW

300 MySQL (3306) TCP (6) 3306 172.30.7.0/24 ALLOW

400 MySQL (3306) TCP (6) 3306 172.30.8.0/24 ALLOW

% ALL Traffic ALL ALL 0.0.0.0/0 DENY
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Each of the four private subnets is associated with this network ACL:

Name +  Network ACL ID - Associated With -~ Default -~ VPC
B Priv-ACL acl-b45e1dd1 4 Subnets No vpc-d9aZeabc (172.30.0.0/16) | Web A ..
Pub-ACL acl-f95a199c 4 Subnets Yes vpc-dY9aZeabc (172.30.0.0/16) | Web A .

acl-b45e1dd1 | Priv-ACL

Summary Inbound Rules Outbound Rules Subnet Associations Tags
Subnet CIDR

subnet-93551dad (172.30.1.0/24) | priv-1a  172.30.1.0/24
subnet-6b5a3elc (172.30.2.0/24) | priv-1b  172.30.2.0/24
subnet-1ab33643 (172.30.3.0/24) | priv-1d  172.30.3.0/24

subnet-ab2b8980 (172.30.4.0/24) | priv-1e  172.30.4.0/24

There are also two VPC security groups, as shown following—one for database use and one for web app
use. The inbound rule for the private security group accepts traffic only on the database port and only
from instances that are associated with the public VPC security group. The web app instances are
associated with the public VPC security group.

Name tag * Group ID =~ Group Name - | VPC -~ Description ~
Public sg-eed41d78a Public vpc-d9aZeabc (172 30.0 0/16) | Web App VPC Public Access
B Private DB s5g-d941d7bd Private vpc-d9aZeabc (172.30.0.0/16) | Web App VPC Private %
< >
sg-d941d7bd | Private DB _ N ==
Summary Inbound Rules Outbound Rules Tags
Type Protocol PortRange  Source
MySQL (3306) TCP (6) 3306 sg-ee41d78a ( Public )

Configuring RDS DB Subnet Groups

Before we can create Aurora instances in this VPC, we need to tell Amazon RDS which VPC subnets to
use. In the example illustrated following, an RDS DB subnet group named private was created that
maps to each of the VPC private subnets where we want RDS to provision our Aurora instances.
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2015, Amazon Web Services, Inc. or its affiliates. All rights reserved. webservices



DB Subnet Groups > private

Edit DB Subnet Group

Tags

VPCID Web App VPC (vpc-d9a2eabc) €)

Description  private DB Access

Add Subnet(s) to this Subnet Group. You may add subnets one at a time below or

add all the subnets
may make additions/edits after this group is created. A minimum of 2 subnets is required.

related to this VPC. You

‘ Q Note: Aurora instances require a minimum of 3 subnets.

Availability Zone - select Cne -

SubnetID - select One -

Availability Zone
us-east-1a
us-east-1e
us-east-1b

us-east-1d

Subnet ID

subnet-93551dag9

subnet-ab2b8980

subnet-6b5a3eic

subnet-1ab33643

Aurora Cluster Creation

L¢]

Add

(4]

CIDR Block

172.30.1.0/24

172.30.4.0/24

172.30.2.0/24

172.30.3.0/24

Action

Remove

Now we can create Aurora instances in the VPC. The subnet group is set to use the private RDS DB
subnet group, Publicly Accessible is set to No so that the Aurora instance will have a private IP address
only, and the VPC Security Group field is set to the Private VPC security group.

Network & Security

VPC*

Subnet Group
Publicly Accessible
Availability Zone

VPC Security Group(s)

Web App VPC (vpc-d9a2eabc)
.private
No

No Preference

Create new Security Group

default (VPC)
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Here's the cluster after creating two Aurora Replicas. Notice that each instance is in a different AZ.

Engine - DB instance - Status ~ CPU Current Activity Class - VPC - Multi-AZ - Replication Role -
a8 w  Aurora | my-hidden-db-1 availabia 1.75% 1 I 1 Connections  db.rd.large Web App VPG 3 Zones writer

Cluster Endpoint: my-hidden-db-1-cluster.cluster-caswbbjgeldo.us-east-1-beta.rds. avazonaws.comi 130 (authorized) €

D8 Cluster Detalls Deployment DB instances In Reglon
[ DB Cluster my-hidden-db-1-cluster ( available ) B NSTANCE ROLE 20mE REPLICATION SOLSICE REPLICA LA
Endpoint =y-hidden-db-1-cluster.clustes-
I & coavbbigeldo. us-sant-1- my-hidden-db-1 writer  us-east-ie  my-hidden-db-1-cluster
beta.rds.amazonawe .com
Port 3306 my-hidden-db-r-1 = reader us-easl-1d = my-hidden-db-1-cluster 19.251 ms
Automated Backups Enabled (7 Days) my-hidden-db-rr-2  reader us-east-1b = my-hidden-db-1-cluster 18.533 ms

Earliest Restorable Time Mar 12, 2015 17:19:58 PM UTC-7
Latest Restore Time Mar 12, 2015 20:54:12 PM UTC-7
Backup Window 04:55-05:25
Maintenance Window mon:08:38-mon:09:08
DB Cluster Parameter Group  default.aurora5.6

Accessing the Aurora Cluster Instances
Using an EC2 instance created in the same VPC in one of the public subnets, we can connect to each of
the instances in the Aurora cluster, but they will not be accessible from anywhere outside the VPC.

Instance: | i-c5816939 Public DNS: ec2-54-86-185-119.compute-1.amazonaws.com -

Description Status Checks Monitoring Tags

Instance ID  i-c5816939 Public DNS  ec2-54-86-185-
119.compute-1.amazonaws.com
Instance state  running PublicIP 54 86185119
Instance type = m3.medium ElasticIP -
Private DNS  ip-172-30-7-75.ec2.internal Availability zone  us-east-1d
Private IPs  172.30.7.75 Security groups Public. view rules
Secondary private IPs Scheduled events  No scheduled events
VPCID vpc-d9aZeabc AMIID  amzn-ami-hvm-
2014.09.2 x86_64-ebs (ami-
146e2ai¥c)
SubnetID  subnet-dib33656 Platform -
Network interfaces  eth0 IAM role -
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First, we'll create a new database and table on the writer instance using the following commands.

[ec2-user@ip-172-30-7-75 ~]$ mysql --user=admin -p --host=my-hidden-db-1-cluster.cluster-
cmswbbjge3do.us-east-1-beta.rds.amazonaws.com

mysql> create database mydb;
Query OK, 1 row affected (0.02 sec)

mysql> create table mydb.myuser as select * from mysql.user;

Query OK, 3 rows affected (0.05 sec)
Records: 3 Duplicates: 0 Warnings: O

Now we’ll read the table from one of the reader instances using the following commands.

[ec2-user@ip-172-30-7-75 ~]$ mysql --user=admin -p --host=my-hidden-db-rr-1.cmswbbjge3do.us-east-
1-beta.rds.amazonaws.com

mysql> select count(*) from mydb.myuser;

- +
| count(*) |
Fom e +
| 31
- +

1 row in set (0.01 sec)

mysql> exit
Now we’ll read the table from the other reader instance.

[ec2-user@ip-172-30-7-75 ~]$ mysql --user=admin -p --host=my-hidden-db-rr-2._.cmswbbjge3do.us-east-
mysql>
select count(*) from mydb.myuser;

1 row in set (0.01 sec)
mysql>
Now you've learned how to connect to RDS Aurora instances from on-premises equipment and EC2-

Classic instances using AWS ClassicLink, and how to hide RDS Aurora instances from the Internet while
allowing access from Web-facing apps. For further reading, see the following.

Further Reading

Amazon Aurora: http://aws.amazon.com/rds/aurora/
Amazon VPC: http://aws.amazon.com/vpc/
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