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Data



Data is Everywhere



Data Extract Value



Data Analysis

Gather Insights

Analysis
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Challenges



Data Challenges

Multiple Sources of Information

● TCP / UDP

● File  system , com m on log file s

● System d /  Journa ld

● Sensors

● Rem ote  Hardware



End to End

HW / SW Data / Event / Log 

Communication Workflow

Analysis



Data Ingestion

HW / SW Data / Event / Log 

Performance Penalties

Analysis

HW / SW Data / Event / Log 

HW / SW Data / Event / Log 



Logging



Logging Challenges

Multiple Sources of Information

● TCP / UDP

● File  system , com m on log file s

● System d /  Journa ld

● Sensors !



Logging Challenges

.. and each one with different data formats

● Apache  Logs

[14/Mar/2019:23:43:52 +0000] GET /Frase ra  HTTP/1.0 500 2216

● MySQL 

2019-04-30T21:32:39.095880Z 0 [Note ] InnoDB: Mutexes use  GCC a tom ic bu iltins

● JSON Maps

{“log”: “Hey GEC!”, “stream ”: “stdou t”, “tim e”: “2019-05-07T10:03:11.33507113Z”}

● Many othe rs…!



Unstructured to Structured

Structured Messages

Hey KubeCon!



Metadata

Structured Messages



Metadata

Structured Messages





● Started in 2015

● Origins: Lightweight log processor for Embedded Linux

● Quickly evolved as a solution for the Cloud space

● Apache License v2.0

Fluent Bit

About



Fluent Bit

Design & Internals

● Written  in  C language

● Low m em ory and  CPU footprin t (m em ory a round 500KB)

● Pluggable  Architecture  (~50 plugins ava ilab le )

● Built-in  security: TLS on  Ne twork I/O





Logging: basics

● Application generates a message: record

Application Record 



Logging: basics

● Application generates a message: record

● Record  is  appended  with  m etadata : timestamp

Application Record 

[ timestamp, message (map) ]



Logging: basics

● Application generates a message: record

● Record  is  appended  with  m etadata : timestamp

● Record  is  serialized and  ready for p rocessing

Application Record 

[ timestamp, message (map) ]

Data serialized with MessagePack



Logging Handling

Application Record 

[ timestamp, message (map) ]

Data serialized with MessagePack

Log 

Workflow



Logging & Routing

Record 1

Record 2

Record 3

Record 4

Tag apache.vhost1

Tag syslog

Route
r

Output Plugin 1

Match apache.*

Record 1

Record 2

Output Plugin 2

Match syslog

Record 3

Record 4

Storage



Fluent Bit Adoption

General info

● > 250.000 deploym ents EVERY SINGLE DAY

● Wide  Adoption

○ AWS

○ Google  Cloud  Pla tform

○ DataDog



Logging Processing in Kubernetes
Read Logs from the Filesystem or Journald

Node

Master

/var/log/containers/*

Fluent Bit Pod

Pod 1

Pod N Read Logs
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Logging Processing in Kubernetes
Read Logs from the Filesystem or Journald

/var/log/containers/*

Pod 1

Pod N Read Logs

Pod 1

Pod N Read Logs

Master

/var/log/containers/*



Fluent Bit & AWS



Amazon/aws-for-fluent-bit

Output Logs to:
• CloudWatch Logs
• Kinesis Data Firehose
• Kinesis Data Streams (coming soon)
• All destinations supported natively in Fluent Bit



Regional Amazon ECR Repositories

Pull the image from within your region, highly available, save on data 
transfer

Region Registry ID Full Image URI

us-east-1 906394416424
906394416424.dkr.ecr.us-east-
1.amazonaws.com/aws-for-
fluent-bit:latest

eu-west-1 906394416424
906394416424.dkr.ecr.eu-west-
1.amazonaws.com/aws-for-
fluent-bit:latest

us-west-1 906394416424
906394416424.dkr.ecr.us-west-
1.amazonaws.com/aws-for-
fluent-bit:latest



FireLens for Amazon ECS

• An AWS “managed” experience that makes it easy to use Fluentd and 
Fluent Bit

• (Don’t boo me) Not currently available for Kubernetes.



What should we work on?

• Github.com/aws/aws-for-fluent-bit
• Github.com/aws/containers-roadmap
• Tweet at me - @TheWesleyPettit



Tutorials and more

Check out the AWS blogs for interesting posts on Fluentd and Fluent Bit:
• AWS Containers Blog
• AWS Open Source Blog
• AWS Compute Blog



Tutorials and more



Logging on Steroids

Stream Processing on the Edge



Fluent Bit

Logging is challenging, data processing even more!



HW / SW Even
t

HW / SW Even
t

HW / SW Even
t

Edge Cloud

Analysis

Stream 
Processor

Log Events 
Collector

(aggregator)
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Stream Processing

Stream Processor



Vision

Fluent Bit + Stream Processing

● Inpu t p lugins gene ra te  a  stream  of da ta

● Righ t a fte r storage  phase , we  do op tiona l Stream  Processing

● Perform  SQL querie s

● Crea te  new streams using re su lts from  previous que rie s





SQL: SELECT statement

Fluent Bit + Stream Processing

● All keys selection

● Keys selection



SQL: Aggregation functions

Fluent Bit + Stream Processing

● Supported  aggregation functions

○ COUNT()

○ SUM()

○ MAX()

○ MIN()

○ AVG()



WINDOWING

Fluent Bit + Stream Processing



SQL: Streams creations

Fluent Bit + Stream Processing

● Crea te  a  stream  using re su lts of a  que ry

● Tag stream  for Fluen t Bit da ta  p ipe line



Where are we going: v1.4 /  January 2020

Roadmap

● Core

○ Config Maps

○ Old  charse t encod ing to  UTF-8

● Stream  Processor

○ Snapshots

○ Machine  Learn ing Algorithm s

● Perform ance  im provem ents and  m ore  connectors!



Questions ?

fluent/fluent-bit

fluentbit.io



Fluent Bit Internals
(overview)



Internals

Engine
(event loop)

Input Plugins
Output Plugin

Filter Plugins
Output Plugin

Output Plugin



Internals / Output Plugins

● Most of output plugins relies on Network I/O

● Sim ple  design  to  avoid  ca llbacks he ll

● Reduce  b locking tim e  when possib le : suspend  and  re sum e



Internals / Output Plugins

Router

Output Plugin

- Common tasks

- create TCP connection

- convert msgpack data to outgoing format

- write new data over the network

- wait for a response (most of cases)

- report final status (OK, RETRY, ERROR)
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Router

Output Plugin

- Common tasks

- create TCP connection

- convert msgpack data to outgoing format

- write new data over the network

- wait for a response (most of cases)

- report final status (OK, RETRY, ERROR)



Example



Example

suspend / resume

suspend / resume



Output Plugins: return values & retry logic

Engine

Output Plugin

- Return value and Engine handling

- FLB_OK

- FLB_RETRY  

- FLB_ERROR



Fluent Bit & Plugin Helpers

● Upstream (TCP/TLS connection handling)

● HTTP Client

● OAuth2

● Timers

● Crypto (mbedTLS)

● Lua (LuaJIT)

● ...



Fluent Bit: Plugins

Input Plugins Filter Plugins Output Plugins

- tail
- kmsg
- serial
- systemd
- syslog (tcp/udp)
- cpu, mem, disk
- ...

- grep
- throttle
- parser
- kubernetes
- lua
- nest
- ...

- treasure data
- http
- elasticsearch
- splunk
- azure
- kafka
- ...



Fluent Bit & Filtering

Optional filtering with Lua !



Fluent Bit & Monitoring

Metrics and Prometheus Support
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