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Overview

As a pediatric healthcare network that includes an award-winning hospital, Children’s 
Health Orange County (CHOC) has been dedicated to providing high-quality 
pediatric patient care for decades. CHOC’s IT department supports the medical 
systems that its clinicians and administrative staff rely on to meet a wide range 
of patient needs. CHOC worked with ePlus, an AWS Advanced Consulting Partner, 
to improve business continuity for critical healthcare applications running on over 
400 servers. By deploying AWS Elastic Disaster Recovery (CloudEndure Disaster 
Recovery) on these servers, CHOC improved recovery service-level agreements 
(SLAs) and reduced costs. In the event of an IT disruption, CHOC can quickly recover 
healthcare applications in a highly secure AWS environment.   

The need: Quickly recover critical healthcare applications   

CHOC’s previous business continuity strategy was to use a disaster recovery (DR) 
solution to protect its tier 1 applications, and a backup and restore solution for 
other applications. However, CHOC determined that in the event of an IT disruption, 
it would need applications used for patient care to be operational more quickly 
than this strategy would allow. CHOC therefore decided to expand its DR scope to 
protect additional healthcare applications and ensure their availability.

CHOC also wanted to replace its DR solution with a new solution that could meet 
more stringent recovery objectives. By minimizing recovery point objectives (RPOs) 
and recovery time objectives (RTOs), CHOC could enable faster recovery of working 
applications. Adam Gold, CHOC’s chief technology officer (CTO), explains, “The goal 
was to build a DR environment that was robust, and would allow us to recover 
services as quickly as possible.”

According to Gold, DR for a healthcare IT environment can be particularly 
complex, since multiple systems and dependencies require proper orchestration 
to successfully recover. During normal hospital operation, data from a range of 
healthcare applications must be consistently available and interfacing seamlessly. 
This includes the systems that manage physician's orders, electronic medical records 
(EMR), medical device data, and billing information. 

To recover applications from an IT disruption, Gold says, “You have to understand the 
application and what needs to be brought up in what order for each application to 
work properly. If the dependent systems are not readily available, and the systems 
that those systems are dependent on are not readily available, recovery won’t work.” 

• Easy deployment, 
management, and 
testing

• Significantly improved 
RTOs and RPOs for 400+ 
servers 

• Single DR service 
supports multiple 
healthcare applications

• Improved data visibility 
with dashboards and 
reports

“We gained a sense of 
confidence and relief in 
knowing that our systems 
are ready. We can spin up 
workloads at scale on AWS at 
any time, with the RPOs and 
RTOs we require.”

Adam Gold
Chief Technology Officer at Children’s 
Health Orange County (CHOC)
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As with all healthcare organization IT projects, the new DR solution had to adhere 
to strict compliance and governance requirements. CHOC also required that the DR 
solution be deployed within one fiscal year.

The solution: Fast, scalable, and secure recovery on AWS 

CHOC’s IT team worked with AWS Advanced Consulting Partner ePlus to design 
an expanded, cost-optimized DR strategy using AWS best practices. According to 
Gold, when they evaluated DR solutions, the AWS service, “aligned with all of our 
requirements. Everything worked as planned during the proof of concept. We were 
able to deploy the agents, replicate servers, and fail over servers to run on AWS. Our 
IT staff really liked the ease of use.” 

Elastic Disaster Recovery (DRS) continuously replicates servers – including operating 
system, system state configuration, databases, applications, and files – to a 
staging area on AWS. This reduces costs and enables RPOs of seconds. Automated 
orchestration and conversion processes allow source servers to launch and boot 
natively on AWS, thereby facilitating RTOs of minutes. To recover from IT events 
involving data corruption such as ransomware, you can use Elastic Disaster Recovery 
to fail over to AWS from a point in time prior to the incident. 

Gold identified the straightforward, automated deployment process as another key 
benefit to using Elastic Disaster Recovery. “As a CTO, it was nice to get an update 
from my team that they had deployed the DR service on 100 servers the night before 
without any escalations or issues. To me that’s a big deal.” Elastic Disaster Recovery 
replicates all applications and databases that run on supported OS, enabling CHOC 
to protect a variety of healthcare applications with a single DR service.  

The results: Resilient medical systems and business continuity for  
400+ servers

CHOC deployed Elastic Disaster Recovery on more than 400 servers running 
critical healthcare applications. “Our RPOs and RTOs have improved significantly,” 
Gold explains.

The ability to keep CHOC’s medical systems operating regardless of possible IT 
disruptions helps CHOC’s medical teams give children consistent, life-saving medical 
care. “We gained a sense of confidence and relief in knowing that our systems are 
ready. We can spin up workloads at scale on AWS at any time, with the RPOs and 
RTOs we require,” Gold says. 

As a CTO, Gold also appreciates the improved data visibility provided by Elastic 
Disaster Recovery. His team can use dashboards and reports to quickly extract data 
about CHOC’s DR readiness. “From a technical perspective, everything has been 
working as designed,” reports Gold.

The ease of use and straightforward deployment of Elastic Disaster Recovery allowed 
CHOC to meet timeframe requirements by completing the project within the same 
fiscal year. This included deploying Elastic Disaster Recovery, as well as formalizing 
CHOC’s disaster recovery plan, such as documenting operation and management 
processes, runbooks, and testing procedures.

“Everything worked as 
planned during the proof 
of concept. We were able to 
deploy the agents, replicate 
servers, and fail over 
servers to run on AWS. Our 
IT staff really liked the ease 
of use.”

"

About CHOC

Children’s Health of Orange County 
(CHOC) has been committed to 
providing the highest quality medical 
care to children since 1964. Affiliated 
with the University of California, 
Irvine, its regional pediatric healthcare 
network includes two state-of-the-art 
hospitals in Orange and Mission Viejo 
and a regional network of primary and 
specialty care clinics serving children 
and families in four counties. CHOC 
was named one of the nation’s best 
children’s hospitals by U.S. News & 
World Report.

About ePlus

ePlus brings a vast perspective 
that helps organizations design, 
orchestrate, and seamlessly implement 
versatile technology solutions, 
including cloud and data center, 
security, collaboration, networking 
and AI, digital transformation, 
managed and professional services, 
and financing. Founded in 1990, 
ePlus has more than 1,500 associates 
serving a diverse set of customers 
in the United States, Europe, and  
Asia Pacific. 

Adam Gold
Chief Technology Officer at Children’s 
Health Orange County (CHOC)
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