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AWS Ramp-Up Guide: Security, Identity and Compliance   
For AWS Cloud security, identity, and compliance professionals  

These are the most salient learning resources from our classrooms, digital curricula, video library, and AWS Lab Environment, that relate to 

Cloud Security domain.  This guide is not intended to be consumed entirely.  Different sections tackle different objectives.  Some resources will 

be less relevant to you today.   The guide will help you decide where you want to start your learning journey, and which step should be your 

next.   

  

Share your opinion of this Ramp-Up Guide with us!  

 

Learn the Fundamentals of the Cloud     

Learning Resource Duration (hrs) Type 

  AWS Cloud Practitioner Essentials or… 6.0 Digital Training  

 AWS Technical Essentials 4.0 Digital Training  

  AWS Compute Services Overview 0.7 Digital Training  

$ Building Your First Amazon Virtual Private Cloud (VPC)  1.5 Self-paced Lab  

$ Introduction to AWS Lambda  0.8 Self-paced Lab  

$ Introduction to Amazon Simple Storage Service (S3) 1.5 Self-paced Lab  

        

AWS Cloud Security Fundamentals     

Learning Resource Duration (hrs) Type 

$ AWS Security Essentials  8.0 Classroom Training  

$ AWS Security Essentials (Digital) 8.0 Digital Classroom Training  

  AWS Security Fundamentals (Second Edition) 2.0 Digital Training  

    

Identity and Access Management      

Learning Resource Duration (hrs) Type 

  Introduction to AWS Identity and Access Management (IAM) 0.1 Digital Training  

 AWS Identity and Access Management - Architecture and Terminology 0.2 Digital Training  

  Introduction to AWS Organizations 0.1 Digital Training  

 Getting Started with AWS Control Tower 1.0 Digital Training  

  Introduction to Amazon Cloud Directory 0.2 Digital Training  

 Introduction to AWS Security Token Services (STS) 0.3 Digital Training  

  Troubleshooting: AWS Identity and Access Management 1.0 Digital Training  

https://amazonmr.au1.qualtrics.com/jfe/form/SV_0kxPu8MyH5Ce8rr?Guide=AWS%20Ramp-Up%20Guide:%20security
https://explore.skillbuilder.aws/learn/course/external/view/elearning/134/aws-cloud-practitioner-essentials?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/1851/aws-technical-essentials?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/199/aws-compute-services-overview?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/409/building-your-first-amazon-virtual-private-cloud-vpc?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/898/introduction-to-aws-lambda?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/7772/introduction-to-amazon-simple-storage-service-s3?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://aws.amazon.com/training/classroom/aws-security-essentials/?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/17212/digital-classroom-aws-security-essentials?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/48/aws-security-fundamentals-second-edition?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/120/introduction-to-aws-identity-and-access-management-iam?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/479/aws-identity-and-access-management-architecture-and-terminology%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/219/introduction-to-aws-organizations%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14823/getting-started-with-aws-control-tower?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/218/introduction-to-amazon-cloud-directory%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/186/introduction-to-aws-security-token-services-sts%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/15564/troubleshooting-aws-identity-and-access-management%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
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$ Introduction to AWS Identity and Access Management (IAM)  0.8 Self-paced Lab  

$ Lab - Troubleshooting - IAM Access Issues 1.0 Self-paced Lab  

$ Rogue Permissions Challenge  2.0 Self-paced Lab  

        

Threat Detection and Incident Response     

Learning Resource Duration (hrs) Type 

  Getting Started with AWS Security Hub 1.0 Digital Training  

 Getting Started with Amazon GuardDuty 1.0 Digital Training  

  Introduction to Amazon Inspector 0.3 Digital Training  

 Getting Started with AWS CloudTrail 1.0 Digital Training  

  Getting Started with Amazon Detective 1.0 Digital Training  

 Threat Modeling the Right Way for Builders Workshop 3.0 Digital Training  

  AWS Security Best Practices: Monitoring and Alerting 2.0 Digital Training  

$ Scale Your Security Vulnerability Testing with Amazon Inspector 2.5 Self-paced Lab  

  AWS Security Incident Response Overview 1.7 Digital Training  

 AWS Security Incident Response - Compromised IAM Credentials Use Case 0.7 Digital Training  

  AWS Security Incident Response - Ransomware Use Case 0.8 Digital Training  

 AWS Security Incident Response - Cryptomining Use Case 0.8 Digital Training  

        

Data Protection     

Learning Resource Duration (hrs) Type 

  Introduction to Data Encryption 0.2 Digital Training  

 Introduction to Amazon Macie 0.2 Digital Training  

  Introduction to Amazon Certificate Manager Private Certificate Authority 0.3 Digital Training  

$ Introduction to AWS Key Management Service 1.0 Self-paced Lab  

  Amazon  Macie - Getting Started 1.0 Digital Training 

    
Infrastructure Security     

Learning Resource Duration (hrs) Type 

  Protecting Your Instance with Security Groups 0.1 Digital Training  

https://explore.skillbuilder.aws/learn/course/external/view/elearning/880/introduction-to-aws-identity-and-access-management-iam?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/16281/lab-troubleshooting-iam-access-issues?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/1132/rogue-permissions-challenge?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14697/getting-started-with-aws-security-hub?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13518/getting-started-with-amazon-guardduty?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/185/introduction-to-amazon-inspector?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/193/getting-started-with-aws-cloudtrail?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14077/getting-started-with-amazon-detective?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/11264/aws-security-best-practices-monitoring-and-alerting?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/7686/scale-your-security-vulnerability-testing-with-amazon-inspector?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/17875/aws-security-incident-response-overview?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/17796/aws-security-incident-response-compromised-iam-credentials-use-case?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/17797/aws-security-incident-response-ransomware-use-case?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/internal/view/elearning/17798/aws-security-incident-response-cryptomining-use-case?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/196/introduction-to-data-encryption?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/212/introduction-to-amazon-macie?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/190/introduction-to-amazon-certificate-manager-private-certificate-authority?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/897/introduction-to-aws-key-management-service?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/5300/protecting-your-instance-with-security-groups%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
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 Differences Between Security Groups and NACLs 0.1 Digital Training  

  Getting Started with AWS Systems Manager 1.0 Digital Training  

 AWS Networking Basics 2.0 Digital Training  

  AWS Security Best Practices: Network Infrastructure 1.5 Digital Training  

 AWS Security Best Practices: Computing 2.0 Digital Training  

  Protect Your Web-facing Workloads with AWS Security Services 0.7 Digital Training  

 AWS Systems Manager 3.0 Digital Training  

  Deep Dive on Container Security 0.5 Digital Training  

$ Securing the Endpoint 1.3 Self-paced Lab  

$ Controlling the Network 1.0 Self-paced Lab  

$ Amazon Inspector - Getting Started 1.0 Self-paced Lab  

        

Compliance     

Learning Resource Duration (hrs) Type 

$ AWS Security Governance at Scale  …or… 8.0 Classroom Training  

$ AWS Security Governance at Scale  (Digital) 8.0 Digital Classroom Training  

  Cloud Audit Academy - Cloud Agnostic 3.0 Digital Training  

 Getting Started with AWS Config 1.5 Digital Training  

  Getting Started with AWS Audit Manager 1.5 Digital Training  

 Introduction to AWS Artifact 1.2 Digital Training  

  Intro to Healthcare and Life Sciences Compliance on AWS 0.3 Digital Training  

 Security Governance at Scale – Technical 4.0 Digital Training  

  Auditing Amazon Simple Storage Service (Amazon S3) Security 1.0 Digital Training  

 Security Governance at Scale – Technical (Digital) 4.0 Digital Training  

  Cloud Audit Academy FDW Interactive Modules 2.0 Digital Training  

$ Performing a Basic Audit of your AWS Environment 1.0 Self-paced Lab  

        

Game-based Learning     

Learning Resource Duration (hrs) Type 

$ Build Up AWS Security Skills 6+ Game-based Learning  

https://explore.skillbuilder.aws/learn/course/external/view/elearning/4791/differences-between-security-groups-and-nacls%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13045/getting-started-with-aws-systems-manager?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/12439/aws-networking-basics%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/11218/aws-security-best-practices-network-infrastructure?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/11263/aws-security-best-practices-computing?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/359/protect-your-web-facing-workloads-with-aws-security-services?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/456/aws-systems-manager?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/72/deep-dive-on-container-security%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14193/securing-the-endpoint-amazon?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13606/controlling-the-network?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/16685/amazon-inspector-getting-started?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://aws.amazon.com/training/classroom/aws-security-governance-at-scale/?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/18380/digital-classroom-aws-security-governance-at-scale?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/459/cloud-audit-academy-cloud-agnostic?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/12609/getting-started-with-aws-config?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14905/getting-started-with-aws-audit-manager%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/187/introduction-to-aws-artifact?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/182/intro-to-healthcare-and-life-sciences-hcls-compliance-on-aws?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/11173/security-governance-at-scale-technical-digital?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/502/auditing-amazon-simple-storage-service-amazon-s3-security?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/11173/security-governance-at-scale-technical-digital%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14755/cloud-audit-academy-fdw-interactive-modules?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/885/performing-a-basic-audit-of-your-aws-environment?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/9284/build-up-aws-security-skills?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
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$ AWS Cloud Quest: Secuirty 12.0 Game-based Learning  

       
Putting It All Together     

Learning Resource Duration (hrs) Type 

$ AWS Security Best Practices …or… 8.0 Classroom Training  

$ AWS Security Best Practices (Digital) 8.0 Digital Classroom Training  

$ AWS Security Engineering on AWS  18.0 Classroom Training  

$ AWS Cloud Quest: Security  Game-Based Learning  

 Exam Readiness: AWS Certified Security - Specialty 2.0 Digital Training  

  
AWS Certified Security - Specialty Official Practice Question Set (SCS-C02 - 

English) 
1.0 Digital Training  

 
   

Additional Resources     

Learning Resource   Type 

  Threat Detection and Incident Response     
 AWS Security Incident Response Guide  Technical Guide  

  Logging strategies for security incident response   Blog  

 Introducing Amazon Security Lake  Video  

  Threat Detection and Response with Amazon GuardDuty and Amazon Detective Workshop  

 Security Hub Workshop  Workshop  

  Unauthorized IAM Credential Use - Security Event Simulation and Detection Workshop  

    

  Identity and Access Management (IAM)     
 Become an IAM Policy Master in 60 Minutes or Less  Video  

  Simplify your existing workforce access with IAM Identity Center   Video  

 Using IAM Identity Center (successor to AWS Single Sign-On) to achieve strong identity 

management 
Workshop  

  How and when to use different IAM policy types   Workshop  

    

  Data Protection      
 Encryption On AWS - Tutorial  Workshop  

https://explore.skillbuilder.aws/learn/course/external/view/elearning/14805/aws-cloud-quest-security?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://aws.amazon.com/training/classroom/aws-security-best-practices/?ct=sec&sec=rolesol&trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/17213/digital-classroom-aws-security-best-practices?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://aws.amazon.com/training/classroom/security-engineering-on-aws/?ct=sec&sec=rolesol&trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14805/aws-cloud-quest-security%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/97/exam-readiness-aws-certified-security-specialty%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://explore.skillbuilder.aws/learn/course/external/view/elearning/15222/aws-certified-security-specialty-official-practice-question-set-scs-c02-english?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://www.youtube.com/watch?v=V7XwbPPjXSY%20&trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://catalog.workshops.aws/guardduty/en-US?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://catalog.workshops.aws/security-hub/%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://catalog.us-east-1.prod.workshops.aws/workshops/6a8ad836-10a6-4694-9a3b-f53f193041de/en-US%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://www.youtube.com/watch?v=YQsK4MtsELU&trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://www.youtube.com/watch?v=TvQN4OdR_0Y%20&trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://catalog.workshops.aws/iam-policy-types/en-US%20?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://catalog.us-east-1.prod.workshops.aws/workshops/aad9ff1e-b607-45bc-893f-121ea5224f24/en-US/introduction/tableofcontents?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
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  Scaling your encryption at rest capabilities with AWS KMS   Workshop  

 AWS Secrets Manager Workshop  Workshop  

  Using Amazon Macie for data protection and governance   Video  

 Data Discovery and Classification with Amazon Macie  Workshop  

  AWS cryptographic services and tools   Documentation  

 Scaling your encryption at rest capabilities with AWS KMS  Workshop  

        

 Infrastructure Security    
  AWS WAF Workshop   Workshop  

    

  Compliance      
 Compliance Resources  Website  

  AWS Compliance Solutions Guide   Website  

 Amazon Web Services: Risk and compliance  Whitepaper  

  Management and Governance Cloud Environment Guide   Website  

 How to protect sensitive data for its entire lifecycle in AWS  Blog  

  Prepare for an Audit in AWS – AWS Audit Manager, AWS Config, and AWS Artifact Blog  

    

 Additional Resources   
 Top 10 security items to improve in your AWS account  Blog  

  AWS Security Website   Website  

 

https://catalog.us-east-1.prod.workshops.aws/workshops/05f16f1a-0bbf-45a7-a304-4fcd7fca3d1f/en-US?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
https://catalog.us-east-1.prod.workshops.aws/workshops/8e3a5338-cfc0-4d53-9b97-e8f96c59950a/en-US?trk=e89420c2-7965-45c4-a4b0-c03bed1a917c&sc_channel=el
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