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AWS does not offer binding price quotes. AWS pricing is publicly available and is subject to change in
accordance with the AWS Customer Agreement available at http://aws.amazon.com/agreement/. Any
pricing information included in this document is provided only as an estimate of usage charges for AWS
services based on certain information that you have provided. Monthly charges will be based on your actual
use of AWS services, and may vary from the estimates provided.
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AWS CloudTrail& (&

- AWSI1—YHDIRE(APL)ZOF >
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AWS CloudTraillc&bOF >3 R>
API call Event Non-API call Event

Hh— b~ H—EXMNSFEITENDAPI « 1—HDOUYA1>14> 70514 E5FA
% StartInstances o AWS YR X> O YV—)L
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0977 1 JLDRTFS

I‘l Services v Sivakar

Upload Create Folder Actions v None

All Buckets / fmrinc-cloudtrail-bucket / AWSLogs / / CloudTrail / us-west-2 / 2013 / 11 / 03

Properties

Name Storage Class Size
@ 123456789012_CloudTrail_us-west-2_2013-11-03T21:40Z_63QlcV3Qp2609sCL.json.gz Standard 1KB
Standard 1.2 KB

[ ] @ 123456789012_CloudTrail_us-west-2_2013-11-03T21:457_EseusVUTTNIEe8|S json.gz
@ 123456789012_CloudTrail_us-west-2_2013-11-03T21:50Z_T7CC05rQjf5YDGf78 json.gz
@ 123456789012_CloudTrail_us-west-2_2013-11-03T23:00Z_sGNVFOFjbKFipOrh.json.gz

Standard 1.1 KB
1.1 KB

Standard

« OUTJ7A)LIEEam&MRAIDTHIFED/ \ A TRFIND

« CloudTraill0Z7 7 7 1 )LIXSSE-KMSZ{EA L CiES{t =M. S3/\
TV MNIRFSNB(GITAILE)
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CloudTrailO%Y OKMSZ&{ED /=G S4t

KMSZFAA L. CloudTrailh‘Erix 9 30070 DEES{EH B]EE
Stepl".; 1. CloudTrailOZ J 7 1)L %= (FEL3S3

Encrypted CloudTrail &

log files BB )\ v cERICDY—23 > (CULL
KMSEEZER I Dh. BEEFDKMSHEZ

POLIC) . AWS KNS

a
= Poee = 2 W #ALTKMS-CloudTrailiRU > —7%
b ‘ —— 'S ﬁﬁﬁ
CloudTrail 2 C|OUC|TI’aI||:|7“7 7/]/”/(: TU‘EX@_
S3 GetObject API call 57') \/:/} U l/ (IAMODJ_—-U-_\
— O—)L. JIL—2F) ([ZiEE{tDn7 ot
AFFrJUET,

—— 3. 25w 1 HBKMSIEEIS OBHED:E

Decrypted CloudTrail log file

e B3

http://aws.typepad.com/aws japan/2015/10/aws-cloudtrail-update-sse-kms-encryption-log-file-integrity-verification.html ‘-".a'?nazon
webse
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http://docs.aws.amazon.com/awscloudtrail/latest/userguide/create-kms-key-policy-for-cloudtrail.html
http://aws.typepad.com/aws_japan/2015/10/aws-cloudtrail-update-sse-kms-encryption-log-file-integrity-verification.html

Digest FileZfE> 720 J 7 1 ILEE T DHEER

O D07 1ILDOBEEEEZBNCITDE, BEEMNTYIZTX
N7 AILZBIDT LA O X (CELEZ RS

—  CloudTrallOZ J 7 1 )LODimEE. HIbRZ R

—  CloudTrail9 1T A T 71 ILDHRE. HIBRZERN

— CloudTrallOZ 77 AL, AT AR I 7AILEADED S, HIBRDIEA]
$ aws cloudtrail validate-logs --trail-arn arn:aws:cloudtrail:us-east-1:123456789012:trail/cloudtrail-all-region-trail-bucket-name --
start-time 2016-08-24T00:00:00Z --end-time 2016-08-25T00:00:00Z

Validating log files for trail arn:aws:cloudtrail:us-east-1:123456789012:trail/cloudtrail-all-region-trail-bucket-name between 2016-
08-24T00:00:00Z and 2016-08-25T00:00:00Z

Digest file s3://cloudtrail-all-region-trails/AWSLogs/123456789012/CloudTrail-Digest/us-east-1/2016/08/25/123456789012_CloudTrail-
Digest_us-east-1_cloudtrail-all-region-trails_us-east-1_20160825T004814Z.json.gz INVALID: public key not found for fingerprint
€76559a05471afc226e85908746a026f

Digest file s3://cloudtrail-all-region-trails/AWSLogs/123456789012/CloudTrail-Digest/us-east-1/2016/08/24/123456789012_CloudTrail-
Digest_us-east-1_cloudtrail-all-region-trails_us-east-1 _20160824T224814Z.json.gz valid

Results requested for 2016-08-24T00:00:00Z to 2016-08-25T00:00:00Z
Results found for 2016-08-24T00:48:14Z to 2016-08-24T22:48:14Z:

23/25 digest files valid, 2/25 digest files INVALID
135/135 log files valid




1887 7> hDCloudTrail LogDEIR

Bucket PolicyDs&TE(C K DEET7H D> hdDCloudTraild7 = &£4Y

{
Account A
"Version": "2012-10-17",
"Statement": [ .
{
"Sid": "AWSCloudTrailAclCheck20131101", 1AM Admin User -
"Effect”: "Allow", Account B F””Ef' Account C
"Principal": {
"Service": "
. b 53 Buckst N’
) . 4
"Action": "s3:PutObject", Tt Ueer Tl User
"Resource": [ L LE?S =
"arn:aws:s3:::myBucketName/[optional] myLogFilePrefix/AWSLogs/111111111111/*",
"arn:aws:s3:::myBucketName/[optional] myLogFilePrefix/AWSLogs/222222222222/*" "I :'l
]’ . AWS doudTrail AWS doudTrail AWS JoudTrail
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control" IVI It.
http://docs.aws.amazon.com/ja_jp/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html o azon
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http://docs.aws.amazon.com/ja_jp/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
http://cloudtrail.amazonaws.com/

CloudTraildDB%*h4E (ALL-Region)
IRTCDYU—23 > TEHCTDZEMRR N T ZOF74 X
- FU—3a>hEINESNEEROoEEER

—/'rh—

- BRI —>a>ondIirAILE—ElR

« BE)—>3> ORTEDRT—

e 1D0D |J - >“ = Sjgft“'rra”%,ﬂzﬁﬁﬁjﬁg Turn on CloudTrail i sl regions
- TaOv/\—HA L
- tFa1UF1H Create Trail

—
- Ao

Apply trail to all reglons  © Yes  No 0
Croato » now 83 bucket © Yes No
S3 bucket* | cloudtrall-all-ragion-bucket (1]

Log file profix o
Le ony AWSLOQWO 75807840 1 50/Cloud Tral

http://docs.aws.amazon.com/ja_jp/awscloudtrail/latest/userguide/cloudtrail-concepts.html "a'?n azon
II webservices
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CloudWatch Logs Metric FilterdD#I 3 i

 CloudTrail &CloudWatch LogsdiE#E

— CloudTraildo027 %ZISONAZ TCloudWatch Logs(CErix

— 7D MATIO—ILESNIZREDAPIZER L. IF(EN/zL
S (CEMERZITDZ ENATEE

— CloudWatch Log/\DEnix (FSSLTHES{EEND

I
- '

CloudTrail CloudWatch Logs CloudWatch Logs Amazon SNS
Metric Filter

.,“,:lﬁ
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CloudWatch Logs Metric Filter®FIF3 i
FEXFHDIT> NISEE(CKD 775 — AVERYH BIEE

ARG ATANEDEREAR) I ADEIYVET

047 47 )L.— "CloudTrail-Virginia" ¢)7.rJL.2— “"cloudwatchlogsalarm-
ConsoleSigninFailuresMetricFilter-1VSPC94XPUISK" DiRE

O~ EEL S — e —Erd s FEEL AN DRI EeHE N ET A N DAES SRR TS, AU 2RI
Fo—LEEREL TR o0 TEET .

A DER cloudwatchlogsalarm-ConsoleSigninFailuresMetricFilter-1WSPC94 XPUISK (i)
?af,'l/’;i‘}‘?’j“—"./l { (5.eventName = ConsoleLogin) && (S.errorMessage = "Failed authentication™) } I
AUs 22D E
ARV D2 FRIZER CloudTrailvetrics v O L EREREID PR
HRVUwA2 480 ConsoleSigninFailureCount o
EXEEEHE G

Tl | B 20T
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CloudWatch Metric FiltersH>2')L

{ (S.eventName = "ConsoleLogin") && (S.userldentity.type = "Root") }
{S.errorCode = "AccessDenied" || S.errorCode = "UnauthorizedOperation"}

{S.eventName = "Runinstances" && (S.requestParameters.instanceType = “*.8xlarge" | |
S.requestParameters.instanceType = “*.4xlarge"}

(S.eventName = "AuthorizeSecurityGrouplngress") | |
S.eventName = "AuthorizeSecurityGroupEgress") | |

S.eventName = "RevokeSecurityGroupEgress") | |

{
(
(S.eventName = "RevokeSecurityGrouplngress" | |
(
(S.eventName = "CreateSecurityGroup") | |

(

S.eventName = "DeleteSecurityGroup")}

20
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CloudFormationZ s> =@ 40

=N
=374

EODHEME .

o PHOZKI—b OVA>DER
+  EoRLKBXDESR

Fitter Mame:

Filter Pattern:

hetric :
Metric Yalue:

Alarm:

CloudWate has larm-Cloud Trail- Create Alarm
APIActvity- i 0
ConscleSigninFailures Metric Filber-

AEPVKU3DESER

{ (S.eventhame = ConsoleLogin) &5 (S.errorMessage =

"Failed authentic ation™) }

CloudTrailMetrics / ConscleSigninFailureCount

1

CloudTrailConsoleSigninFailures &£

o WEARI DRI AT DEC2HMERK
Sshich dER

- EFIVUFAOIN—TEEDER

o RKEDDARE > XLENDER

Fitter Mame:

Fitter Pattern:

CloudWatc has larm-Cloud Trail- Create Alarm
APIAetvity- ’ 0
EC2ZlInstanc eChangeshMetric Fitter-

101 TJKB43TIGF

{ (S.eventtame = Runinstances} || ($.eventMame =
Rebootinstances) || (S.eventMame = Startinstances) ||
(Z.eventMame = Stoplnstances) || (S.eventhame =
Terminatelnstances) }

« IAM RUS—DZEEDEER

Metric: CloudTrailMetrics J EC2ZInstanceEventCount
Metric Yalue: 1
Alarm: CloudTrailEC2Instant eChanges &£
Filtter Name: CloudWate halarm-CloudTrail- Create Alarm g €
APlActivity-

Filter Pattern:

hetric :
Metric Yalue:

Alarm:

ECZLargelnstanc eChanges Metric Filte
r-w2D0Y X 50SA20

{ (5. eventlame = Runinstances) || (S.eventhName =
Rebocotinstances) || (S.eventiame = Startinstances) ||
(S.eventhame = Stoplnstances) || (S.eventhame =
Terminatenstances)) &&
((S.requestParameters.instanceType = *.8xlarge} ||
(%.reguestP arameters. instanc eType = * 4xlarge}) }
CloudTrailMetrics / EC2LargelnstanceEventCount
1

CloudTrailEC2LargelnstanceChanges &£

http://aws.typepad.com/aws japan/2015/03/cloudtrail-integration-with-cloudwatch-in-four-more-regions.html

21

8 webservices



http://aws.typepad.com/aws_japan/2015/03/cloudtrail-integration-with-cloudwatch-in-four-more-regions.html
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O &
Lambda | I
S ——
S3 1 98 (CImport Redshift

http://media.amazonwebservices.com/jp/summit2016/3C-05.pdf o
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http://media.amazonwebservices.com/jp/summit2016/3C-05.pdf

CloudTrail API lookup
API—JUIFAWSNY R A > N OV =)L ShESRRIEE

API activity history

Look up API activity related to creation, modification and deletion of resources in your AWS account in the last 7 days. Filter using one of the attributes to

troubleshoot operational issues or security incidents.

< o
Filter: Select attribute Enter lookup value Time range: Select time range i
Event time User name Event name Resource type Resource name
b 2015-12-21, 01:18:28 PM CreateTags
> 20156-12-21, 01:18:27 PM Runinstances
4 2015-12-21, 01:17:03 PM Terminatelnstances
» 2015-12-21, 01:16:23 PM Consolel.ogin
> 2015-12-20, 01:26:07 AM Runinstances
» 20156-12-20, 01:26:07 AM CreateTags
» 2015-12-20, 12:50:43 AM DetachUserPolicy
» 2015-12-20, 12:46:34 AM PutRolePolicy
» 20156-12-20, 12:40:39 AM AttachUserPolicy
_ Wiy
23 "o o



CloudTrail API B >2'JL (Runinstance) -

v  2015-12-21, 01:18:27 PM sakatoku Runinstances Instance and 7 more i and 9 more
AWS access key Event source ec2.amazonaws.com
AWS region ap-northeast-1 Event time 2015-12-21, 01:18:27 PM
Error code Request ID d1bb5747-dd13-48b1-a5e7-647bfb1d4ed7
Event ID 7c9f7210-a336-42bc-b34a-03cafacb0ch1 Source IP address 27.0.3.145
Event name Runinstances User name sakatoku

Resources Referenced (10)

ami-fe436b90 i- my_ —_ A — eni-

£ I AMI ID Ilnstance Ilnstance D | .. F—~R7 Networkinterace | ENTID
mysgdwin sg- t:F.j_ US>+ Isubnet- I ety vpc-

SecurityGroup SecurityGroup a‘ )ll_jo Subnet -U-j *‘J I\ VPC VPC ID
AIPAJ arn:aws:iam::i Xinstance-

InstanceProfile profile/

InstanceProfile

View event

24 amazon
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API Activity Lookup®#FIPREIA
- BRERETETDOYESIICRFE

N3ISONOT D

Time Ranget&¥R

- DAWS NI > FADY
V—XDER. Z8. HIFRICET D
API 7 O5 1 EF+

Filtert®Zs
_ RRTE3

 User name
« Event name
» Resource type
« Resource name

Time range: Seleci time range =

Filter:

July 2015
Sun Mon Tue Wad Tha Fn Sat

Event name

Resource type

Resource name

25
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AWS CLIZ{ED f=Look up events®DFI 3 w

« EWT7HRBIDAXRZ hORS

aws cloudtrail lookup-events --output json

« UserNameBh‘rootd-1 /N> ~OEVE

aws cloudtrail lookup-events --lookup-attributes AttributeKey=Username,
AttributeValue=root --output=json

« UY—XHATHEC2DA R NDEUS

aws cloudtrail lookup-events --lookup-attributes
AttributeKey=ResourceType,AttributeValue=AWS::EC2::Instance --output=json

26
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CloudWatch Logs & Elasticsearch Service MEHEESTE

@ CloudWatch Logs(CE&tEaN/z02 zf§E(CAmazon Elasticsearch Service

(AES) [C1 >R— b

Create Metric Filter

Filter: ! Create log group

Delete log group
Log Groups Expire Events After
faws/lambda/Helld Never Expire

Export data to Amazon S3
/aws/lambda/l.ogs View all axpocts to Amazon 53 Never Expire
/aws/lambda/Shuf 1 month (30 days)
/aws/lambda/s3a( Never Expire

CloudTrail-JSON- BRI F:T L E Never Expire

1 year (365 days)
1 year (365 days)
1 month (30 days)
1 year (365 days)

Linux_Appache_Accesslogs
Linux_Syslogs
RDSOSMetrics

defaultvpc-flowlogs

_;

Metnc Filters
0 fiiters

0 filters
0 filters
0 fiiters
10 filters
0 filters
0 fiters
0 filters
0 filters

27
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CloudWatch Logs & Elasticsearch Service MDiEHEESTE

@ OJ %4z

1%X 9 BElasticsearch Service Cluster& [ A —< W NEESTE

Service

Start Streaming /aws/lambda/s3accesslog-to-es to Amazon Elasticsearch

You are about to start streaming data from your */;
Elasticsearch Service cluster. Any new log data sent

FHICERRSNIZ DO S AN

V53R

Amazon ES cluster* myawsiogs

: 0
v

Lambda Function
CloudWatch Logs uses Lambda to defiver log data to Amazon El
function associated with your “myawsiogs® Amazon Elasticsearch
Lambda function *LogsToElasticsearch_myawslogs" to get your

Configure Log Format and Filters

satom sy s st | AWS Cloud Trail 38R 9 27215 |

Log Format* | Common Log Format :

| AWS CloudTrail |
mbda

Common Log Format
Space Delimited
JSON

Other

[host, ident, authuser, date, request, status, bytes]

Subscription Filter Pattern

Specify the log event structure and any filte
Elasticsearch Service.

28
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CloudTrail®DRIfR{E —Kibana-

3 sod Fisids Qctober 12th 2015, 20:21:24.065 - April 12th 2016, 202124085

oumt

Felds {i‘:

¢

) & = W o
o Leathabstsatsmainbunestlatlmebuusl '”Hliillll”“l”[”lla'flll|I:nlh!Illl‘llh'lllllllllllhll-i|I|m|II|]H|H|||||l|H||III|I|I|1lill]]l]l|llI|I]|ii|l[|lulf[lliii”li”[II:

Stmestamp per day

Goarer

StmestaTp

dstpont
and
Iimerface id

log status
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AWS CloudTrail Partners (Technology Partners)

- & CloudCheckr
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splunk > @ sumologic

https://aws.amazon.com/jp/cloudtrail/partners/
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—

Ops-JAWS

AWS User Group - Japan

splunk>cloud

Partl: [Splunk Cloud] Z(ZUs$THI

Part2: [Splunk Cloud] TEYDIAAZEEOT =AEREDTL
THIZ

Part3: [Splunk Cloud] TAWS Cloud TrailZ34f L TH/e

sumologic

Partl: SumologicdDiash 7
Part2: Sumologicd1&%&(CloudTrail(DOJ f#T)
Part3: Sumologicdt&3R(VPC Flow LogsDf##T)

http://aws.typepad.com/aws partner sa/2015/06/aws-ops.html
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AWS Config
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AWS Config& (&

i « AWSUY—-XDUL RS NUIBERHS.
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AWS Config

Configuration Stream

DY —AhWERk. BB, FJZ
(IBRIEE ZHIFR =N B 2T
(S FER S #8RA R —
LlTEINEND

SNS b E v ZEH#EnlHE

228 @

Configuration History

NEERZE. ERDE(CH
TR Y =X TDIERK
BROES

Y — A D ERREZ . 187E
L7zS3/\Ty MMIRTE

TP DD

SDDES

Configuration Snapshot

HDINRA> NTOOA> T4
L—=>3> 71457 LADES
BHE TEINSG D LIIZEE
DA TYERR =1. Amazon S3
[CTOANR—bhEND

TS $ S
Vil Gl

Snapshot @ 2014-11-12,
2:30pm

o
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AWS Configh'® iU CTWSAWSUY —X

%

Amazon EC2 Amazon VPC Amazon EBS AWS CloudTrail
Instance, ENI... VPC, Subnet... Volumes
E . L
AWS Certificate
Amazon IAM Amazon RDS Manager

http://docs.aws.amazon.com/ja_jp/config/latest/developerguide/resource-config-reference.html#fsupported-resources “ﬁa'?nazon
17
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http://docs.aws.amazon.com/ja_jp/config/latest/developerguide/resource-config-reference.html#supported-resources

AWS Configlc&KDFT 4 ABDNU—=EHNIAT ST OB

ﬁ._,

1\.
&

Configuration History
Configuration Snapshot

\
cHPD

TO=

/

First Discovery

AWS ConfigzBxhlcdd L. (FUsHICH
M—bhENBVUY =X U, T XAH/N
L —M=i7aN. CI(Configuration
Item)ZERk

Periodically Discovery

TORIITEIN (B EENENDZT
2H)\N)—
Configuration History

6FRIE (C5 XA H/\U —§ER = H (8
REENSDDIHE
Configuration Snapshot

TEHAM (CSnapshotz /7
FE) CsnapshotZEUS 9 D Z EH'AJEE

38
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A BT BEHRNNE

Example:

B (CEID I TSNS

1 US4 J)L—F“sg-10dk8ej” EEC2 A >R > R “i-123a3d9”

(FHEVCEERZRICHDET
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AWS Config UL —>3 25w
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front-6171 cli/sdk/metadata
wy - 0 - . « @
Security wfront 6172 cli/sdk/metadata
AWS Conflg Group |
wfront-6173 cli/sdk/metadata
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AWS Configl Y —X&R3& (Amazon RDS)

Resource inventory Status @

Look up existing and deleted resources recorded by AWS Config. View compliance details for each resource or choose the Config timeline icon to see how a
particular resource's configuration has changed over time.

Resources @ RDS: DBInstance —

ACM
Certificate
Tag
CloudTrail

Trail

EC2

Choose Config timeline €@ to view a history of configuration detail e = (EE=10\]

EIP
Resource type Resource identifier Config timeline
Host
» RDS DBinstance rr-myautora «®
» RDS DBinstance myaurora InternetGateway 130)
NetworkAc!
amazon

webservices



EBIRDU Y —XD:##lEER (Configuration Details)

EC2 Instance i-cbe78721

Ll L L "
< 26“'“":-:2011 zemmmzou 26 N:nunm 14 26 Neverrber 2014
6.38 PM 649 PM T13PM BZIPM
EEEE
» Configurabon Details

Amazon Resource Nams
Resowrce typa
Resowce (0
Avadiability zone
Croated ot

Toys {1)

Redstionshgs

Changes (8)

am ame ec2 ux-cost ! [ instaco I

Instance

us-oast-1c
November 26 2014 025 PM

© Name oat

instance state

™ th
26 November 2014 26 Noverber 2014
828 PM 8:30 PM
B Changes
Instance Type m3 modum

nnning

Povate O8NS [
Provam (ps I
Pubiic bns I
AMID am TaefM
Platform  wirndoes
Lounch ene  2014.19.26711.25:36 0002
Lifecycdle nud
Monisoring  disatiod

Manage Resource (7]

Now
™y
=

MNovemnber 2014
Tus Wod The I'm
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IRV Y —XDsF#lFER (Changes)

RDS DBInstance myaurora

Manage resources
at August 29, 2016 8:12:47 PM JST (UTC+09:00)
21 July 2016 24 August 2016 29 August 2016 —
4:26:05 PM 10:25:55 AM 8:01:33 PM
1 1
Show JSON
» Configuration Details View Details
¥ Object
version: "1.2"
accountld:
» Relationships configurationitemCaptureTime: "2016-08-29T11:01:33.7242"

configurationitemStatus: "OK"
configurationStateld: "125"
configurationitemMDSHash: "b4c6a9bcc184d18fe9bbécf954beb259"
¥ Changes (1) amn: "arn:aws:rds:ap-northeast-1: :myaurora"
resourceType: "AWS::RDS::DBInstance"
resourceld: "db-WNYPGT5NS3YZNB5CTGBVUZYFHU"
Configuration Changes (1) resourceName: "myaurora”
awsRegion: "ap-northeast-1"
availabilityZone: "ap-northeast-1a"
Field From resourceCreationTime: "2016-06-12T14:48:34.5372"
¥ tags: Object

Configuration.BackupRetentionPeriod 1 workload-type: "other"
v relatedEvents: Array [1]
0: "1fd97fde-6bca-4d35-8d51-910fd6f3d0ed"
Relationship Changes (0) v relationships: Array [2]

(2]
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Terminate U721 > A A > A6 MER 0l 6

Resource inventory Status @

Look up existing and delated resources recorded by AWS Config. View compliance detalls for each resource or choose the Config timeline icon to see how a
particular resource's configuration has changed over time.

Resources L 3 EC2: Instance

4 Include delated resources

Tag Tag Ke Tag valueae (opticona

Choose the ¢ icon to see Config timeline for a resource.

Resource type Resource identifier Compliance Config timeline
» EC2 Instance i- Noncompliant with 1 rule «®
» EC2 Instance i~ Compliant «O
» EC2 Instance i- Noncompliant with 1 rule «®
v EC2 Instance i-02b0cff2 (deleted) - «®

©® i-02b0cff2 Deleted
Resource i-02b0cff2 was deleted on March 21, 2015 at 11:58PM




AWS Configh 5 RS5UYV—-XADUL—>3 >

S aws configservice get-resource-config-history --resource-type
AWS::EC2::Instance --resource-id i-cbe78721 --region us-east-1

{

"configurationltems": [
{
"configurationltemCaptureTime": 1427432204.542,
"resourceCreationTime": 1417001136.0,
"availabilityZone": "us-east-1c",
||tagsu:{

"Name": "cwl-sqlserver"

}

resourceType": "AWS::EC2::Instance",

"resourceld": "i-cbeXXXXX",

"configurationStateld": "547",

"relatedEvents": [],

"relationships": [

{
"resourceType": "AWS::EC2::EIP",
"resourceld": "eipalloc-e6dcXXXX",
"relationshipName": "Is attached to Elasticlp"

17

"resourceType": "AWS::EC2::NetworkInterface",
"resourceld": "eni-8270XXXX",
"relationshipName": "Contains NetworkInterface"

"resourceType": "AWS::EC2::SecurityGroup",
"resourceld": "sg-53f9XXXX",
"relationshipName": "Is associated with SecurityGroup"

"resourceType": "AWS::EC2::Subnet",
"resourceld": "subnet-aldbXXXX",
"relationshipName": "Is contained in Subnet"

"resourceType": "AWS::EC2::Volume",
"resourceld": "vol-592aXXXX",
"relationshipName": "Is attached to Volume"

amazon

webservices




AWS Configh 5 RS5UYV—-XADUL—>3 >

S aws configservice get-resource-config-history --resource-type AWS::EC2::SecurityGroup --resource-id sg-6fbb3807

{

"configurationltems": [

{
"configurationltemCaptureTime": 1414708529.9219999,

"relationships": [

"resourceType": "AWS::EC2::Instance",
"resourceld": "i-7a3b232a",
"relationshipName": "Is associated with Instance'

"resourceType": "AWS::EC2::Instance",
"resourceld": "i-8b6eb2ab",
"relationshipName": "Is associated with Instance'

"resourceType": "AWS::EC2::Instance",
"resourceld": "i-c478efe5",
"relationshipName": "Is associated with Instance'

"resourceType": "AWS::EC2::Instance",

amazon

webservices




AWS Config RuleslC &3 > —iEE&D il

B INRE)I—)LZBRICHEL. TORF(CHD TTABREEN T

y A QA=Y AN ot L]
« R TOEBCRU 11— LADES{LENTULDIH
« EC2ARAANBYCHIMIEINTULVNBINE

AWS Managed Rules

- AWSICKDEE - I#Et=ND

- AWSICKDEHZ=ZND

_ UBRERON—IWT - JL—IL
Customer Managed Rules

- BE%TAWS LambdazR—X(ZJL—)LZ{EBBIEE
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AWS Config Rules — FHlEI{TDAYA =20

Event-Based Evaluations

o BEVUY—XXHMER. BESNTCERICIL—ILOFHENEITEIND
Scoped by changes to:
Tag Key/Value
Resource types

Specific resource ID
) $TARTIYERR I DEC2(C. w9 Tagh¥M TIN5\ H D

Periodic Evaluations
- EEDAAMZ=>7
« AWS Config "> J«0L—>3> XFwvITZay MeRBERICIL—
JLOOFHE N Ef SN D
f51) CloudTrailBB%h(Cid> TULBHESH D
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AWS Config Rules (AWS Managed Rules)

=

&,

AMIMDMESR

CloudTraildE%Nt
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EC2 in VPC
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AWS Config Rules (AWS Custom Rules)
AWS Lambda

@ IL—ILOFHENEIT=ND & IL—IL

« Lambda functionZ={Epk (C#HD < Lambda Functionm M E(FN 3,
— BRI —ILEBRET S EHTIEE TDRICAWS Configh'sLlambda
. {ERU7zLambda functiond®ARN%EJL—)L  functionlC LA bk /IS A—=FNH
(CHRAT T D tty hEnsd,
Customer Managed RulesDig&. ~cUH— 4
- J7%#4R (Configuration changes or @Lambda function®OEITHEREHE
Periodic) AWS Config(c 3|23 L s 52 @40

http://docs.aws.amazon.com/ja jp/config/latest/developerguide/evaluate-config develop-rules example-events.html
71T
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http://docs.aws.amazon.com/ja_jp/config/latest/developerguide/evaluate-config_develop-rules_example-events.html

AWS Config Rules Repository (AWS Custom Rules)

GitHub(awslabs/aws-config-rules) C)L—JLH\2 G

AWS Config Rules Repository
IAM/—I_Q IJ :/ — E@ﬁﬁ AWS Community repository of custom Config rules. Here's the iist. Contributions welcome. Instructions for leveraging

these rules are below.

I A M ﬁ@d) D I j__ - > E \/ With the latest release for AWS Config Rules (htipu/amzn.to/2aFZZw2), periodic rules can now be triggered without the

need for a configuration snapshot. Please refer to htipw/docs.aws amazon.com/config/latest/developerguide/evaluate-

—r
M F A @ﬁ/ \)J,f t config_develop-rules_nodejs-sample_htmi for an example of a periodic rule triggered via scheduled notification. This is
)( now the recommended way to author a periodic rule. As such, we have moved all existing periodic rules in this repository

Jo— RS NG, e v e i

Please review each rule carefully and test within your dev/test environment before integrating into production

VPC Flow Logd)ﬁ }J'ﬂs Adding a rule to AWS Config
90 j7|— 7\J I\OD%J El] You can use the sampile functions in this repository to create Config rules that evaluate the configuration settings of your

AWS resources. First, you use AWS Lambda to create a function that is based on the sample code. Then, you use AWS
Config to create a rule that is associated with the function. When the rule’s trigger occurs, AWS Config invokes your
function to evaluate your AWS resources.

SR

Add a rule to AWS Config by completing the following steps. For more detailed steps, see Devaloping a Custom Rule for
AWS Config in the AWS Config Developer Guide.

1. Sign in to the AWS Management Console and open the AWS Lambda console at
https://console aws.amazon.comiambaca/. Verify that your region is set to one that supports AWS Cenfig rules. For

https://github.com/awslabs/aws-config-rules/blob/master/RULES.md ad
52 7]
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https://github.com/awslabs/aws-config-rules/blob/master/RULES.md

AWS Config RuleDHEER

AWS Config
| Rules Rules Status @

Resources

Settings Rules represent your desired configuration settings. AWS Config evaluates whether your resource configurations comply with relevant rules and summarizes the results in the following table.
© Add rule =
Rule name - Compliance - Edit rule
required-tags 2 noncompliant resource(s) f
cr-vpcilowlogs-enabled Compliant &
cloudtrail-enabled Compliant j
cr-iam-user-access-key-rotation Compliant &

]
5 3 8 webservices



Config timeline

AWS Config Rules > Rule details
| Rules s
Resouirces required-tags
Settings
Description  Checks whether your resources have all of the tags you specify; for example, you can check whether the '‘CostCenter' tag is present on your EC2 instances.
Trigger type | Configuration changes
Scope of changes  Resources
Resource types EC2 Instance
Config rule ARN  am:aws:config:ap-northeast-1 nfig-rule/config-rule-ewpzd8
Parameters tag1Key: CostCenter tag1Value: null tag2Key: null tag2Value: null tag3Key: null tag3Value: null
Overall rule status  Last successful invocation on August 31, 2016 at 3:16:35 PM &
Last successful evaluation on August 31, 2016 at 3:16:36 PM &
Resources evaluated
Click on the ¢® icon to view configuration details for the resource when it was last evaluated with this rule.
Resource type Resource identifier Compliance Last successful Last successful
invocation evaluation

» EC2 Instance

» EC2 Instance

» EC2 Instance

» EC2 Instance

i-3cabf2a3

i-d0e7e14f

i-6a3d1bf5

i-96e19e33

Noncompliant

Noncompliant

Compliant

Compliant

August 27, 2016 11:59:55
PM

August 31, 2016 3:16:35
PM

August 28, 2016 12:01:29
AM

August 27, 2016 11:59:55
PM

Re-evaluate rule

| Re-evaluate |

You can re-evaluate the current status of your resources against the Config rule. Evaluation may take a few minutes.

August 27, 2016 11:59:56
PM

August 31, 2016 3:16:36
PM

August 28, 2016 12:01:30
AM

August 27, 2016 11:59:56
PM

& & &
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AWS Config& Lambda FunctionMiE

all 308 Sm 1h 1d 1w custom - “ H ”
" version
Time ns H ”n
e e invokingEvent
1 1 -
ruleParameters
* 111550 2016-08-31702:15:50.0627 6263aRa9-6120-1106-b68T-d3I8754018c51 Task timed out after 5.00 secorns
n ”
2016-08-31T02:15:50 0822 £39%08a3-6628- 11065687 0587501881 Tazk timed out ofter 3.08 seconds resultToken
n ”
v 15 START Requastid: G%o4at8f-6t20-1106-bbdl-15763b46a261 Vorson: SLATEST eventLeftSCOpe
START Roquestla: G3e40faf-6f20-11eH-bboR- 157630460261 Yerston: SLATEST
v 11802 2018-08-31T02:16:01. 9782 69a4a1B-6620-1108-bDXI0- 15753028281 Recaived event: | “version™ *1,0%, “nvokingEvent”; *{\"configurationitem(y. ., n H ”
configRuleArn
IDIE-08-31TR2:16:01 9782 E9edarBl -6120-1106-b0dA-15783b450261 Rocaived event:
¢ "configRuleName”
“version®: "1.0%,
"tnvokingEvent®: “{\"configurationltemdiff\ " inull \“configurotionltes\" :{\"configurationltesiersion\":\"1 2\" \"relotectvents\":[], \"relationships\":[{\"r n . ”
"rulaParometers” ! "\ "Mos | musAPTReyAge’ * S\ "1280°) ", COﬂf'gRuIeld
“resultToken: “ey)lboNye SRR YXREE ool YQWLCOSTSaDCwtNOUSL TeALDUXLCRSN L wyMywrt N E sl TNSL TS0 Ol D1 kL ClaMOWcaN THINT UaMz oo L T yL DEwMywMi wcMzs L TMxL CRSNSwEN
“eventleftScope™: Taine, 1] n
executiorRoleArn™: “"omioms:ios: role/service-role/config-role-op-rortheast-1", aCCOUHtld
“configRuleArn®: “grn:ows:config:op-northeass-1 conFlg-ryle/conflg -rule-esisn]”,
“confighuleNome”: “cr-ioe-user-cccess-key-rototion”®,
“canfigRuleld”: "conflg-rule-anisSn)”,
“occountla®:
}
v 1180 END Raguestit 69e4aiBf-8620-11e6-bbdD- 157820486261
END Reguestic: &6504afff-8120-1106-bbUR- 1576460261
. 11e0 REPORT Reguestia: 60e4afBf-620-1168-bbd0- 157630466261 Dumtion: 3002.23 ms Billed Duraticn; 3000 ms Memory Size: 128 MB Max Memer...

REPCRY Requestid: &9c4ofS8f-6f20-11eb-bbdd-15763b46e261 Duration: 3802.23 ps Billed Durgtion: 3800 ms Mesory Size: 128 MB Mox Memory Used: 22 NS
* e 2016-08-31T02:16:02.0062 60edalBl-620-1186-bbiD- 15763046261 Task timed out afer 3.00 seconds

Z016-08-31T02: 16:02 . 8862 EledafS7-6f28-1106-bbd-15763b46261 Task timed out ofter 3.0 seconds

http://docs.aws.amazon.com/ja jp/config/latest/developerguide/evaluate-config develop-rules example-events.html
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AWS Config& AWS CloudTrail LookupDiE}E

API activity history

e Sotioneng it inctuces the et 7 dayo of APY acsvity lor sepponied serdces, The ket only nchaie AP activity tor creats, modiy. and detate A cals. For mad-onty AP scthity, go 10 your

Amazon 5) bucket o CloudiVatrh Logs.

You can ther the Ist using he svislable Stirtbhotos, 3nd you San CHOOSE a0 Vet 10 tee Mone detasd oboot the svent. Lsam mom

Filer: EventiD + S4cbhE 4011-4030-84010a7... O Time rasge:  “oo !

Evant tme Usur nieme
v -0, 021038 PM sakai okl
AWS acoess hey

AWS reglon wp-noriiues-1
Error code
Rvent D G4cketilr! -4h1 1 -4£35-Sali- ta 700N 1 49

Evnrt came  Funiatances

Resources Referenced (10)

Resource type Resource mame
AM InstanceProfle

EC2VFC

EC2 SecurtyCroup FTawmh-onty-open
EC2 Amy - 37 60008
EC2 tance

EC2 SecurtyGroup g44docs

EC2 KayPar my_koypar Tokyo
EC2 Netwiysimartace O3

AM LrstancsiProtie
EC2 Sutesn

e 10 g [}
Event suma Resourcs typu Hegourcs nume
Funinstances IAM Instancefrolie and T mors

Event sourte  wcl wrasunmes con)
Event e 20080837, 031008 PM
RAogemat 1D Dofiee-05:7-Llnd-07 &-ZI07 40773450
Source I¥ aacress 2703145

User name  savancku

Link it wvickatin, Loaam mare,
@
To see T fmwbne fir this meacuroe, refer 50 fhe row Tt has ©w 10 for this rmogros
Ltk Nt wemalm Luam mare,
«©@
©
Link not awailabia. Laam more.
©
Link ot wvwlalin. Laarm maore.

@

>

AWS Config

> ‘ CoudTrail Lookup
I
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AWS Config Partners VAN a1 o=
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™ i”: | | Tomaats
DU / 43 ©ALLGRESS | e e |
ALERTL GIC I !#‘7 I
I 6= | C=
CloudHeal & CloudCheckr 1+ |~ e H
Technologies 1 [ oma i. = ‘ié;:—;:-,;.r ] =]
s 1 1 I == 8= \::__4_ [ [
& cLoUDNEXA & evident.io : =i {E= |
i
ZLogstorage; Qredhat_ : _— ——
: == — e o
€ REDSEAL Sservicenow i == e -:
S k : - - - |
§sAavivinT erverworks |
splunks> @sumologic M) TreNe. | ’
-  Serverworks
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https://aws.amazon.com/jp/config/partners/

= Yall. )

« AWS CloudTrailzf#> &1 —HDARL—= 3 > (API)

72 SCEK

e CloudTraill@Bxp(cLUTCIEK C&ZHITIsHLET !
« AWS ConfiglZd—HARL —2 3> (CKDEEDH D

JEAWSDY — R 7z Hll (C R B IR % SO %

« AWS CloudTrail65AWS ConfigEJSONTCIefE=EIEd

DIz, BRICIGUEEEBNMINE ‘
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AWSER1=1="5 -1 (OpsJAWS)

AWS LEICHBERETNIES AT LD
BEHEBODOAA NI SOFT1 A%EN |

B L4

Doorkeeper twikke‘- Ops-JAWS

AWS User Group - Japan

https://opsjaws.doorkeeper.jp/ @OpsJAWS hitp://aws.typepad.com/
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A>T
« AWS U5 RS —EXE

F—E&NODEEEM
JERIEE

— http://aws.amazon.com/jp/aws-jp-introduction/

BAEREOATIV—K
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http://aws.amazon.com/jp/aws-jp-introduction/
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AWSDEA. SBWSHEDZ

. AWS/JEU REACEAITDTER. HRED. ENGE
Kzl HBEOHERRIE, ULTFTODUDOLDEREICTHE
an < I E;‘fk,\
https://aws.amazon.com/jp/contact-us/aws-sales/

AABLF — AADBMLEDE

AWS 2SO EBAICHMT 286, SRAD., SRRk ECHKEOBESE. BUTOIA-—LALDHEE
([cags<izan). FTESERMABICHRA D ABYUEID BB CVWELESEET,

HOMREMEZQBI T LI MIHTHSHBRCSSHSSMVSDHELEZ L.
#Amazon.com F212 Kindle OHR— LCHULSHEBRCSSHESEVEDE 2,
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