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AWS does not offer binding price quotes. AWS pricing is publicly available and is subject to change in
accordance with the AWS Customer Agreement available at http://aws.amazon.com/agreement/. Any
pricing information included in this document is provided only as an estimate of usage charges for AWS
services based on certain information that you have provided. Monthly charges will be based on your actual
use of AWS services, and may vary from the estimates provided.
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{

"version": 3,
“thingName": "MyLightBulb",
"defaultClientld": "MyLightBulb",
"thingTypeName": "LightBulb",
"attributes": {

"model"; "123",

"wattage": "75"

}
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"Version": "2012-10-17",

"Statement": [{
"Effect": "Allow",
"Action":["iot:Publish"]

"Resource": ["arn:aws:iot:ap-northeast-1-1:123456789012:topic/foo/bar"]

3 A
"Effect": "Allow",

"Action": ["iot:Connect"],
"Resource": ["*"]
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+ Resource: /thing/123
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« Action: PUBLISH
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MQTT QoS

QoS=0
At most once

# PUBLISH *

NRA NI A— B,

AV tZ—DENEZRIEL TULVRLY,

F—)C—~\w RN,

QoS=1
at least once

PUBLISH

PUBACK

fREIEEY,

A—wtZ—OFE(IFREES
A =)= R(FQoS=0(CtEXT
j(gb\o

-

.."

wim
i
bt

o
UB

azon



AWS IoT SAIBAL O AR> b

« AWS IoTIEMQTT hEY O TS IBA DI AN
> NEFETT

« Ayt—2 JO-H—m35A4TBATIL AR>
sl

N . e
ASF) WAL W |

_SATHAIIL AR MINEFRREE LR
- BEUCAYE—SERET BAEEES D

_ _NiNg
44 Wi amazon
8 webservices



SATVALOI AR

{

SATYA D)L AR hDOREEKREZRIS—TEET D

"Version":"2012-10-17",
"Statement":[{
"Effect":"Allow",
"Action":[
"lot:Subscribe",
"lot:Receive"

]

: esource":[
"arn:aws:iot:region:account:topicfilter/$aws/events/*"

]
}
]
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« 347> I\h“hz‘bu/t)JLﬁH%(L_L,("FODMQTT NEwW DI
AWS IoTH AW Z—2% X 1E

$aws/events/presence/connected/clientld

$aws/events/presence/disconnected/clientld

« AWS IoTXAwvVt—= JO—H—hSiXfdesnNdiEi/UkioAvtz—=

{
“clientld": "alb2c3d4e5f6a7b8c9d0elf2a3b4c5d6",

"timestamp": 1460065214626,

"eventType": "connected",

"sessionldentifier": "00000000-0000-0000-0000-000000000000",

"principalldentifier": "000000000000/ABCDEFGHIJKLMNOPQRSTU:some-user/ABCDEFGHIJKLMNOPQRSTU:some-
user"

}
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« clientld

— }H%}b/tﬂl_ﬁbj— 7=>4 7> KD

— D547 RIDIC# D+ WNEENDBEEISAITISATIL AR MIBUETEIR0)N
« eventType

— ANR> bDAFAT, connected FE/z(d disconnected
« principalldentifier

— s CHRAUE 0'/5‘\/\/‘\7)1/ TLSHEERELEIFAEZEDGS(E. SEBAEID. &Nt
DIEHEIIIAMO LT > )L

« sessionldentifier
— YI3>RICEETBAWS IoTDSJO—/VUL 1=—21D
« timestamp

- ﬁé@\/ MYREUZHHLZDRRE. Unix BERNSDIUMRR, +-2031EDI1E

47

'lll
amazon
web

services



1R bOE R & SIRAEIR

« OS5A47> MHIMQTTD Ftu@’a’:fé‘ﬁ/wﬁﬁﬂﬂ%ﬂ%h_
AWS IoTIEATOMQTT hEWIIC AV ETZ—%FXE

$aws/events/subscriptions/subscribed/clientld

$aws/events/subscriptions/unsubscribed/clientld

« Zclient IAAWS IoTAwWtTLZ—= JO—H—HMSXfFcNdAviz—

{
“clientld": "186b5",

"timestamp": 1460065214626,
"eventType": "subscribed" | "unsubscribed”,
"sessionldentifier": "00000000-0000-0000-0000-000000000000",

"principalldentifier": "000000000000/ABCDEFGHIJKLMNOPQRSTU:some-user/ABCDEFGHIJKLMNOPQRSTU:some-
user"

“"topics" : ["foo/bar","device/data","dog/cat"]

— }
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{ “color”: “red” }
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SELECT * FROM ‘things/thing-2/color’

WHERE color = ‘red’
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Amazon Amazon Amazon

opE

Amazon AWS Amazon Amazc?n
SNS Lambda SQS Redshift

[l
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(Lambda and SNS*% #2H)
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CloudWatch alarm

CloudWatch metric

DynamoDB

Amazon Elasticsearch Service
Amazon Kinesis stream

Lambda function

Amazon S3 bucket

Amazon SNS push notification
Amazon Kinesis Firehose stream
mDOMQTT hEYVIOANE/\TUw 1

SR L AWS I0TIL—JLIS S FIRIE A W T — SRIEDY RS (3T0
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DynamoDB 723>

«  DynamoDB 7—TJINAEEEZ(E—EPDOMQTTA Y C—DESTIAHZFAI T D
«  DynamoDB JL—ILZER T BR(E. UITDIBHREIETE LIATNIERSRU
- hashKeValue &rangeKeyValuelZ@E (TR THEKR NS ("${topic()}"t"${timestamp()}” 7x &)

hashKeyType
hashKeyField
hashKeyValue
rangeKeyType
rangeKeyField
rangeKeyVaule

operation

payloadField

table
roleARN

NoaFx—(N—T122avF—)DT—HE, “STRING” i “NUBER” Z457E

Ny ax—US—T40a F—)DAHI

Ny ax—mniE

(ATLav) LVOF—(J—bF—)DT—4E, “STRING” » “NUNBER” %15 E

(FFTLav) LoOF—(Y—bF—) DA

(AT av) LooF—niE

(ATay) EFTINEIARL—3r D347, BT TL—b ${operation} # F| A AT #E, & kS
(% INSERT, UPDATE, DELETE @ ENMNTHEITAIEA DALY
(FTLav)RAO—FHEEZTAFEND T —ILED BRI, COENERINTZIHFE (X, payload 71—IL
FIZRAO—FNEZFRAEND

DynamoDB T—7 /L4

DynamoDB T—JJLIZ7 7t AMHFR SN f=IAM O— /L, HIETHEA—)L[F dynamoDB:Putltem %
BRIy (WA b & (A eV A
amazon

webservices



AWS IoT D73 >FEFEISONY > I I

{
"rule": {
"ruleDisabled": false,
"sqgl": "SELECT * AS message FROM 'some/topic',
"description": "A test Dynamo DB rule’,
"actions": [{
"dynamoDB": {
“hashKeyField”: “key”,
"roleArn":"arn:aws:iam::123456789012:role/aws_iot_dynamoDB",
"tableName": "my_ddb_table’,
"hashKeyValue": "${topic()}",
"rangeKeyValue": "${timestamp()}",
"rangeKeyField": "timestamp"
b
7]
b
b
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Awt—>27 0—hHhOHIRME(—SR)

DS54 T > NIDDOTL T4 wIR $(FTH—EXTFHUE
NEVIORDLER 256Bytes(UTF-8)

D547 > NIDOY - X LR 128Bytes(UTF-8)
Awvt—HA X ER 128KB(_LIRZi#E X JzimEReject)
AR723>sHlenDXIL—Tv b 512KB/s

(LRZBX EHEaXA0OY hU D)
v 3>HIEDOBIRTITS 324 50

EEEIAREROIRTIZ 3> T I AL SME303& DT
5#~1,200fL CTa=ERIHE



http://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/iot-limits.html
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AWS IoT JR—%> MG

e Thing >+ KD
- FT)\ AR v ROEEEDOND
— 7 ) \A ADIRIEDIREEIBEHRDRF EBUS (CHIFAEND
JISONRF2 A

- Thing >v RO H—EX
— AWS 570 R E(CT) 1A ADARIBZ T
_ Thing S RICT A )\ ZDEHREEFITITBE. 7
) \A AR (CIRREZ FIHA 9 S Z & HVaJEE
— PTUNMDT A ZDFIBT BT, T A AR
DIRREZThing = v RJICFHEITI DI EEDEE
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>v RODMQTT Topic

LED1 YELLOW

LED1 = Yellow
ACCEL X=1,Y=5,7=4 X=1,Y=5,7=4 TEMP = 60F
TEMP 83F 60F

—
=
L)

)\« ZSDK (C-SDK, JS-SDK)T
> v ROOMQTT hE W %= F

UPDATE: $aws/things/{thingName}/shadow/update
DELTA: $aws/things/{thingName}/shadow/update/delta
GET: $aws/things/{thingName}/shadow/get

DELETE: $aws/things/{thingName}/shadow/delete

'I'l
ffamazon

II webservices



TIARX v RD

gf% | DE T (HEDIBIR T — 5 2% S v RO (SEBA]
[ ®]

S v RONSERENBRT—HIXEEUE e 8
] desired" : {
Thing
5y
"reported" : {
=+ RJ(Z. delta, desired & Ureported )
- AT —HARBEAIT—FEI)N -3 > & DIFTCEIR "delta" - £
Shadow
— %’ H n
FINARCH U TEBLURWVWRT—FXEEY ~ version® : 10
EBHTOBHESNIEAT—9 A ZHE
Mobile App

amazon

webservices
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>

(FOFFDIARE

"state" : {
“desired" : {

"engine" : "OFF"

3o
"reported"” : {

"engine" : "OFF"

}I

"version" : 10

amazon

webservices



TI\A RAFREDRAT—HIREF7YIFT—h

{

"state" : {
“desired" : {
"engine" : "ON"

}I

& ;

I
"version" : 10

“engine" : "OFF”

amazon

webservices



7IVT—>3a>hs5I>

"engine" : "ON”

T~

{

"state" : {

"reported"” : {

"engine" : "OFF"

}I

"version" : 10

amazon

webservices



deltahhi@sl=nsd

"state" : {
“desired" : {
"engine" : "ON"

+
"reported"” : {
"engine" : "OFF"

}I

b

I
"version" : 10

amazon

webservices



RMDAT—H AL YIFT— b (deltalFiEHASB)

{

"state" : {
“desired" : {
"engine" : "ON"

"engine" : "ON”

b

I
"version" : 10

amazon
webservices
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i =}
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AWS IoTAD7 IR

e AWS OV RS> 425 —TJx1 X (AWS CLI)
— Windows. OS X. Linux "5~ > R&EZET

« AWS IoT API

— HTTP/HTTIPSUOT A MIKDT. Thing, B, FEAZE. JL—IL. R
> —OfFpk. EEN'OIEE

« AWS SDK
— LoT7T VT —23 > DBEDICHICEFET LDSDKZIZH

« AWS IoT Device SDK
— FTINARETHETID VT IT—2 3> OWEERDOTIZ (CIRE
— AWS IoTADAYVtTZ—ZDiX{E EFHERER
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AWS IoTZ{ES IzbDFIR

7 )\ ADFBY
sl BAE DYERL
IRU S —DYERK

SEBAZ(CT )\ A R ERVUS —ZEIYTS

5-—4MPublish /Subscribe!!

amazon
webservices



AWS IoT SDK

Cognito/SigV4T®D 25

AWS IoT®D AWS SDK®D"iot”

~ ', —S ~ Z — Re |
a>J49L—>3> R—L©ZR—2%ZFETS

_ Cognito/SigV4 TN 23
AWS SDK®D"iot-data”

Z— R— [
AWS IoTAD R—IDAR—Z%=FIHIT D

Publish/Subscribe.

HTTPSZRbkaL

FINAL A v RODFIA AWS ToT 52/ ZSDK% TLS1.2M:2%

MQTTZFERaJL

AWSH —EX
i

AWS IoT
5H

amazon

webservices



AWS IoT Device SDK

AWS SDK for Android 2.2.12 5% AWS loT ZHHK—

AWS SDK for i0S 2.3.2 /%5 AWS loT #47KR—h,2.3.4 T
MQTT over WebSockets H7~—

@ ® @C

C-SDK JS-SDK Arduino Library
(Ideal for embedded (Ideal for Embedded (Arduino Yun)
0S) Linux Platforms) Mobile SDK
@ (Android and iOS)
Java-SDK Python-SDK

https://aws.amazon.com/jp/iot/sdk/ -.-"vav'r'lpazon

s ervices



https://aws.amazon.com/jp/iot/sdk/
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. RS, RERIRNERU
. BT BAY - SHTRE

« 100AXYTE—2H2N$8 (BRRU—232)
(US East. US West. EUUJ—=3 >/(4$5)

o J\WOT>Z RADAYT—T1FEFS$0

4 N
#RLIF A2
AWS loT B012 A/, BiHlzD 158 255AvE—
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BEDTEH (RRU—>32)

100 E>Y—:
1DHIEDAYVE—DXE

100 25— * 30 B
* 24 B * 60 5 =
438 AV = AWS 0T

A=FYSH01=w b IRTOEIH—F—HFZE
1 X—4 * 100 Xwvtz—= *
30 H * 24 BFfE * 60 3 =
438 Xvt—>

DynamoDBF—J)L: IRTOEY—F—92{E

1>7—=J)L* 100 Xvtz—= *
30 H * 24 B5fE * 60 97 =
438K XAV E—>

438 AV E—OXE(E Y )
438AAYVET—2DFE (A—=FUTI1=v )
438 Xvtz—=MDZ{E (DynamoDB)

4.38/EF * $8 = $35.04
4.38/E7 * $8 = $35.04 | = $70.08/A
$0

& .l'l'l
ffErramazon
web
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Agenda

- /> hOSFDZ3a>

« AWS ToTOOHgE

« AWS IoTZ=FAHUTZHFE
i =}
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FIFI T3 Z EhaThe

o AWSODAEDB —EXPINEIS —EXED
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A>S54 = F—EBROEEISA
AWS 5 RY—EERERIE

— http://aws.amazon.com/ijp/aws-jp-introduction/
Elxjﬁﬂwh-r:r)——%

@Yﬁéﬁxéﬁv

iiiiiiiiiiiiii

AWS Solutions Architect 7014
| BHORBR. C=F—hDQsAZMER SN TWET
— http://aws.typepad.com/sajp/

{
)

-
A
‘...
Q-
83-

77 azon


http://aws.amazon.com/jp/aws-jp-introduction/
http://aws.typepad.com/sajp/

AN Twitter/Facebook
AWSO gz dEITUERT

Yy

@awscloud_]jp

HEULL
http://on.fb.me/1vR8yWm

BEATIMTEIR. 1/N> NMEH. DIELEBHR.
BERF v NR-—VIEHRREZHLAEHFUTCLET !
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AWSDEA. SBWSHEDZ

AWSOZ I REAICEHITBCER. BRED. BNEE
ReECHFEOEERE(E. LLTFDOYUTXDEER(CTAE
sk < T2E0)
https://aws.amazon.com/jp/contact-us/aws-sales/
HAELSTF— ANADOSBHELEHE

AWS OSSO REACAHTZCER. BREED. ERERECFEODSERE. UTOIA —LLDERE
[CTHFIZZ0, FAEEEMAICEAA D r IBYELDTBREETLEEEEY,

H#BYF — A NOSEVEhE

IA—Sh RTEREEEEETFTHIY MCETIERECESHSBRERVEDHEEZL.
¥ Amazon.com Z/z(F Kindle OHR— MMCBELEDERIRTS5MEERHLEDE JZEL,

FPAFURT (%) (A EREEDETD,

e

£*

x TAWS BILEbhtE] TRREL TS “2:- amazon


https://aws.amazon.com/jp/contact-us/aws-sales/

Appendix
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AWS IoTZ 2O Uwv D

Amazon Web Services

Compute
EC2
Vietual Servers in the Clowd
EC2 Container Service
>

Run and Manage Dockar Comsinars

Elastic Beanstalk
Run ang Manage Web Apps

Lambda

Run Code in Response 1o Events

Developer Tools
CodeCommit
Store Coda = Privale Git Repoaicces
CodeDeploy
Automace Code Deployments

< CodePipeline

o Relonse Software using Contireous Defivery

Management Tools

- e A labak

Internet of Things

AWS loT %74

Conract Davicas % the doud

Mobile Services

.. Mobile Hub *
" Bulld, Teat, and Monhce Mobile apps

Cognito
rJ User Identy and App Data Synchronization

a Madean Paca.

AWS loT

AWS loT is a managed cloud platform that lets connected devices
-- cars, light bulbs, sensor grids and more -- easily and securely
interact with cloud applications and other devices.

Get started Start interactive tutorial

Getting started documentation

& .l'l'l
ffErramazon
web

s services



7 INA R%Z Rk
PR -

Resources .

Create a thing

Create 3 thing to device 0 the Soud. This step creates an entry in the thing registry and 50 3 thing shadow for your device.
i Name. | ageon | I

Attributes

Nest (optional), you can use thing attributes to describe the identity and copabibties of your device. Each attribute i & key vakoe pair.

edison

_ _upis
fiEFamazon

8 webservices



SEBASZ/ERR (1 9VY D)

Resources =

Create a certificate

Criate 3 certificace o authenticate your deioe’s conmection b AWS loT.

load your cwn certificate Signing request {CSR) based on & private sy you cen (advanded).

3DDT77 ) =S T7>0—R

Your new certificate has been created. You can attach a certificate 1o & thing o it can connedt i AWS loT and atmach a policy 1o give it permissions.

Please download these files and save them in a safe place, Certificates can be retrieved at any time, but the Private and Public Keys will not be retrievable after
closing this form.

azon

8 webservices



SIEBAE DYERL (B RIDCSR)

$ openssl genrsa -out privatekey.pem 2048

$ openssl req —new ¥

—-subj “/C=JP/ST=Tokyo/L=Meguro/O=Amazon Web Services Japan K.K./CN=AWS loT Certificate” ¥
-key privatekey.pem ¥
-out cert.csr

l TS5AR— bF— ECSREER

Create a certificate
Creste s certificate to authenticate your device's connection to AWS. 16T,
csrj 7 /l/) I/ fou can generate a certificate with 1-click (recommended), or you can upload your own certificate signing request (CSR) based on ¢

= O & 1-Click Certificate Create

CSRZ 77w JO—R

amazon

webservices



SIBAZEDBMIEE I — MEAZEDHY D >0O— kK

Y Filter by resource names or by resource type (below)

(Al ) 3/3Things &% Rules 1747 Certificates ) T
33 Palicies First  Previcws
Deactivate
Revoke
Od0f5efG5322016 awsiot-handsan- awsiot-handson- demo-deivic Accapt Transfer
bbc3Bcheb120a paolicy palicy-2
ae36252419448 Reject Transfer
Transfer
Attach a policy
Attach a thing

L ﬁ%%ﬁ?luﬁ%lﬂt Mdmw]
MS5[Activate]z2o w2

UTFDOU>OMB)L— NEREZY D> 0O0— K,

https://www.symantec.com/content/en/us/enterprise/verisign/roots/VeriSign-Class%?203-Public-Primary-Certification-Authority-G5.pem

i jlll
I amazon
web

services


https://www.symantec.com/content/en/us/enterprise/verisign/roots/VeriSign-Class 3-Public-Primary-Certification-Authority-G5.pem

RU S —DAFRY

Create a policy
Bction | ok | Ampzarce | . z:ﬂ
Create

T \A XCE R DHERZ sCuk

awsiot-handson-policy

_ _upis
fiEFamazon
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RIBAZEIC/RY S —ZEIDYTS

| T Filter by resource naomes or by resource type (below) elect 8 ACtions -

111 Things QWO Rules 171 Cerificates 171 Policies Fist  pra  Aciivate
st

Deactivarbe
Revoke

edison Accept Transfer
[Reject Transfer
Transier

PubSubTodmTopic

Attach a policy

Attach a thing

= O = g 0

SFEAE(CTF T v I%Z AT T, [Actions]
M S[Attach a policy[Z 2w &

Attach policy to the following cerlificates:
+ bETcSBEAbI1ebITEIB0045441 afe1 Sed2d1B3bc264 TobEG8a0A T NS EdNaSE]

Policy Mame | awsiot-handson-policy] |

_ _upis
fiEFamazon

8 webservices



RIBAZEICTI\A RZEIDYTS

| T Filter by resource names or by resource type (below)

(A} 171 Things O/ FRules 1/1 Certificates  1/1 Palicies
First P

ubSulb ToAry Topic edisan

EFEAZE(CTF w2 AMT. [Actions]
M5 [Attach a thing]zZ'Jw o

Artach the following certificates to a thing:

Activate
Deactivate
Revake

Accept Transfer
Reject Transfer
Transfar

Attach a paoli
. Attach a thi

« bBV9c586ab31eb3TE3800454d1 afe15e89d 183bc264TbbS68ala T4 SEdfe 583

Thing Name | edison |

II.

ram
web

azon
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5 —#~%&Publish /SubscribeUT#H%

(mOSQUittoa 54 7> I\) privatekey.pem: TS5ANR—hF—
cert.pem: HIL:EES
rooca.pem: JL— NEERRE

Subscribe

$ mosquitto_sub --cafile "rootca.pem" --cert “"cert.pem" --key “privatekey.pem" ¥

-h “data.iot.ap-northeast-1.amazonaws.com" -p 8883 -q 1 -d -t ‘test/topic’

Publish

$ mosquitto_pub --cafile "rootca.pem" --cert “cert.pem" --key "privatekey.pem" ¥
-h "data.iot.ap-northeast-1.amazonaws.com" -p 8883 -gq 1 -d -t ‘test/topic” ¥

-m ‘hogehoge’

amazon

webservices



5 —4 % Publish /Subscribe UT#H» 3 (MQTT.fx)

L] AT b - DL L WA - CLEL B
Extead W HEE 0 e WA b Hl
E — an [ I — an
Publish | Subscrbe | Scripes  Brofer Status  Log Publiah | Subscribe  Scrpss  Broker Status  Log
P v [ Ge5d »| Rawssyln| | Neloess ) - - m o = || Gek
rinpk Mo, werted
g g
vvvvvvv
Halle, werid

http://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/verify-pub-sub.htmr

amazon

webservices


http://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/verify-pub-sub.html
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CAGEBAE DERY

o F—RTDIERK

openssl genrsa -out rootCA.key 2048

«  AWS IoTh'\o&i#x1— R EHUS

aws iot get-registration-code

o« HERUEF—RIMNSTSANR—hF—=FIF U CTCASERREZ/ERK
openssl req -x509 -new -nodes -key rootCA .key -sha256 -days 1024 -out rootCA.pem

- CASIRREZEERI B®H(CIE. AWS IoTHh'5EEHFKI— R=ZEUS, CASERBETIT S
ANR— bF—1REEEAEZERZ L. CASIIAE T SR — h—1&KEIEEERRE DM /5
% register-ca-certificate CLIOY> RICET

o TSAR— MF—IREEEAZEDCommon NameJ - —J)L R(C(Fget-registration-
code CLIOVY> RCTHUSLEEERI—RrZztzY M9 D

« AWSTZHT> b EICE—DOEFEI— RNERKRSND

93
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CAGLEAE DS %

o TSANR— F—ARLEERRE D= (CF—RI7Z AR
openssl genrsa -out verificationCert.key 2048

o TS5ANR— NE—IREEEBBEDZHDCSREAER. SFBEZMCommon NameJ +« —JL R
CFEFZEI—R=Zxtzv b

openssl req -new -key verificationCert.key -out verificationCert.csr

« EFBAZEDIzsHDCommon NameZESD UL\ D < H\DIEHRZE AT

Country Name (2 letter code) [AU]:

State or Province Name (full name) []:

Locality Name (eg, city) []:

Organization Name (eg, company) []:

Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) [J:XXXXXXXXXXXXMYREGISTRATIONCODEXXXXXX Emalil

Address []:

94
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CAGLEAE DS %

o TS5ANR— MF—IREEERRZEDOVERR DTz (CCSRZFIFE

openssl x509 -req -in verificationCert.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
verificationCert.pem -days 500 -sha256

«  AWS IoTICCASERAZE%E R, register-ca-certificate CLION> RACASEBAE T
SANR— MIEEEREZIE T

aws iot register-ca-certificate --ca-certificate file://rootCA.pem --verification-cert
file:/IverificationCert.pem

- update-certificate CLION> R TCASERREZ 77 U5« X— K~

aws iot update-ca-certificate --certificate-id Xxxxxxxxxxx --new-status ACTIVE

95 -



7 )\ ASEBAZE DAFRK

« AWS IoTICEER UT=CASERAZE Z I U T/ \1 AEERRE % /ERK
o T )\AREEBRZ(IFARIICAWS IoTICEERT D

o F—RTDIERK

openssl genrsa -out deviceCert.key 2048

«  T)\A REEEAZEDTZHDCSRZER,

openssl req -new -key deviceCert.key -out deviceCert.csr
o WDLHDENEHRE AN

Country Name (2 letter code) [AU]:

State or Province Name (full name) [J:

Locality Name (eg, city) []:

Organization Name (eg, company) []:

Organizational Unit Name (eg, section) []:

Common Name (e.g. server FQDN or YOUR name) []:
Email Address []:

96
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7 )\ ASEBAZE DAFRK

«  CSRM55/\A XGRS Z/ERK
o T/ \A ZFEEAZEDIERK(C(FAWS IoTICE#R UIZCASIRAZEZFIAT D

openssl X509 -req -in deviceCert.csr -CA rootCA.pem -CAkey rootCA.key -CAcreateserial -out
deviceCert.pem -days 500 -sha256

- T)\AAEREDERR
aws iot register-certificate --certificate-pem file://deviceCert.pem --ca-certificate-pem file://rootCA.pem
- CLIONX> RZFE>TFT/I\AAGEREZ 7 I7 4 RX—

aws iot update-certificate --certificate-id XXxXxxxxxxxx --new-status ACTIVE

97 ﬁsughazon
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BHEIEHROBE

- update-ca-certificate APITCTCAZEBAZ Dauto-registration-statuszZENABLE(C 93

aws iot update-ca-certificate --certificate-id caCertificateld --new-auto-registration-status ENABLE

« register-ca-certificate API'CCAZERAZE DEExKF (Cauto-registration-statusZENABLEI(C
9D EE0EE

aws iot register-ca-certificate --ca-certificate file://rootCA.pem --verification-cert
file://privateKeyVerificationCert.crt --allow-auto-registration

99 ﬁslghazon



BHEIEHROBE

. T REEREE ABBREIT) 1 REHEN
PENDING_ACTIVATION IREETHE#HEF. AWS IoT(ETFOMQTT hE W
DEAYE—DELTRITI D

$aws/events/certificates/registered/caCertificatelD

e ZOREYVIODAYVEZ—(FOEE

{
"certificateld": "certificatelD",
"caCertificateld": "caCertificateld",
"timestamp": timestamp,
"certificateStatus": "PENDING_ACTIVATION",
"awsAccountld": "awsAccountld”,
"certificateRegistrationTimestamp": "certificateRegistrationTimestamp"
}
100
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SQLUJ7L2>A

SELECT DATA FROM TOPIC WHERE FILTER
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SQLUJ7L2>A

SELECT DATA FROM - WHERE FILTER

« RDBMSERIUELDICAYVT—ZHIEZR0O]EE
¢ From®DFT I A)L MMEIMQTTREW D

- I
FROM mqtt(‘my/topic’)
FROM mqtt(‘my/wildcard/+/topic’)
FROM (‘my/topic’)

(

[ [
W
o
L\

b
Q0
3

=
A

w's

o
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SQLUJ7L2>A

oI DAYE—S

SELECT DATA FROM. .. “dev'celd” : “iot123”,

“temp” : 54,
“humidity” : 32,

e SELECT * “coords” : {

e SELECT deviceid’ temp “latitude” : 47.615694,

. “I itude” : -122.3359976
« SELECT coords.latitude . ONgEHEe
« SELECT a.another_level.b “a” 1 {
—  Returns {“b" : 3} “another_level” : {
{“b” : 3},
® SELECT a- lb {“c” : 5}

— Returns {"b" : 3}

amazon

webservices



SQLUJ7L2>A

SELECT DATA FROM...

SELECT deviceid AS client
SELECT md5(deviceid) AS hashed_id

EDNRABDHE
${expression}

${topic() - md5(deviceid) }
${deviceid - temp}

SAMPLE PAYLOAD

“deviceid” : “iot123”,
“temp” : 54,
“humidity” : 32,
“coords” : {
“latitude” : 47.615694,
“longitude” : -122.3359976

“another_level” : {
{“b” : 3},
{“c” : 5}

amazon
webservices



SQLUJ7L2>A

SELECT DATA FROM TOPIC WHERE -
2

= Equal, comparison color = 'red'

<> Not Equal, comparison color <> 'red'

AND Logical AND color = 'red" AND siren = 'on'

OR Logical OR color = 'red' OR siren = 'on'

O Parenthesis, grouping color = 'red' AND (siren = 'on' OR isTest)
+ Addition, arithmetic 5+ 3

- Substitution, arithmetic 5-4

/ Division, arithmetic 8/ 2

http://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/iot-rules.html

_ _NiNg
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http://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/iot-rules.html

SQLUJ7L2>A

SELECT DYAYJA FROM TOPIC WHERE -
2

< Less than, comparison color = 'red'

<= Less than or equal color <> 'red'

> Greater than, comparison  color = 'red' AND siren = 'on'
>= Greater than or equal color = 'red' OR siren = 'on'
CASE --- Case statement CASE location

WHEN --- WHEN 'home’

THEN --- THEN 'off"

ELSE WHEN 'work’

END THEN 'on' ELSE 'silent' END

http://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/iot-rules.html

_ _upis
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http://docs.aws.amazon.com/ja_jp/iot/latest/developerguide/iot-rules.html

AWS IoT/\—hk7F—
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