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« AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this
document is provided only as an estimate of usage charges for AWS services based
on certain information that you have provided. Monthly charges will be based on
your actual use of AWS services, and may vary from the estimates provided.
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DDoS &S ?
» Distributed Denial Of Service
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AWS Shield

Standard Protection Advanced Protection
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AWS Shield Standard

Layer 3/4 protection Layer 7 protection ‘
v —REEY7IRINE (SYN/UDP v'Layer 70DDDoSIEADEH (L
ISy R REKRESE) HhShil AWS WAFTITS
v BENMRRN & HENfEA vEILOB—-EX
VAWSH—EX(CEIL b1 2F VAEDTZDIEITD3ZIALN

https://aws.amazon.com/jp/shield/tiers/
18 http://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/ddos-overview.html#types-of-ddos-attacks
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DDoS IZEHEFR

May 6, 2015

«  Route53MD34NDTyvO0—>3>%ZFNEUREDNS J3v RIGE

e E—2/RU1—AFSFETDDDOSD Y TA4%IZ A DIRIE (source: Arbor Networks)
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DDoS IZEHEFR

Amazon Route 53 Response Time

May 6, 2015

«  Route53MD34NDTyvO0—>3>%ZFNEUREDNS J3v RIGE

e E—2/RU1—AFSFETDDDOSD Y TA4%IZ A DIRIE (source: Arbor Networks)
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AWS Shield Advanced
Managed DDoS Protection

o

|
o
o

1
o |
o |
o
o,




AWS Shield Advanced

WP OU—EX

S (L

Classic Load Balancer Application Load Balancer Amazon CloudFront

53

Amazon Route 53
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AWS Shield Advanced

WP OU—EX

N
f \ 4 = N
7 amazon gROUTED
@ m@% T | (53!
Classic Load Balancer | Application Load Balancer Amazon CloudFront Amazon Route 53
. J \ J
~n - \ J
i) —=>3>

Virginia, Oregon, Ireland,
Tokyo

AWS WAF&ODET%‘

Global(Z5%TE

24

fiEramazon
vices



AWS Shield Advanced

Shield Standardh.d:%ﬁa (CHIX. LATOORLEE(C KB

EI:EEIIJ deDDOS;(j-PIA-\J IJ 1—=>3 /%*ﬁE'f/\

DDoS Response Team
L7 DDoS Protection
Cost Protection
Advanced Mitigation
Reporting

http://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/ddos-overview.html#types-
of-ddos-attacks
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L7 DDoS/Cost Protection

L7 DDoS Protection : AWS WAFCIREUZET
BlERAWS WAFDOHE(EIAETT

« CloudFront, Application Load Balancer

- DRTICLDTZY PV IR

- WILTH—EXTHERK

Cost Protection
DDOSIRE(CKBRT—U TR MMIEBEKRUEEA
— CloudFront
— Application Load Balancer
— Classic Load Balancer
— Route 53
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Advanced Mitigation

Layer 3/4
infrastructure
protection

Layer 7
application

protection

29

fiEramazon
vices



Layer 3/4 infrastructure protection
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AWS WAF - Layer 7 application protection ;
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Advanced Mitigation .lg

DRTICXDFFTwY h7vw T TIWEZFEA
SIEAN ESETL]

« Switching IP address spaces (L3/L4/L7)

« IP Unicast to Anycast(L3/L4/L7)

« Custom WAF block rules (L7)

« Prioritization using packet scoring (L3/L4)

AR

Filtering Scoring Routing WAF
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Reporting

= CloudWatchZz#&Z2RB U TU 7))L A LB

s ZVIUTPINIALARNIDORERED I AL 22O X
DIzHDI\ T b T F v

= RFRINDOIREL HK— ~

[T] Total requests for tnis web acL [l Heaith Checkers  [lll Beta customers Gl fol =

[ Evil scrapers B oA Deamons
Sample requests
J The following requests are sampled for the time period selected in the graph above. To view new samples,
/ ' choose Get new samples, or change the time period in the graph.
‘ Add to IP match condition Add to string match condition

Sample data from 11:45-12:00 pm UTC, matching all rules ¥  Get new samples << <1-3of 3items > >>

IP Address Host name Matches rule Action Request time (UTC)

Attack
- - »101.23.23.34 example.com/* Health Checkers Block
m o n Ito rl n g a n d »92.23.45.67 example.com/* Beta customer Allow 2015-11-23 12:00:23
d etecti on Default Allow 2015-11-23 12:00:23

2015-11-23 12:00:23

»87.89.23.34 example.net/adm

_Noip
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AWS Shield Advance
1B A (I 3A2RE

: : DDoST+2Z/¢— == Tl N
Self-service 02 L FEIRAY/ADRTORES
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http://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/ddos-
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AWS Shield Advance

Self-service

« AWS WAFHENNERTE L THZ
NEX9

/1]
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AWS Shield Advance
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AWS Shield Advance
BN DRTES

1. Always-Ont®_Z%'J>ZIMNDRTZHUH T
2. DRTHEIBRM (CH4E (RUF7—2)

3. DRTH'AWS WAF)L— )7z &Rk
(BRIAGR. SXENBETT)
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AWS DDoS Shield: {fitg

% Standard Protection % Advanced Protection
= FAJ=ZY ME = 1FOFAETI=V
= BHOX MU = AZEEMA: $3,000

= +Data transfer fees

- Data Transfer Price (S per GB)
- CloudFront ELB
First 100 TB $0.025 $0.050
Next 400 TB $0.020 $0.040
Next 500 TB $0.015 $0.030
Next 4 PB S0.010 Contact Us
Above 5 PB Contact Us Contact Us
38 https://aws.amazon.com/jp/shield/pricing/ _ s
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AWS Shield Advanced

ANXNL—>3>

o

|
o
o

1
o |
o |
o
o,




AWS Shield AdvancedZFfIHd3F CORATYD
e TAM1—YH D#m

— AdministratorAccessihU > —& D) —T /1 —H %= #fg
« AWS Shield Advanced:%iE

— 1: AWS Shield Advanced =8B&xh4t
— 2: AWS UY—X(CAWS Shield Advanced #E=EHT D

BUF. ERERE(CK D THRET < IZEL)
— 3:L—JLED T D ACL Z=1ERk 9 D4EPE%Z DD0S Response Team
(DRT) (Cft5
— 4: AWS WAF a1 U B8ba>01
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AWS Shield AdvancedZF#IBIB3FTCDATYVD
. IAMI1—H D%

— AdministratorAccessihU > —ZHED0)— T/ 1—H = %4
« AWS Shield Advanced:%iE

— 1: AWS Shield Advanced =8B&xh4t
— 2: AWS UY—X(CAWS Shield Advanced #E=EHT D

BUF. ERERE(CK D THRET < IZEL)
— 3:L—ILED T T ACL Z=1ERk 9 D1EPE%Z DD0S Response Team
(DRT) (Cft5
— 4: AWS WAF a1 U B8ba>01
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AWS Shield [C7 Ot X T 5 ¥

+ AWS ShieldZFA I D/2HDL—HERIE

— 1: AWS 7HO> haeYA> 7w Td3
# BRI ClCBFEMNERBWET,

— 2: IAM 1 —Y—%{Em 93
« Shieldi#FHDOI1—Y=VERK
« MERRIUS —(Z [AdministratorAccess ]

- 3 VYV—IIESI>O-RID XTOTSLANSHATIBE

http://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/  _ smin
42 setting-up-waf.html " amazon
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[l ShieldDemoUser @ 6206-0875... ~
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AWS H—ER
[ Shield
WAF & Shield

DDoS HRE & UBBOBEY T R 571y /NS ORM
Y WAF &Shield (S

9 am

% FRTOY—ER

EC2 Container Service

PRSP0}

YYTNBIA Y- REBBEENIT—0 TO—THREMALET,

@ FET Y OEH @ YIIPIIT—vavD
£C2 531k Lightsail £RAL e

B Elastic Beanstak £FIF L1 BA
~128 ~6%
@ loT /A 2% 8 6(7;? MRE7OY s &%
AWS 0T ZRIBL 88 ~0 ¥ Codestar £FIA L84
-54 54
EET=
WROEE
BLWAC K SR 8&PEFAEBLTY Y 2—YaYOF IO ELBLET,
PEVAL RSN DevOps
&

[F]  CloudFormation

P B9 2 7Y ORRT
7

83, CloudFront, Route 53 %
ALres
54

@ Frxrvoms

%) Route 53 £AML K8

~3%

Ny 7y 7EER

a

®‘iciioev b

AZ OEE

AR EBABOFHCETNTY LI AL
DHERT75— hEME ST <HH

Organizations DYFRL

WD AWS 71TV hORY S —~—208
(T AWS Organizations £ L& ¥, 973 <
213

@

AWS ZHY

HULWHRORER
AWS Summit - 75> Y 305 DRI OBMS L ER
RUET BERIE5 &

Oracle /5 Amazon Aurora k#1793

BI\DY 9> 5+ LT Oracle 75 Amazon Aurora IEB1T
IEHHCOVTHIALET, 7OV hORRE &

Amazon Kinesis Analytics (DB

Amazon Kinesis Analytics TU ZJL8 A AOZ kY —
FoYEMBICLBLET, HERIE5C

AWS Marketplace
AWS TRITENBAZOBNY 7 kU PREER DM,
U, F7OCLES. BERI55 &

Y—ER v YY-RITNL-T v * [l ShieldDemoUser @ 6206-0875.. v O—/Ub~  #i—h v
AWS WAF Web ACLs >
| web ACLs
Rules
Conditions Filter:  Asia Pacific (Tokyo) -
Cross-site scripting Name “

IP addresses
Size constraints You don't have any web ACLs in Asia Pacific (Tokyo). Choose Create web ACL to get started.
SQL injection

String matching

AWS Shield
Protected resources

Incidents

1#/ddp/iist

T IR

43
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Shield O>YV—J)L
« [Protected resources] U>2OMN57701X

events
YY=RIN—F v * [\ ShieldDemoUser @ 6206-0875.. v #/O—/UL v
Custom mitigations during attacks -
AWS WAF AWS Shield Post-attack analysis
‘
Web ACLs As an AWS customer, you automatically have basic DDoS protection with the AWS Shield Standard plan, at no additional cost beyond what you already pay
Rules for AWS WAF and your other AWS services. For an additional cost, you can get advanced DDoS protection by activating the AWS Shield Advanced plan. The
following table shows a comparison of the two plans. Cost protection
Conditions
| " . Reimburse related Route 53, CloudFront, - v
| Cross-site scripting and ELB DDoS charges
| IP addresses Features AWS Shield Standard AWS Shield Advanced
|
| Size constraints
| — Status Activated Not activated
| SQtiniecton Active monitoring
| string matching | Price No additional cost for all AWS customers $3,000/month plus additional data transfer
| Network flow monitoring v v | fees
| | .
| Automated application (iayer 7) traffic - v AWS WAF mcluLded at no additional cost
| pumaS Shield monitoring | canmere
| | Activate AWS Shield Advanced
| Incidents |
| DDoS mitigations
‘ | For more information, see help me choose a protection plan.
| Helps protect from common DDoS attacks, v v |
| such as SYN floods and UDP refiection |
attacks
| Access to additional DDoS mitigation - v |
i capacity | M
1 S
Visibility and reporting |
! Layer 3/4 attack notification and attack - v . - .
| e —— | Advanced DDoS protection 24/7 DDoS response team Visibility and reporting
| t
| Layer 3/4/7 attack historical report - v | Get additional DDoS protection and During an attack, get help with mitigation Monitor and analyze DDoS events with
| | attack mitigation from a team of DDoS experts metrics and detailed reports
|
DDoS response team support Learn more Learn more Learn more
Incident management during high severity - v ® 7—Ktvs @ BAR S N
Avents. _

44
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AWS Shield AdvancedZF# I B3F TCOAFYVD

« IAM1—H D% R
— AdministratorAccessih > —%=ED0)L—J /11— % %R
« AWS Shield Advanced:%iE

— 1: AWS Shield Advanced ZBxMMt
— 2: AWS UY—X(CAWS Shield Advanced #E=EHT D

BUF. ERRE(C KD THEEESIZEL)N
— 3:L—ILED T T ACL Z=1ERk 9 D1EPE%Z DD0S Response Team
(DRT) (Cft5
— 4: AWS WAF a1 U B8ba>01
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AWS Shield Advanced ZB&%ht

| Activate Shield Advanced

events
Custom mitigations during attacks

Post-attack analysis

Cost protection

Reimburse related Route 53, CloudFront,

and ELB DDoS charges

Status

Activated

No additional cost for all AWS customers

For more information, see help me choose a protection plan.

® 71—F1vs Q BFE

Advanced DDoS protection

Get additional DDoS protection and
attack mitigation

Learn more

O

24/7 DDoS response team

During an attack, get help with mitigation
from a team of DDoS experts

Learn more

Not activated

$3,000/month plus additional data transfer

fees
AWS WAF included at no additional cost

Visibility and reporting

Monitor and analyze DDoS events with
metrics and detailed reports

Learn more

T RY—RY Y~

FIERY

NS > &g

Activate AWS Shield Advanced

AWS Shield Advanced monitors and mitigates network (layer 3), transport (layer
4), and application (layer 7) DDoS attacks for specified Route 53 hosted zones,
CloudFront distributions, and ELB Classic Load Balancers and Application
Load Balancers. Learn more

Pricing: $3,000 per month plus data transfer fees.
12-month commitment, billed monthly.
View pricing

Type "I agree" to continue.

1 agree| ]

Cancel Activate AWS Shield Advanced

Activate AWS Shield Advanced

@ Advanced DDoS protection service has been activated.
Next step: Choose resources to protect with AWS Shield Advanced.

Cancel hoose resources

46

LT

jl‘l
amazon

wel

bservices



AWS Shield AdvancedZ#IHB 9T 3F TODATYVD
e TAM1—YH D#m
— AdministratorAccess/hU S —%=EDT)L—T/1—HS = %m

« AWS Shield Advanced:%iE
— 1: AWS Shield Advanced =B34t

BUF. ERRE(C KD THEEESIZEL)N
— 3:L—ILED T T ACL Z=1ERk 9 D1EPE%Z DD0S Response Team
(DRT) (Cft5
— 4: AWS WAF a1 U B8ba>01
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AWS Shield AdvancedD{REWRE TS L

<

Classic Load Balancer

==
2o I
@

Application Load Balancer

.

amazon
cloudfront

Amazon CloudFront

(ROUTE »

53

Amazon Route 53

v

1 AWS WAFDRS1EINT 5

Global(Z3%TE

48
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AWS Shield Advanced {R:E%&E
e CloudFront®iz& : Global TiRE

Y—EX v YY-RINV-T7 v % [\ shieldDemoUser @ 6206-0875... v Z/O—/UL~  HiK—k v

Choose resource to protect

Choose a resource for AWS Shield Advanced protection. You can add one resource at a time. You can add up to 100 ELB load balancers, GloudFront distributions, and Amazon Route 53
hosted zones combined. If you need more, contact AWS Support to request a limit increase. Learn more

Resource typet | CloudFront distribution

Region* Global

AWS resource* EINSIDI1BRUSD - d3h8iftddsgb... ~
Protection name* EINSIDI1BRUBD - d3h8lft4d5gbif.cloudfront.net - awsanjix
DDoS attack visibility
Network DD attack visibility Enable

AWS Shield Advanced monitors for network-layer attacks like SYN floods and UDP reflection attacks.
Web DDoS attack visibility v Enable
Associate your protected resource with a web ACL

To monitor application-layer attacks, you must associate your protected resource with a web
ACL. If a Web ACL is not already associated, you can create a new Web AGL or select an

ith existing web ACL.
ith new web ACL

DDoS attack mitigation

Network DDoS attack mitigation Enabled

Al network layer attacks are either automatically mitigated or proactively mitigated by the AWS DDOS response team (DRT).

Web DDoS attack mitigation For application-layer attack mitigation, we recommend contacting the DDoS response team (DRT).

* Required Cancel Add protection to resource

@ 7—Kitvs Q@ BEE TIARY—RUY—  FERN

49

Resource Type: [CloudFront distribution |
Region: Global CTEE

AWS resource: fREEXISR [distribution] #iR
Protection name: [distribution®&] Htzw ~
N3N ERICEEDIEE

Network DDoS attack visibility: Enable(C
FIAINTF TV IXEEART

Web DDoS attack: AWS WAFERXIRDZ8.
Enable(CF TV INAD, XZED]

I TIHEESNTULVBWAF ACLI NIRRT
o EITNIIEIFACLASEIRT D0, FLL)
web ACLZ1ERL

Network DDoS attack mitigation: Enable(C5
AN TF TV IXEEAT]

amazon
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AWS Shield Advanced &:E&%Z&EN
: ELB Application Load Balancerd)

1] Y—ERX v YY-RTN—-T * [l shieldDemoUser @ 6206-0875...

Choose resource to protect

Choose a resource for AWS Shield Advanced protection. You can add one resource at a time. You can add up to 100 ELB load balancers, CloudFront distributions, and Amazon Route 53
hosted zones combined. If you need more, contact AWS Support to request a limit increase. Learn more

Resource type* | ELB Application Load Balancer

Region*  agia Pacific (Tokyo)

AWS resource* ShieldDemoALB ~

Protection name*  ShieldDemoALB-ShieldDemo

DDosS attack visibility

Network DDoS attack visibility Enable
AWS Shield Advanced monitors for network-layer attacks like SYN floods and UDP refiection attacks.

Web DDoS attack visibility v Enable

Associate your protected resource with a web ACL

To monitor application-layer attacks, you must associate your protected resource with a web
ACL. If a Web ACL is not already associated, you can create a new Web ACL or select an

existing one.
Associate resource with existing web ACL

DDosS attack mitigation

Network DDoS attack mitigation Enabled

Al network layer attacks are either automatically mitigated or proactively mitigated by the AWS DDoS response team (DRT),

‘Web DDoS attack mitigation For application-layer attack mitigation, we recommend contacting the DDoS response team (DRT).

* Required Cancel Add protection to resource

Q@ 71—FK\vs Q BEE TIANRY—RUY—  FERH

50

Resource Type: TELB Appllcatlon Load

Balancer] %Z&iR

Region: fREMZRD Y —= 3 > Z1EIR

AWS resource: {REEXIRDALBZIEIR

Protection name: [TALB#&] HMtzw hE&nadH\.

ER(CEFEO]EE

Network DDoS attack visibility: Enable(C5

AN TF TV IXEEAT]

Web DDoS attack: AWS WAFERXIRDZ8.

Enable(CFT v INWAD. XZEOJEE

@“‘C‘(CLTET:‘TTL‘CL\5WAF ACLA HNILEIRE
o BITNEEIFACLOSEIRT BH. 1LY

web ACLZA{ER

Network DDoS attack mitigation: Enable(c

FIAINTF TV IXEEART]

amazon
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AWS Shield Advanced {R:E%&E
« Route53MDizEe

M Y-Ex v YY-2IL-T v %

Choose resource to protect

Choose a resource for AWS Shield Advanced protection. You car

[l ShieldDemoUser @ 6206-0875.. v Z/O—/UL~  HH—k v

in add one resource at a time. You can add up to 100 ELB load balancers, CloudFront distributions, and Amazon Route 53

hosted zones combined. If you need more, contact AWS Support to request a limit increase. Learn more

Resource type*
Region*
AWS resource*

Protection name*
DDoS attack visibility
Network DDoS attack visibility
Web DDoS attack visibility

DDosS attack mitigation

Network DDoS attack mitigation
Web DDoS attack mitigation

* Required

R 74—F)1vs Q BFE

Route 53 hosted zone
Global

awsanjixyz.

awsanji.xyz. SheildDemo

Enable
AWS Shield Advanced monitors for network-layer attacks like SYN floods and UDP reflection attacks.

Enable

Enabled
Al network layer attacks are either automatically mitigated or proactively mitigated by the AWS DDoS response team (DRT).

For application-layer attack mitigation, we recommend contacting the DDoS response team (DRT).

[SXI Add protection to resource.

I7ANRy—-RUY—  FERK

Resource Type: [Route53] #i&iR
Region: Global CTEE

AWS resource: fREEXRDZoneZzER
Protection name: [Zone&l Htzw b
Na3H. ERICEET]HE

Network DDoS attack visibility: Enable(C
FIAINTF TV IXEEART

Web DDoS attack: AWS WAFEF XI5+
Dfzsh. EnablelCF T W INASIRU,
KA

Network DDoS attack mitigation: Enable
(CTTAI N TFITVIXEEART]
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AWS Shield Advanced {R:& %21JJI]
o ELB Classic Load Balancerd)

voex o y-2m-7 - * SIERER IS - Resource Type [ELB Classic Load

Choose resource to protect

e e S S st o 1o 8L e, oo A o Balancer] %Zi#EiR
R e | . Region: {RER RO — 3 > wEIR
« AWS resource: fREMIRDCLBZIEIR
« Protection name: [CLB&] htzwv han
B SN ERICEEAIEE
«  Network DDoS attack visibility: Enable(C
DDOoS attack visibility 5—7 H )L NTF T WX 'EEZ:EJ
o o s e e e s «  Web DDoS attack: AWS WAFE XI5+
e pmRs— Dz, EnablelCT I AL b TFT VIR
DDoS attack mitigation A 5 y d: LY, ,WEZ——J
T sy «  Network DDoS attack mitigation: Enable

the DDOS response team (DRT).

Resource type*

Region™  Asia Pacific (Tokyo)

Web DDoS attack mitigation

* Required [l Add protection to resource

(CT T AIL B TF T W I KEEART]

Q 71—KItvs Q@ BFE FIANRY—KUY—  FERE
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AWS Shield Advanced {REZ B
e IRTEDFREFNRIY — R, AT —F X =—EMER

Y—ERX v | YY=2RIN—7 v % [\ ShieldDemoUser @ 6206-0875.. v #O—/Ub~  HR—k v

Summary of protected resources(g_uxfE

AWS WAF x o

Web ACLs 4 DDoS protection for resource arn: i -northeast-1:6206087529: ieldDemoCLB was created. 7_ % IJ \J % b\

Rules L/ ‘l L % ’l LCD ; 7\09 :L,\y ;] E 71N
Conditions Summary of protected resources Incidents in the last 24 hours

Cross-site scripting
No incidents in the last 24 hours.

1 1 1 1 ] ~_+ Incidents in the last 24 hours(CiEif24b65

Size constraints ELB Classic Load ELB Application CloudFront Route 53 hosted " Past 18-24 hrast 12-18 hrsPast 12-6 hrs Past6hrs | \ H "
SQL injection Balancers Load Balancers distributions zones i i F ﬁ u W ( . %EE L/ 7_—‘ H £ ODI d t j\j- r q:l
e W Past incidents W Incidents in progress [=] [ ry ! n C I e n s ,b\
. i o J—
Protected resources O)I NCl d en tS;& 73\%:2/] N\
AWS Shield -
s
Incidents
Filter by resource name Viewing 1o 4 protections Results perpage 10~ o Protected reso u rces (:{%E%;(\j'% |J \J J— Z
" B —_— N E o J—
AWS R typ Stats Network  Network  Web Web A ted web ACL J— g_
eseuee csoueepe - at:ac: anac: a:ack attack i O) %b\ %7.]_\ A} F*ﬂ L 5 We b AC Lj:)\ %7.]_\

visibilty ~ mitigation  visibility  mitigation

) EINSIDI1BRUSD CloudFront distribution OK v v v v 1bf10c37-da55-4d96-
bf5d-c6bfSba7ced2

=
) ShieldDemoCLB ELB Classic Load Balancer OK v v - - N/A ¢ Ad d p roteCted reso u rce t\‘ ﬁﬁ% j‘j‘%@
) 4f7f5fff8b684392 ELB Application Load Balancer OK v v v v 166d46cb-a9b8-42f6- IJ \J Z }J u b‘\ I
a33c-7fc071bf76bd

) Z3E21WQAJKVXGB Route 53 hosted zone OK v v - - N/A

Viewing 1 to 4 protections Results per page 10 ~

® 71—FKivy @ BFE FIANRY—RYY— AR
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AWS Shield Advanced #R:E%&iEN

([
AN |

Web ACLs
Create web ACL Delete
Filter: Asia Pacific (Tokyo) v
Name

@ ShieldDemoACLALB

S3MEEF (CHETARYERY U T WAF ACLOOHMEST

ShieldDemoACLALB (2]

Requests Rules

If a request matches all of the conditions in a rule, take the corresponding action
Edit web ACL
Order Rule Type Action

This web ACL doesn't contain any rules.

If a request doesn't match any rules, take the default action

Default action Allow all requests that don't match any rules

Add association

AWS resources using this web ACL

Resource Type

ShieldDemoALB Application load balancer @
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AWS Shield Advanced®ReportiEE

« LUF®D 2 DDFEETDDOSLN— iR

— AWS Shieldd>YV—)L lincidents] &M

— CloudWatch
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Shield Advanced®Report#EiE : IncidentsiEiH

IRERIOHR/BEEXTIS U B0 —E3R R~

T Y—EX v UYVY-RIN-T v %

- AWS resource affected

AWS WAF Current incidents B/%BB =7 | |
. 7—._ Z
Web AGLS AWS Shield Advanced detected the following DDoS attacks. For more information, contact the DDoS response team. = — & B4 (/j- (- J J
Rules
AWS resource affected @~ Attack vectol s Status Incident start time Incident duration
Conditions

Cross-site scripting No active incidents.
ru—- « Attack vectors
Size constraints N

i Incident history IQE%ER—*E}DJU

Filter by resource name Viewing to incidents > Results per page 10 ~
AWS Shield S
. tat
| Protected resources AWSresourceaffected ~ Attack vectol rs Status Incident start time Incident duration a u S
Incidents - — —
R JGERDED(EIC t Incident| ]

& pUTS urrent Incident(C&R/R

Viewing to incidents > Results per page 10 v

« Incident start time
UL\ DIncidenth\tigE > 1z

« Incident duration
IS CE U 1=

® 74—Kvs Q BFE
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Sample Incident

« Incident(ZBL FOERICERIRESNSD (1)

Incident history

Filter by resource name

AWS resource affected

e 2"~ " id2 (ELB Application Load Balancer)
eeZZ...2..2]d2 (ELB Application Load Balancer)
eelll ..l..l.d2 (ELB Application Load Balancer)

£uiewunewwewd2 (ELB Application Load Balancer)

Elicimmmeewwewd2 (ELB Application Load Balancer)

<---Jd2 (ELB Application Load Balancer)

ecZ-___Z__"1d2 (ELB Application Load Balancer)

l SYN flood (£
reflection (£

Attack vectors

Status

NTP reflection (2
SYN flood (2

SNMP reflection (4
DNS reflection (4

SYN flood (7'
SSDP reflection (£

SYN flood (2
NTP reflection (2

DNS reflection (4
SNMP reflection (2

SYN flood (2
SSDP reflection (2

iitigatea

Mitigated

Mitigated

Mitigated

Mitigated

Mitigated

Mitigated

Untitled graph 2017-06-14 (11:37:07) - 2017-06-14 (11:37:53) = Line - Actions ~ Fo R 4 (2]

@ DDoSAttackBitsPerSecond

All metrics Graphed metrics (1) Graph options

Label Namespace Dimensions Metric Na...  Statistic @ Period @ Y Axis Actions [

e o AWS/DDoSP1  Dimensions (2)  DDoSAttackB Average 5 Minutes > AN

CloudWatch®@sz=a X b w D%z R
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Shield Advanced®Report#iE : CloudWatch

» CloudWatch T &R
— A MJwZOZX>AWS/DDoSProtection>AttackVector, ResourceArn
— Global(CloudFront/Route53)U Y — X >/)\—= T J774L B T DERR
— ZOAA MU W O X[ERRICT S — MRTEN BIEE

| XhUoR
FRTDARIVIR JIZ7{LLIEEXARY IR J2720Ax7vay
FRTDAMIIR JF7{LLEARNY IR I37DAFTvay
Q ARDARNYIR, Far X3, FltY—X ID #RFKTS
FANT > AWS/DDoSProtection Q DX NUIR, F4 X3, F/cldlyY—X ID #8%FT3
3,024 EDA KUY R 32 EDA RYZ R
v  HRY LBRIZER
AttackVector, ResourceArn ResourceArn
WAF
S0EDARNYIR 2BDARYIR
2BDOARNYI R
v AWS D&RIZERM
ApplicationELB ‘ AWS/DDoSProtection EBS
54 BDARNY IR REBEDOXARY IR 1,185 DX KU
EC2 EC2 RRv ~ ELB
1,572 BOAXA KU IR 60 DX NYI R 54 DA KNY T ]
58 http://docs.aws.amazon.com/waf/latest/developerguide/set-ddos-alarms.html _ suis



Shield Advanced®Report#iE : CloudWatch
CloudWatch THEs2 (CloudFront/Route53)

N Y-EX v YY-ZITL-T v % [ ShieldDemouser @ NN -  /S—Y=7FE v Y-k v

(— O] U—D 5 TR
CloudWatch A7 WM MW 128ME 18 9B 18 NASA- - 7ovav- (2 - e |—} \ J 3 / IV

FyyaR—R
FI—LI 4 1.00

| 1§:R o %n%\nd)l E%'%%E}DJU/E_#(CX l\ IJ \\J 073\‘

08:30 08:45 09:00 09:15 09:30
os [ ] JAJKVXGB @ i i DI1BRUSD

| XrYoR

TRTIOAMYIR IF7{LEXANY IR () I370ATay

! INRT > AWS/DDX jion > Q EBDXRNYIR, FrX>>a> Fridy—X ID #RFTS > 00)1705-1_ D DO S%E Lj t (/ \5

AttackVector (30) ResourceArn ARYIRE
| ACKFlood arn:aws:route53:::hostedzone/i { DDoSAttackBitsPerSecond
ACKFlood K . ) istributic DD
| ChargenReflection arn:aws:route53::hostedzone/s ... DDoSAttackBitsPerSecond
| ChargenReflection R istributi DD«
DNSReflection arn:aws:route53:::hostedzone/Z: . DDoSAttackBitsPerSecond
DNSReflection ... '4distributi DD«
GenericUDPReflection arn:aws:route53:::hostedzone/Z2.______ ____ ( DDoSAttackBitsPerSecond
GenericUDPReflection ;i IR— istributi DD«
MSSQLReflection arn:aws:route53:::hostedzone/Z& DDoSAttackBitsPerSecond
‘ MSSQLReflection : 0. listributi DD«

RUS— FIBRRH
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Shield Advanced®Report#iE : CloudWatch
CloudWatch T2 (ELB)

—(= yy— -7 v [\ ShieldDemoUser @ 6206-0875.. v %X~ #i— = —_
p— EE— REWTWRIIY —ADY—3 > THEER

mEIIT 1R 3R 128 18 3E 18 HRYL - 1T v | Fyvav -~ AR AN
FyyaR—R

77— 4 1.00
TNENOREEREB(ICA KU W IOM
en T am mm mw mw o ww mw ew  ow  em  ow  osw EE EET g 5 o

ARy R JXRNEW

° i heast-1: ieldDemoALB/4f
o [ ] i heast-1: DemoCLB
| ARUSZ
TRTOAMYIR IF7{ELEXRYIR () IZ70ATay E
>0DIZEDDOSEEL TWLD
f INRT > AWS/DD ion > Q EEDXRNYDR, Fr X232, Frik)Y—X ID E#RFTS
| AttackVector (30) ResourceArn XRYIRE
v ACKFlood { i rtheast-1:62( DD«
¥ ACKFlood X i i rtheast-1:62( DD« i d
ChargenReflection i i rtheast-1:62( DD i d
ChargenReflection { i rtheast-1:62( DD« i d
DNSReflection arn:aws:elasticloadbalancing:ap-northeast-1:62( DDoSAttackBitsPerSecond
DNSReflection arn:aws:elasticloadbalancing:ap-northeast-1:62t DDoSAttackBitsPerSecond
GenericUDPReflection i rtheast-1:62( DD i d
GenericUDPReflection arn:aws:elasticloadbalancing:ap-northeast-1:62( DDoSAttackBitsPerSecond
MSSQLReflection arn:aws:elasticloadbalancing:ap-northeast-1:62( DDoSAttackBitsPerSecond
MSSQLReflection ¥ i rtheast-1:62( DD i d

Z14—FNKvy Q BFE Ed FIRRKH
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Shield Advanced®Report#iE : CloudWatch
« ARNJWORXELTIE2D (>0 THERA)

— DDoSAttackBitsPerSecond. DDoSAttackRequestsPerSecond

. TE. T 1SOBEERIC & (ChERETAS

ACKFlood RequestFlood
ChargenReflection RIPReflection
DNSReflection SNMPReflection
GenericUDPReflection SSDPReflection
MSSQLReflection SYNFlood
NetBIOSReflection UDPFragment
NTPReflection UDPTraffic

PortMapper
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Shield Advanced®Report#iE : CloudWatch
« CloudWatchms5md 7= — LAFh

IRTDARIVIR JZ7HUEXRYIZ () I370A7v3>y

NI ZEIZERE FaAvyay AMYIRE st @ HE® Y Fyvav e
. arn:aws:route53:::host... AWS/DDoSProtec T4 X> ¥ 3 | DDoSAttackRequestsf 15 549 > ﬂ fﬂ (x)
[ ] arn:aws:cloudfront::62... AWS/DDoSProtec 7« X~ ¥ 3> ( DDoSAttackRequestsF Fi3 549 > LDl ©

75— INERTE->HBERDSecurity Operation Center/\ENEFE4
—XFL
or
—>HR— bZEBCOTCDRTF—AEIA T S

iy
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AWS Shield AdvancedZF#IBHIB3F TCOAFYVD

« IAM1—H D% R
— AdministratorAccessihU > —& D) —T /1 —H %= #fg
« AWS Shield Advanced:%iE

— 1: AWS Shield Advanced =8B&xh4t
— 2: AWS UY—X(ZAWS Shield Advanced REZ=EN

BUF. ERFREE(CK D THEERIEE0L
- 3J)L—=I)LED T T ACL Z1ER 9 D1EPE%Z DD0oS Response Team
(DRT) (cft5
— 4: AWS WAF a1 VU5 BEbE>J04

http://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/authorize-DRT.html -‘--‘:"a'ol'nazon
UF webservices



AWS Shield Advance
B/ DRTRES

1. Always-Ont®_Z%'J>ZIMNDRTZHUH T
2. DRTHEIBRM (CH4E (RUF7—2)

3. DRTH'AWS WAF)L— )7z &Rk
(BRIAGR. SXENBETT)
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L—ILEDTT ACL ZIERRT BHEBEDRTICIIS
C RTATILI S ONSERT B TRE

1. OUw o 2. 5XIE 3. 7704

Role description

. _ . ) 10800
%gﬁ"Jﬁbj—C&E’égﬁ?é&mE DRT Ry IRENTA—I{EEEELET, AWS CloudFormation 7> 7L — N cEHTF5n3F jotean it
M55,
1. TAWS CloudFormation DRT 24 w4 FoUART | MERE | PIEAPRA(Y— | tyvavomm
A L LUPZY
v O EERULET, ENIC K S1€ Z§yODER  aws-shield-drt-support-stack 200175 FERTUSERRY Y- sBDBEA,
1E L LY AWS CloudFormation L-
*vvel | B3 fﬁ“m?’ . —
0170 Y-0MFR.
RUY—&
[ K15~ OB U —~DRR | KU —OMR | K503 2 2L

http://docs.aws.amazon.com/ja_jp/waf/latest/developerguide/authorize-DRT.html
XDRTHOO—ILEA>TA RUS —HYER SNE T

L]
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AWS Shield AdvancedZFfIHd3F CORATYD
e TAM1—YH D#m

— AdministratorAccessihU > —& D) —T /1 —H %= #fg
« AWS Shield Advanced:%iE

— 1: AWS Shield Advanced =8B&xh4t
— 2: AWS UY—X(ZAWS Shield Advanced REZ=EN

BUF. ERRE(C KD THEEESIZEL)N
— 3:)L—JLED T D ACL Z=1ERk 9 D4EPE%Z DD0S Response Team
(DRT) (15
— 4: AWS WAF a1 VU5 BEbE>J04
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AWS] Shield DDoS Application Attacks Bad Bots ]
R SQL injection Sensitive data I
FIYr— exposure Crawlers  Content scrapers
V= HTTP floods E—
= ocia P
Appl

engineering ZE’([I;I:SESn Scanners & probes J

Reflection SSL abuse

v 9=/
S22 RAR—b Amplification Slowloris
=
Layer 4 floods
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AWS WAF 41 U7 BEbZ>J 01

« —ED AWS WAF JL—J)LZSVERIRENTET>TL— b 2R
(CloudFront/ALBx&k, XA~ XA])

IN=—RY MA): BEDH DNy NEHD/I\Z—-Ry ~ (3
— \ \ A% [s Lambda B3#8+API Gateway T> R/RA> b ) ZfF
()4 i E "Z‘;Zﬁ,‘?i”sy’,fg,':,ff)“ web application resources ES?W ;ibbl'\ IJ GIZ l\%ﬁﬁ‘ %@ﬁ'{%;ﬁ Ip 7 |< I/Z%
e . AWS WAF 0w U X ~MIEm
val-i:n;ers\ : Balancer g w access log files -
oo ol T w SQLA>S153> (B) £HORYA RRIUTk (C) &R
e -y E Db e & MR SQL 1> x> aweoarRYa cROUT
- L clowttromt | ‘*z::g;x" NS -2 S1RET D AWS WAF JL—)L 2 BEINCERTE
A bad botandsoraperprotectiorx:‘i“ wes ‘ I:Iaﬁﬁil‘ﬁ (D) :CloudFront @TO'EZDO% QEJJEI’\J (:ﬁ@*ﬁ'\ ‘;‘E
B SQL injection protection AWS Lambda Amazon DLJL\E}J4,E%#§EE LJ\ E;;(% qéﬁ{%;ﬁ IP 7 HDZ% AWS
Access Handler ot WAF J0Ov 22U X MMIENMY $Lambda BE#EERL
C cross-site scripting protection v
aaly - NOTICRCRRPRRRTE \h y F& IP UR b (E): AWS WAF JL—)LZ{FRL.
(R s s JOwv U FZEEHFRITD IP 7 RL XAZFEICIENNTIEE
F known-attacker protection jttﬂﬂﬂt""””"‘“““z‘““‘“" >\ / IP UZ I\ﬁg*ﬁ (F): -U-_ H}\o_j__’ro) IP EqZ{ijJX l\;& 1 H%Fﬂﬂ
K mtf;y meene  CE(CEHBCFIVY. BEDHD IP 7 RLR%ZE AWS
WAF J0Ow 21U X MIBHIY dLlambda Bz ERk.
http://docs.aws.amazon.com/ja_jp/waf/latest/developerquide/deploy-waf-automations.html i

jll
https://aws.amazon.com/jp/answers/security/aws-waf-security-automations/ “ziramazon
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AWS WAF 1 VU5 BE{bE2J 040

1. v 2. i9TE 3. 704

Protection List
If a request matches all of the conditions in a rule, take the corresponding act

Activate SQL Injeclion yes B ( D Rule
Protection
10 AWSWAFSecurityAutomations - Whitelist Rule
Activate Crosssite | yes D ! 20 AWSWAFSecurityAutomations - Blacklist Rule
Scripting Protection
30 AWSWAF SecurityAutomations - Auto Block Rule
Activate HTTP Flood yes D ( 40 WSWAFSecurity _WAF IP R Lists Rule #1
Protection
50 WSWAF: Y - WAF IPR Lists Rule #2
Activate Scanner & | yes B ! 60 AWSWAFSecurityAutomations - Bad Bot Rule
Probe Protection
70 AWSWAFSecurityAutomations - SQL Injection Rule
Activate Reputation List  yes B ! 80 AWSWAFSecurityAutomations - XSS Rule
Protection
If a request doesn’t match any rules, take the default action
Activate Bad Bot yes B (

Protection Default action Allow all requests that don't match

https://aws.amazon.com/answers/security/aws-waf-security-automations/
Cloudfront. ALBRA®DF>L — M HERH
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AWS DDoS Shield: {£UL\5 (7

% Standard Protection % Advanced Protection
— %R 7XDDoSINEN S {REE, AR ThREINI I& E(CX]T
AWS_ETDDoSIC38L\ 7 —FF DT51RDMpE IECHT D
DF v HEBLT DDV —)L oJfRE, BT —XATD
ERZANTS T4 A AR DDoST F+ R/ \— hAD2455R]

365HD 7 Utz A & 1=t

q

y [
0=‘
'
L\
53:0
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FL< HSEH

Q. AWS Shield StandardfrE(CAWS WAFDBEZNMEIFEBETI N ?
A. WX, L7RENMBEIZBRICTIRET <2\,

Q. AWS Shield AdvancedZzB3Mt Uz SRR RIRENFE T H ?

A. WO TEBMERIEETIREY VILYA AICRRENZFET . 12MADIOAZY bXAZ MIMEIROT, 120ABBMTT . I
BEZTDRICAEMET DL HBELFT

Q. AWS Shield Advanced T/RE T DY —ERX®IBIRIT DIENSDDFIH?
A, RENRY—EXZEIRIINENSHDEI ., 100U —X(ELB/ALB, CloudFront>« A RUEI1—>3>, Route 537K
ARNY—=)ETHEETY, BXDHEE LREMNRBEEEEETT,

Q. AWS Shield Advanced TIF/@E 120 ADIZ Y bXA> MRE/RDTIH

A —EOHEIBI b S T4 wOREBEHRITBZICET, ST v\ AI—2"FFUBRRANEHRS CENTEET, £z, RN
Fv ST BB —FT 4 > I EARECT BIZHTY,

Q. AWS Shield Advanced®A(CZEDLNILDBR— SR ETIH ?
A. Businessh‘Enterprise7/R— MO BT,

https://aws.amazon.com/jp/shield/fags/ P

jlll
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2Z 5%k
AWS Shield
https://aws.amazon.com/jp/shield/

AWS Best Practice for DDoS Resiliency (June 2016)
https://d0.awsstatic.com/whitepapers/Security/DD

oS White Paper.pdf

Cloud Security Resources
https://aws.amazon.com/security/security-

resources/
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