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AWS Black Belt Online Seminar 

ṡ ṇ Ṣṡ ṇ Ṣṡ Ṣ ṇ פּ ḭ
ṇ צּ ︣ ṇ ṇ ︣Ḱ

בֿ כֿ צּ קּ ︣ḵ

Å קּ ḭ פּ︡ נּ

Å ṇ ︣ פֿ
ףּ נּ קּ פֿ ךּאל

ףּ ךּ ︡ ︣.
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ךּ

Å 2018 11 21 ṇ ףּ ךּ פֿ ︡ ךּ ︣Ḱ
AWS (http://aws.amazon.com) פֿ שּ Ḱךּאל

Å ︡ ףּ ḭצּ︣ AWS
טּצּ ḭAWS אל ךּ קּ ︣Ḱ

Å ךּ ︣Ḱ ףּ צּ ṇ ︣ ḭ
פֿ אל ךּ קּ ︣Ḱ

Å AWS does not offer binding price quotes.  AWS pricing is publicly available and is subject to 

change in accordance with the AWS Customer Agreement available at 

http://aws.amazon.com/agreement/.  Any pricing information included in this document is provided 

only as an estimate of usage charges for AWS services based on certain information that you 

have provided.  Monthly charges will be based on your actual use of AWS services, and may vary 

from the estimates provided.
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כֿ ṇ כֿ

ṇ

AWS Key Management Service (AWS KMS) ḭ ḭFIPS 140 -2 ךּ
ḭ ễ אל ךּ ︣Ḯ ṇ כֿ ︡ ףּ ︡נּ ︣Ḯ

AWS Key Management Service Cryptographic Details [2018 8 ]
https://d0.awsstatic.com/whitepapers/KMS -Cryptographic -Details.pdf

AWS Key Management Service [ ]
https://d0.awsstatic.com/whitepapers/aws -kms -best -practices.pdf

FIPS 140 -2 Non -Proprietary Security Policy AWS Key Management Service HSM(Hardware version 2.0, firmware version 
1.3.6) [2017/8/24]
https://csrc.nist.gov/csrc/media/projects/cryptographic -module -validation -program/documents/security -policies/140sp3009.pdf

ṇ ṇ

AWS KMS ךּ

AWS פֿשּ︡ ךּ כֿשּ

נּ כֿ

https://d0.awsstatic.com/whitepapers/KMS-Cryptographic-Details.pdf
https://d0.awsstatic.com/whitepapers/aws-kms-best-practices.pdf
https://csrc.nist.gov/csrc/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp3009.pdf
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Agenda

Å AWS KMS
Å (encrypt) ḭ (KMI) ḭAWS KMS

Å AWS KMS

Å AWS KMS ḱ

Å AWS KMS ︡ /

Å AWS KMS

Å AWS KMS TIPS

Å
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AWS KMS
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ṕCryptographic)

(plaintext) (encrypt) ︡ (ciphertext) ︣ ḭ
(decrypt) ︣ כֿ

ḭ (algorithm) (key)

ךּ ḭ (symmetric cryptography) ḭ
(public -key cryptography)

(asymmetric cryptography) קּ

︡ ︡ וֹךּ ḭךּ
אל ︣



© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

9

︡ ṇ

(Data encryption in transit)
Å פּ ṇ

ÅSSL/TLS

ÅIPSec

Å LAN

ṇ (Data encryption at rest)
Å אל ṇ צּ ︡ ךּ פּ אל תּ

Å

Å

Å ṇ ṇ

Å

in transit

at rest
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ךּףּ ︣ קּ

כֿ אל Ḵפּ
Å צּ ︣ ṇ ?

Å AWS ṇ Ḵ

כֿ Ḵפּ
Å ︣ Ḵ

Å AWS ︣ Ḵ

צּ נּ Ḵפּ
Å ṇ ṇ ṇ ?

Å ṇ ṇּצ נּ AWS ṇ Ḵ

פּ ︣ טּצּ Ḵפּ
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Key Management Infrastructure

KMI(Key Management Infrastructure) Ḵ
Å ḭ ḭ ︣

KMI 2 פּ
Å - ︣ ṇ

Å ² ḭ ︣ ḱ ḱ
︣

ךּ︡
Å ṇ ṇ (HSM)ּצ אל צּ ךּ

Å ṇ ḭ ṇ ḭ ךּ ṇ ṇּפ
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AWS וֹףּ KMI

KMI KMI KMI

A B C

ףּ צּ

AWSּצ
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AWS Key Management Service (AWS KMS)

ḭ ḭ ṇ
Å ḭ ḭ ṇ AWS ּצ ︣ ṇ

ṇ

Å ḭ ︣ ṇ

Å ṇ ṇ FIPS 140 -2 ṇ

AWS ṇ (S3, EBS, Redshift, RDS, Snowball )

SDK ףּ ṇ ṇ

AWS CloudTrail ︡

ṇ
ṕẑ ṇ Ṗשּ
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AWS KMS ︣

Customer Master Key(CMK)
Å ṇ ︣

KMS AES256

Å אל ךּ ṇ
אל

Å KMS HSM ︡ḭ
4KB ṇ /

Customer Data Key(CDK)
Å ḱ

אל AES256

Å KMS אל ḭCMK אל
אל

Å KMSḭ CMK ︡ḭAWS
ṇ שּ︡ ṇ ṇ

︣

Envelope Encryption
Å ṇ ṇ ṇ
︣ ḭשּ ṇ ṇ
︡ ṇ

/ ︣ Ḯ

Å ︡ ṇ ḭCMK אל
ṇ ṇ ︣ ḭ

︣ ṕEnvelopṖ

Å ṇ
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AWS KMS וֹףּ ṇ

2-Tier ṇ

ṇ ṇ ṇ ṇ ṇ

AWS KMS ṇ ṇ ṇ ṇ

Envelope Encryption

Envelope Encryption
Å ṇ ṇ

Å ṇ ṇ ︣ ṇ

Å ṇ ṇ ︣ כֿ

Å ︣

Customer Master

Key(s)

Data Key 1

Amazon 

S3 Object
Amazon 

EBS Volume

Amazon 

Redshift 

Cluster

Data Key 2 Data Key 3 Data Key 4

Custom

Application

AWS KMS
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AWS KMS ṇ ṇ

KMS
host

KMS
host

KMS
host

HSM

HSM

HSM
(Hardware Security 

Module)

CMK
( אל )

K
M

S
 I

n
te

rf
a

ce

Å ṇ ṇ ṇ
Å ṇ ṇ
ÅCMK ḭ ṇ ṇ ḭ אל

︡ḭ99.999999999%
Å ︣ אל ךּ

Domain
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AWS KMS

Durable

Encrypted Key Store

+

Data key           Encrypted data key

1. AWS CMK ID ︡ kms:GenerateDataKey ︣Ḯֿכ ︡
ṇ ṇ קּ ︣

2. KMSּצ ṇ CDK
3. אל CMK ṇ פּ ︡ḭHSM CMK
4. אל CMK ︡CDK ︡ḭ CDK אל CDK ︣ḭ CMK

נּ
5. ḭ CDK ṇ ︡ḭ ṇ אל CDK ︣

Ḳ ḭ צּ ṇ אל ṇ ṇ KMS ︣Ḯ אל ṇ ṇ

ṕAWS ṇ
ṇ Ṗ

ể

Client AuthN

and AuthZ
2

3

4

5 HSM

K
M

S
 I

n
te

rf
a

ce

KMS host
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קּ כֿ

4KB ṇ

AWS ṇ ṇ

ṇ

AWS KMS קּ כֿ / קּ כֿךּ

( ) קּ כֿךּ

4KB נּ ṇ

ṇ
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AWS KMS ṇ אל ךּ AWS ṇ

https://aws.amazon.com/ jp / kms /details/

https://aws.amazon.com/jp/kms/details/
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AWS KMS API

API

Å CreateKey , CreateAlias

Å DisableKey

Å EnableKeyRotation

Å PutKeyPolicy

Å ListKeys

Å DescribeKey

ṇ API

Å Encrypt

Å Decrypt

Å GenerateDataKey *

AWS KMS ︣ API 35 ṕ2018 11 Ṗ

http://docs.aws.amazon.com/kms/latest/APIReference/Welcome.html

http://docs.aws.amazon.com/kms/latest/APIReference/Welcome.html
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AWS KMS
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AWS KMS

Å
Å ףּ וֹ CMK

Å
Å ︣ IAM ṇ ṇּף ṇ

Å קּ IAM ṇ ṇּף ṇ

Å ṇ ṇ ṇ ṇ

ÅCMK / /

Å1 ֿפ ṇ ṇ ṇ

ÅCMK ḭBring Your Own Key (BYOK)
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Å AWS ṇ ṇ ṇ
פּ ṕ 19 10

IAM פּ ḭ
URL Ṗ

ṇ
Å ṇ ṇ

AWS ṇ ṇ
Å Amazon EBS ṇ

Å ṇ ṇ צּ

CMK

CMK

1.

2.

3.

4.

5. ṇ ṇ ṇ

https://aws.amazon.com/jp/about -aws/whats -new/2018/11/aws -key -management -service -has-a-
new -console -experience/

https://aws.amazon.com/jp/about-aws/whats-new/2018/11/aws-key-management-service-has-a-new-console-experience/
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AWS ṇ פּ CMK

ể

2

3
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ṇ - Bring Your Own Keys(BYOK)

Å ףּ KMI ︡ḭ
ṇ AWS KMS

ṇ

Å ṇ אל ḭAWS 
KMS אל ḭ
AWS KMS אל AWS
ṇ ḭ
ṇ

Å צּ

Å ḭ ṇ צּ

Å ṇ
︣ טּ

CMK

ṇ
ṇ

ṇ
Import

︡
KMS Import

CMK

ṇ

RSA public key

KMS

KMS

KMS
︡ 256bit 

ṇ

KMI
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BYOK

Å ṇ Ḯ

Å ṇ ︣ 256 Ḯ

Å ṇ 2 RSA PKCS#1 ṇ ￼ךּ פּ ︡ אל Ḯ

Å ṇ ︡ ṇ ṇ Ḯ ṇ ṇ ︣ Ḯ

Å ṇ AWS KMS CMK טּ ḭצּ ḭ ṇ
אל Ḯךּ

Å צּ רּ KMS אל ḮAWS KMS CMK 7 Ṍ30
טּצּ ︡ ḭ Ḯ ṇ Ḯ

Å ṕ ṇ Ṗ ︡ ḭ ￼
︡ כֿשּףּ צּ Ḯ

Å ︢ ṇ ṇ ︣ כֿ Ḯ

Å ︡ḭּט ṇ KMS ︡ ṇ ( ṇ ṇ) ṇ
KMS ︣ כֿ ṇIDּצ לּ Ḯךּ

)https:// docs.aws.amazon.com / ja_jp / kms /latest/ developerguide /importing -keys.html
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AWS KMS ḱ
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Key Policy

︣ ṇ ṇ ṇ

AWS ṇ ḭCLI/SDK
ÅGetKeyPolicy Ḳ ṇ

ÅPutKeyPolicy Ḳ ṇ

︣ Key Policy ḭIAM User IAM Role
אל ךּ Policy צּ
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ṇ (1/2)
{

"Id": "key -consolepolicy -2",
"Version": "2012 -10-17",
"Statement": [

{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam ::336580663xxx:root"

]
},
"Action": " kms :*",
"Resource": "*"

},

{
"Sid": "Allow access for Key Administrators",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam ::336580663xxx:user/ SuperUser "

]
},
"Action": [

"kms:Create *",
"kms:Describe *",
"kms:Enable *",
"kms:List *",
"kms:Put *",
"kms:Update *",
"kms:Revoke *",
"kms:Disable *",
"kms:Get *",
"kms:Delete *"

],
"Resource": "*"

},

AWS root
︣

default policy

וֹ ṇ
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ṇ (2/2)
{

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {

"AWS": 
[          " arn:aws:iam ::336580663xxx:user/Dev"," arn:a
ws:iam ::336580663xxx:role/EC2_Admin","arn:aws:iam :
:912412960xxx:root"

]
}, 

"Action": [
"kms:Encrypt ",
"kms:Decrypt ",
"kms:ReEncrypt *",
"kms:GenerateDataKey *",
"kms:DescribeKey "

],
"Resource": "*"

},

{
"Sid": "Allow attachment of persistent resources",
"Effect": "Allow",
"Principal": {

"AWS":[" arn:aws:iam ::33658066XXXX:user/Dev"," arn:a
ws:iam ::33658066XXXX:role/EC2_Admin","arn:aws:iam
::91241296XXXX:root"

]
}, 
"Action": [

"kms:CreateGrant ",
"kms:ListGrants ",
"kms:RevokeGrant "

],
"Resource": "*",
"Condition": {

"Bool ": {
"kms:GrantIsForAWSResource ": true

}
}

}
]

}

KMS אל AWS 
ṇ ḭצּ ṇ ︣

וֹ ṇ
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Policy

אל ṇ ṇ ṇ ḭIAM User/Role
︡ ṇ ṇ ṇ ṇ

אל Default Policy root ︡

KMS IAM Policy ︢
Å ¬Allowºּטּצ ḭ

Å ︡ ể ¬Denyº טּצּ ḭ (
Deny)

Å Deny < Allow < Deny
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(Grants)

Å AWS KMS ṇ ṇ (Grants Ṗ 2לּךּ ṇ
ṇ ṇ ṇ

Å ︣ ḭCMK AWS
︣ כֿ צּ קּ

Å ךּפּ צּ

Å אל 5
Å Key ḲCMK ID

Å GranteePrincipal Ḳ ṇ וֹ

Å Operations Ḳ אל ṇ

Å Constraints ḲGrantsּצ Condition

Å RetiringPrincipal ḲỒrants retire אל כֿ קּ
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(Grants)

# Create a grant

key_id = 'arn:aws:kms:us - west - 2:111122223333:key/1234abcd - 12ab - 34cd - 56ef -

1234567890ab'

grantee_principal = ' arn:aws:iam ::111122223333:user/Alice'

operation = 'Encrypt'

response = kms_client.create_grant (

KeyId =key_id ,

GranteePrincipal =grantee_principal ,

Operations=operation

)

https://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/programming -grants.html

https://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/programming-grants.html


© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

34

Encryption Context

︣ KMS כֿ︣ קּ Key/Value

︣ ḭ צּ אל
Å ṇ ṕADD: Additional Authenticated Data) ︡

CloudTrail אל ḭEncryption Context
︡ ךּ

Grants Constraints 2 ṇ
Å EncryptionContextSubset ḲEncryptionContext ךּ

ךּ

Å EncryptionContextEquals ḲEncryptionContext צּ ︡
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Constraints

EncryptionContext Subset {¬Departmentº:ºFinanceº, ¬classificationº:ºcritcal º}

{¬Departmentº:ºFinanceº, ¬classificationº:ºcriticalº, ¬customerº:º12345º} -> OK

{¬Departmentº:º Financeº } -> NG

EncryptionContext Equals {¬Departmentº:ºFinanceº, ¬classificationº:ºcriticalº}

{¬Departmentº:ºFinanceº, ¬classificationº:ºcriticalº} -> OK

{¬Departmentº:º Financeº, ¬classificationº:ºcriticalº, ¬customerº:º12345º} -> NG
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Grants ²Amazon EBS ṇ ID

"eventName":" CreateGrant ",

"awsRegion":"us -east -1",

"sourceIPAddress":"AWS Internal",

"userAgent ":"AWS Internal",

"requestParameters ":{

"retiringPrincipal":"137640147550",

"constraints":{

" encryptionContextSubset ":{

"aws:ebs:id":"vol -9a98axxx¬

}

},

"operations":["Decrypt"],

"granteePrincipal":"33658066xxxx:aws:ec2 - infrastructure:i - 5439cxxx ",

"keyId":"arn:aws:kms:us -east -1:33658066xxxx:key/6f712a31 -88ba -4975 -a4bf -0a87faxxxx¬

},

Amazon EBS לּ ḭ
ṇ ︡
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CloudTrail KMS
Å CloudTrail KMS ṇ SDK ︡ API

ï CreateAlias

ï CreateGrant

ï CreateKey

ï Decrypt

ï DeleteAlias

ï DescribeKey

ï DisableKey

ï EnableKey

ï Encrypt

ï GenerateDataKey

ï GenerateDataKeyWithoutPlaintext

ï GenerateRandom

ï GetKeyPolicy

ï ListAliases

ï ListGrants

ï ReEncrypt

http://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/logging -using -cloudtrail.html

CloudTrail קּ
Å צּ
Å ךּ
Å API
Å AWS ṇ פּ
Å AWS ṇ ︡
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AWS KMS ︡
/
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API

Encrypt API
Å ṇ ︣ API

Å ṇ

Å ỆKB ṇ
Å אל צּ אל

Å HBK ID ḭEncryption Context

Å ṇ ףּ אל AWS
אל ךּ

Decrypt API
Å ṇ ︣ API
Å CMK

Å פּ ︣ CMK

Å ףּ AWS אל ךּ

GenerateDataKey
Å ṇ ṇּצ ṇ ︣ CDK
Å ḭEncrytpt API אל ︣

Plaintext

Ciphertext

KMS

Header Encrypted Data

ECṧ

Encrypt

Plaintext

KMS
Ciphertext

Decrypt

CMK ID,ECṧ

פּ HBKID
︣ HBK

︡

צּ
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AWS KMS ︡

ṇ ṇ

Å KMS ṇ ṇ אל ṇ ṇ ︣

ṇ ṇ ṇ ︡ḭ ṇ

Å ṇ ṇ ṇ
Å ṇ ṇ ḭ ︡ ṇ ךּףּ ךּ

Å צּ ︡ ︣

אל ṇ ṇ אל ṇ ︣

Å ︣

AppKMS

ṇ

ṇ ṇṧ אל ṇ ṇ

ṇ

אל
ṇ
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AWS KMS

Å ṇ פּ אל ṇ ṇ KMS

Å KMS ︣ ṇ ṇ ︡ ṇ ṇ ︡ḭ ṇ
︣

Å ṇ ṇ ṇ ṇ

Å ḭ ṇ ṇקּ ךּ

App

ṇ

אל
ṇ

KMS
ṇ ṇ

אל
ṇ ṇ

ṇ ṇ

ṇ

אל ṇ ṇ
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Client -Side Encryption
Å ṇ ṇ ṇ ṇ KMS

Å AWS SDK

Å SDK ︣ ḭEnvelope Encryption

ÅAWS Encryption SDK
ÅAmazon S3 Client

ï AWS SDK for Java, .NET, Ruby ṇ

ÅAmazon EMR File System (EMRFS)
ÅClient -side Encryption for Amazon DynamoDB

ï https:// github.com / awslabs / aws-dynamodb -encryption - java

Server -Side Encryption
Å AWS ṇ ṇ אל ךּ
Å AWS ṇ ṇ צּ אל ṇ KMSצּ ︡ ṇ

AWS KMS ︡ ṇ
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AWS Encryption SDK
AWSּצ ︣

Å º ṇ ṇ ṇº ︡ ︣ API ḭ שּ︡ ṇ
︣ ṇ ṇ

Å ṇ ṇ(DEK)
Å

ṇ ṇ ︣ ḭSDKּצ
Å SDKּצ ṇ ṇ וֹ

ṇ
Å ṇ ṇ ṇ
Å ṇ ︡ (AWS KMS AWS CloudHSM )

Java Python נּ לּ ḭּפ KMS לּ ṇ צּ
אל ךּ ︣Ḯ

Java Java Cryptography Architecture(JCA/JCE) ṇ ︡ḭAWS CloudHSM
PKCS#11 ṇ ︡ ︣

https://github.com/awslabs/aws -encryption-sdk-java

https://aws.amazon.com/blogs/security/new -aws-encryption-sdk-for-python-simplifies-multiple -master-key-

encryption/

https://github.com/awslabs/aws-encryption-sdk-java
https://aws.amazon.com/blogs/security/new-aws-encryption-sdk-for-python-simplifies-multiple-master-key-encryption/
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AWS SDK ︡ Client -Side Encryption
//

//USE ROLES FOR EC2

AWSKMSClient kms = new AWSKMSClient();

kms.setRegion( Ǻǖǔ-west -2" );

ṇ ṇ

KMS ṇ
ṇ

Envelope Encryption ︣ טּצּ
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AWS ṇ SSE(Server -Side Encryption) with KMS

Amazon EBS

ÅAmazon EBS AWS ṇ

ÅCLI

Å AWS ṇ CMK ︣
ÅEnvelope Encryption ṇ

create-volume [--dry-run | --no-dry-run] [-- size <value>] [-- snapshot-id <value>] --

availability-zone <value> [ -- volume-type <value>] [ -- iops <value>] 

[--encrypted | -- no-encrypted] [-- kms-key-id <value>] [-- cli-input -json <value>] [ --

generate-cli-skeleton]


