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{
"agent": {
"metrics_collection_interval": 10,
"logfile™: "/opt/aws/amazon-cloudwatch-agent/logs/amazon-cloudwatch-agent.log"
%,
"metrics": {
"metrics_collected": {
"mem": {
"measurement": [
"mem_used"

]
"metrics_collection_interval": 1
13
"net": {

"resources": [
-
}
%
"logs": {
-
"file_path": "/opt/aws/amazon-cloudwatch-agent/logs/test.log",
"log_group_name": "test.log",
"log_stream_name": "test.log",
"timezone": "Local"
-
"log_stream_name": "my_log_stream_name",
"force_flush_interval" : 15
}
}
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Amazon EC2
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CloudWatch(Cc k21X FDEER

Billing)” > — S8

. BREIR%&ECloudWatchEatR,

« —TERREZIBRDETT—AX—)LBRIN E]EE
o PS—ADRE(VirginaU—=3 > 5

|
g

Jun-04 Jun-28 Juks Aug-08 Aug-31 Sep-22

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Oct-14

«

Nov-05"

Alarm Threshold

Provide the details and threshold for your alarm. Use the graph on the right to help set

the appropriate threshold

Name: | Billing Alarm

= A
axZ AE

Whenever charges for: EstimatedCharges

is: | == v |USD§ 100

Actions

Define what actions are taken when your alarm changes state.

Notification

Whenever this alarm: | stz s ALARM

Send notification to: | sejacta notification list

+ Nofification | + AutoScaling Action

¥ | Newlist Enteriist €

(4

©)

Alarm Preview

This alarm will trigger when the blue line goes
up to or above the red line

EstimatedCharges == 100

300

—

200

100

410 412 414
08:00 08:00 09:00

Namespace: AWS/Billing
Currency: |1JSD

Metric Name: | FstimatedCharges

aws
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« EZHUSTLTVBIUY—X
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OAN> RDARAXA—S
O RBETA LRI TEOTAVEZ—= (UTF-8) THERK

CloudWatch > O4%IL—27 > stg-log > eni-0044968407daded68-all

AR DT 1T —

R (UTC +00:00)

2019-03-07
05:48:35
05:48:35
05:48:35
05:48:35
05:48:35
05:48:35
05:48:35
05:48:35
05:48:35
05:48:35
05:48:35

* v ¥ ¥ ¥ w ¥ ¥ ¥ ¥ ¥

INTEH e 47 TFEAR = 3 (7]

IANT  2019-03-07 (00:22:26) ~

Awz—iF

2 981255050802 eni-0044868407daded68 10.1.28.199 210.173.160.87 33097 123 17 1 76 1551937715 15519
2 981255050802 eni-0044868407daded68 139.180.207.65 10.1.28.199 123 51551 17 1 76 1551937715 15519
2 981255050802 eni-0044868407da4ed68 10.1.28.199 138.180.207.65 51551 123 17 1 76 1551937715 15519
2 981255050802 eni-0044968407da4ed6B 68.183.37.224 10.1.28.199 50797 8088 6 1 40 1551937715 155193
2 981255050802 eni-0044868407daded68 210.173.160.87 10.1.28.199 123 33097 17 1 76 1551937715 15519

2981255050802 eni-0044968407daded68 104.168.204.23 10.1.28.199 36348 8088 6 1 40 1551937715 15518
2 981255050802 eni-0044968407dad4ed68 10.1.28.198 210.173.160.27 123 123 17 8 608 1551937715 155193
2 981255050802 eni-0044968407daded68 210.173.160.27 10.1.28.199 123 123 17 8 608 1551937715 155193
2 981255050802 eni-0044968407dad4ed68 52.1.36.76 10.1.28.199 443 39188 6 44 10197 1551937715 155193
2981255050802 eni-0044968407daded68 122.215.240.52 10.1.28.199 123 123 17 9 684 1551937715 155193
2 981255050802 eni-0044968407daded68 133.243.238.243 10.1.28.198 123 123 17 8 684 1551937715 15518,

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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CloudWatch Logs(dO % K AfRTF AI 6E

CloudWatch > Log Groups

Actions «
Filter: | Log Group Name Prefix X
Log Groups Insights
faws-glue/crawlers Explore
faws/lambda/eslambda Explore
Asystem-production-logs Explore
Asystem-stage-logs Explore

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Expire Events After
Never Expire
Never Expire

5 days

Metric Filters
0 filters

O filters

1 filter

1 filter

1 week (7 days)

2 weeks (14 days)

1 month (30 days)

2 months (60 days)

3 months (90 days)

4 months (120 days)
5 months (150 days)
6 months (180 days)
1 year (365 days)

13 months (400 days)
18 months (545 days)
2 years (731 days)

b years (1827 days)
10 years (3653 days)

aws
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CloudWatch Logs X MU XTJ 1 I)LA (1/2)
« OUFT—INSHEEDXFINDT 1 )LFY > 2T el

IEARFRILOF AN TERVRITER

[ ]
Define Logs Metric Filter Results
) i Found 17 matches out of 50 event(s) in the sample log. a
Filter for Log Group: Linux-Sysytem-Logs
You can use metric filters to manitar events in a log group as they are sent ta CloudWatch Logs. You can manitor Line Line Content
and count specific terms or extract values from log events and associate the results with a metric. Learn more Number
about pattem syntax. 1 Oct 18 03:01.04 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Filter Pattern 4 Oct 18 03:29:16 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
DHCPREQUEST o 7 Oct 18 03:55'43 ip-172-31-20-54 dhclient 18781 DHCPREQUEST an eth to 172.31.16.1 port 67 (id=0x1551
Show examples 10 Qct 18 04:20:18 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Select Log Data to Test 13 Oct 18 04:43.37 ip-172-31-20-54 dnclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
16 Oct 18 05:11:50 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Clear 19 Oct 18 05:39:11 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
0ot 15 0301102 1p172-31-29-52 dhel lent [15751: DHCPREAUEST am o<h 1o 172.51 16,1 por- 5~ © 22 Oct18 08:06:23 ip-172-31-29-54 dhclient[1878] DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Oct 18 03:01:04 ip-172-31-29-54 dhelient [1878]: DHCPACK from 172.31.16.1 (xid=0x15513166) 25 Oct 18 06:32:33 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Oct 18 03:01:08 ip-172-31-29-54 dhelient [1878]1: bound to 172.31.29.54 — renewal in 1690 29 Oct 18 03:01:04 ip-172-31-29-54 dnclient[1878): DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Oct 18 03:28:18 ip-172-31-29-54 dhelient [18781: DHOPREGUEST on ethl to 172.31.16.1 port B - - -
Oct 18 03:29:18 ip-172-31-29-54 dhclient [1678]: DHCPACK from 172.31.16.1 (xid=0x15513168) 32 Qct 18 02:29:16 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Oct 18 03:28:18 ip-172-51-28-64 dhelient [1878]: bound to 172.31.28.54 -- renewal in 1585 . 35 Oct 18 03:55:43 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
41 | E 38 Oct 18 04:20:18 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Results 41 Oct 18 04:43:37 ip-172-31-28-54 dhclient[1678): DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Found 17 matches out of 50 event(s) in the sample log. [i] . ) .
44 Oct 18 05:11:50 ip-172-31-29-54 dhclient{1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551
Show tes! results 47 Oct 18 05:39 11 ip-172-31-20-54 dhelient 18781 DHCPREQUEST on eth to 172.31.16.1 port 67 (d=0x1551
50 Oct 18 06:06:23 ip-172-31-29-54 dhclient[1878]: DHCPREQUEST on eth0 to 172.31.16.1 port 67 (xid=0x1551

| 3

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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CloudWatch Logs A MUOXT 1 )LHF (2/2)

CloudWatch X FU O X (C—EUTZI\S — > = i ix
SETEXFINOIT NISEESE(CEKID 75— AVER. SNSIEENTIEE
ARIYGRA7 4 IIDERREA BRI 7 ADEID YT

QJJI—=FD7 1 )L —: prd-log

OF ARy RHREBLRL/NY—E—HTa2E, EELEARUSRCERZAET, ANUSIRAESSTRRT
EARIFALFI—LERELTEBATSCLETESRT,

7 0 LY DA cloudwatchalarm-test o

1L INF—

X RO A
ARY Qliﬁﬁﬁgl"eﬂ:l LogMetrics = IO B L WE BT 2B DERL
A U7 R4: flowlog-check o - EXLI (’Q—)(Co—‘;léibt:
KA RUOX(S/INT Uy
P B 0 a2n3iE
B ) O~ s
o b Ml [0 PN BH13) 5 — 2 e Sk Db

(&1 %Z$EFE
== aws
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CloudWatch LogslcE & =00 % T« ILF)F—= (XG0 TYU 7 ILF A Al
Kinesis Data Streams/Kinesis Data Firehose/Lambda/\#x1X

e 1DOOT0)L—T(CDE, 1DOBTROUTS 3> J4 )L %% EDRE

HIOXoUT2 3> AWS Lambda Amazon Kinesis Amazon Kinesis
CloudWatch Logs J1ILS Data Streams Data Firehose

AWS CLINS DO HMHEZTERIEE aws logs put- subscrlptlon -filter ¥

--log-group-name xxxxxxxx "¥

--filter-name "“Xxxxxxxx" ¥

--filter-pattern "{XXxxxxxx = XXXXXXXX}" ¥

--destination-arn "arn:aws:kinesis:ap-northeast-1:123456789012:stream/Xxxxxxxx" ¥
--role-arn "arn:aws:iam::123456789012:role/xxxxxxxx"

aws
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A—R5—X : YD ROUTS3>T 1 IV DFIAG
Lambda% &R UJzElasticsearch ServiceND A KNJ—=>7)

&

)I..I:l 'é'ﬂf *%% I:ILn_arl
Td& D Lambda®d

CloudWatch Logs J1IL5 AWS Lambda E=ZEHFRE Amazon Elasticsearch
Service

Kinesis DataFirehoseZ & U /=S3N\DF — A Hrix

\
HIJXoOUT23> - A SN
CloudWatch Logs J+4I)L5 Amazon Kinesis fERACI} SIS Sselels)S
Data Firehose Service (S3)
Kinesis DataFirehose DO XS LT L T4 w I RICLDIA LRS ) SR
> J'&¥R% Apache Hive J 4 — < v ~CERERIRE myPrefix/year=2018/month=07/day=0

myPrefix/year=!{timestamp:yyyy}/month=!{timestamp:MM}/day 6/hour=23/
=l{timestamp:dd}/hour=/{timestamp:HH}/

https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/logs/CWL_ES_Stream.html

https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/logs/Subscriptions.html

https://docs.aws.amazon.com/ja_jp/firehose/latest/dev/s3-prefixes.html aWS
© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Amazon S3 ANDOOYVF—ADIVAR— b

AV —=)UHAWS CLIICEDFIH. AR D5E T (CIIEFLH SEBFR
O—RT—XR : OTRBDIZHIC—EFT— S %= T Rikw 2 (CEE

F—YESILTIAR~h

d>Y—)LoD{EH

o TOANR—bIBDT—FDHAM
- S3/)\Uwv hODIEE

« J\Ovw R TLTJa v IORDIETE

AWS CLIZERUEIIRAR—b

T O AR— b XD DYER
aws logs create-export-task --task-name "my-Log-group-69-10-2015" --log-group-name "my-Log-group" --from
1441490400000 --to 1441494000000 --destination "my-exported-Logs" --destination-prefix "export-task-output"

A R0 DVERR AT — 5 A8
aws logs describe-export-tasks --task-id "cda45419-96ea-4db5-9833-aade86253e66"

aws
p
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CloudWatch Logs Insights

é . ) A RMUOR(CIECTZ @)
aws A NY 2= 7O 32 DRT DDD
AWSH—EX CloudWatch Alarms
= N CloudWatch Metrics
_ O ARUORER(E
HERS AT A i
05 %3%4E . O DEHE .
) ’ (R
AR NOIS LT CloudWatch Logs Insights
=Ty ML DR CloudWatch Logs
O Q)
Ool  Ood
event-base  time-base CloudWatch Dashboards

CloudWatch Events aws
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CloudWatch Logs Insights& (3

CloudWatch Logs DOV FT—A&AIASIT4 I CHRBEUTH

- BHDODIUTIVUESELEWS DD 2TV TEAORION> Raigtt

- BXTJIILOTY, OTVUOBEEHET. OJ T« —)L Rkt zigt
 2018/11/5 BUB#(C CloudWatch Logs ([CXESNcO0 5T — S ZHRZR O] BE

YL IWNI S

&y a—ERien Foyvav v [# Learn how to write log queries
o avyE
DOOJI/_j > 15% 304 1R 6BER 1284 18 ARSL +  p fields
filter

fields @timestamp, Emessage
| sort @timestamp desc

I limit 20 .‘:1:;‘3 *ﬁﬁ“ént
%1?3_501|J parse Dga)j’(_)l/F

I ORT Y7oy ~ 44— FRyIHBHBE EX—ILERED LS,

I 4 BHENET r—ILF
TRl TITURER Q 7—nroR
@logStream 100%
HHoBRICESOT IRy hORE @message 100%
@timestamp 100%
159 accountid 1009
% sttt aaial oot bttt sttt s
o I | 1 | | s ssss ntortaceld 100
Q7:30 Q7:35 Q7:40 Q7:45 Q750 07:55 08 AM 08:05 08:10 0B:15 08:20 0B:25
) ) logStatus 100%
11,683 L O—RiERE—BMUELE 12642 LO—F (3.4 # @ 3,695 L. O— R/ (502.2 KB B TAF ¥ »Ehi- 1.7 MB) start 100%
# : Btimestamp : Bmessage : version 100%
action 93%
»1 2019-03-08 23:26:06.000 2 981255050802 eni-05ec65f{60d063ec? 10.1.62.174 10.1.105.124 80 16816 6 5 533 1552087566 1552087624 ACCEPT OK b 93t
y2 2019-03-08 23:26:06.000 2 981255050802 eni-B5ec65ff60d063ec? 185.254.122.120 10.1.105.124 53283 2273 6 1 40 1552087566 1552087624 REJECT OK awt:m 939
»3 2019-03-08 23:26:06.000 2 981255050802 eni-B5ec65ff60d063ec? 10.1.105.124 10.1.9.244 54586 88 6 6 455 1552087566 1552887624 ACCEPT OK GS'P nr 939
X 2019-03-08 23:26:06.000 2 981255050802 eni-05ec65ff60d063ec? 104.248.247.78 10.1.105.124 49937 8088 6 1 40 1552087566 1552087624 REJECT OK s Kct o
»5 2019-03-08 23:26:06.000 2 981255050802 eni-05ec65ff60d063ec? 10.1.62.174 10.1.105.124 80 16852 6 5 533 1552087566 1552887624 ACCEPT 0K packsts

aws
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CloudWatch Logs Insights (3#&4QRRS1 0O &Y R—b
EESNBDOTZE(C3DDT + —)L REARK

- @message: EDRFEMTOOTA R

« @timestamp: O X> bH' CloudWatch Logs (CiBINS ATz iFHE
« @logStream: O R> hDBHIFEDOT R b — ADEHE]

VPCTJO—O4J. Route5307). LambdaOdZ(ZB&TI+r —)L RE&RH
. ows«r s#Ens0f9o«-0k

- . @timestamp, @logStream, @message, accountld, endTime, interfaceld, logStatus, startTime,
AEEEEE D02 version, action, bytes, dstAddr, dstPort, packets, protocol, srcAddr, srcPort

N @timestamp, @logStream, @message, edgelocation, hostZoneld, protocol, queryName,
Route 53 O . .
queryTimestamp, queryType, resolverlp, responseCode, version

Lambda 0% @timestamp, @logStream, @message, @requestld, @duration, , @billedDuration, @type,
@maxMemoryUsed, @memorySize

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. ~ =)



CloudWatch Logs Insights T U3
6 DDV ITVUIXY > REYR—MUZSEOEECARL—23 VAR

BELRZI 1 —ILREOJTANR MHSEYS

fields
filt OTVDFERE 1 DU LEDORGFICE DT
ineer S eu>s
tat 077+« —)L ROMBICEDWVWTENET =5t
Stals = sum(), avg(), count(), min(), max()(Z &
ERELEOTAR> MY —~
sort
limit OTUNSIRENDOTAR> hOEZ IR
OJ7J+«4—I)LRMSF—a%=HmHB L. 1 DL
FDOTTTASIL T« —)L RZEVERL
parse

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

- O 7+« —I)L R @message ZEUS
fields @message

- XFH"error"NEENDOT T« —JL R@messageZ BUS
fields @message | filter @message like "error"

- XFF"error"NSEND0OT T« —)L R@messagez 777> b
filter @message like "error” | stats count(*)

- O 7« —I)L RbytesDBFIE T @messageZ FR
fields @message | sort bytes desc

- 02 7+ —)L Rbytes®DB#/E T @messageZ 10{45KR
fields @message | sort bytes desc | limit 10

- O 74 —)LR @message "5, TITASILI =)L

R @user. @latency ZiH L. @user D—RBIMEAEDET &
(CFEEHL AT —ZIRT

parse @message "user=* latency := *" as @user, @latency | stats
avg(@latency) by @user

aws
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CloudWatch Logs Insights T U3
HE AL — 3 > (filter D> RTHI)

= l=<<=>>=
BiiARL —=3 > (filter Y > K &fields O > RTHIR)
- & +, WE: -, /R *, [FE.: /, 18280 », Bl5R: %
FUEARL—2 3 > (filter ON > R &Efields Y > RTHIA)
- #BXHE : abs() , PR : ceil(), FBR : floor(), &=A4E : greatest(a,b,...,z),

etc.
—f%EAEN (filter O~ > |~ &fields O~ > R THIR)

* ispresent(fieldname) , coalesce(fieldname1, fieldname2,...fieldnamex)
IR E (filter O~ > = &fields O~ > R THIA)

« isempty(fieldname), concat(stringl, string2, ... stringz), etc.
HEFE X (filter O~ > = &fields O~ > R THIA)
httes/ (atefi oor(aopeirddyzotrateteti(as-yer 0d)etentaxhtml aws

A?f tes. All rights r



B2V OTV

CloudTrail / —fi% / Lambda / Route53 / vVPCTO—O9 DY > IO TV %R

#

« Bl vPCTO—OJMEIFIC EETEIXETDIPY RLRBIDFEE, &/1\

A\ NEmx| OO Zigt
e CloudWatch L oas(C M/ &N, T LN ST < (CHIBN BIEE

JTUDANILT
4w 2= RiSE Fouay v [ Learn how to write log queries
aARE
stg-log ~ 154 307 1RKHE ek 128BE 18 HASL - » fields
stats avg(bytes), min(bytes), max(bytes) by srcAddr, dstAddr fiter
stats
sort
T DT ESAEEIL 2Tl e T — BN OB EBE EX—JLERBED IEE W, limit
arse
— CloudTrall @2 YU P
as AIR{E —pss Ty ‘HEheT =LK
Lambda ®¥ TY Q 71—/ ROBTE
R OER I
Routs 63 7TV @logStream 100%
100 @message 100%
* I UDP & 70 h ILEERTS IPF KLR I I I I II IIlII gumestamp oo
0r~ T T B accountld 100%
08:35 0840 0545 EETEZEED IP 7 KL AR/ MEED kv 7 10 0915 09:20 08:25 0950 end 100%
L RERE—BLELE (1 .

11,749 LO— R E—HLE L 13,120 L [ b gy e e O S L o /2 interfaceld 100%
# : srcAddr : dstAddr SAVaLDYLes ) minLpyLes) | maxioyce : logStatus 100%
3 start 100%

version 100%
2z 54.240.225.178 10.1.59.50 6354.4673 599 7123 action o
3 54.240.225.173 10.1.59.50 6780.8571 599 7083 I
bytes 93%
4 185.53.88.125 10.1.59.50 441 440 442 dstAddr aa%
5 10.1.59.50 54.240.225.178 376Z.1682 293 4217 AetPart a0k

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Visualization

CloudWatch Logs Insights TaIfR{bigREZ 2t
BRI T L RS U — SIS « S s S
+ Visualization (DAERK(CIHBETRERAF =
¢ D EDLUEDERIRIE stats() BIgE 5 ' i
NI BOD £ ing W w“ N,
 VisualizationZz/4 v = 1 /Rh— R(CEBHNR]EE :‘ ’ '. \ i'*l

l iy

Mw H n

aws
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CloudWatch Dashboards

é . ) A RMUOR(CIECTZ @)
aws A NY 2= 7O 32 DRT DDD
AWSH—EX CloudWatch Alarms
= 5 CloudWatch Metrics
_ O ARUORER(E
HERS AT A i
OO . 05 DFE =
) ’ (R =
AR NOIS LT CloudWatch Logs Insights
=Ty ML DR CloudWatch Logs
D @
Ool  Ood
event-base  time-base CloudWatch Dashboards

CloudWatch Events aws
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oudWatch Dashboards
e CloudWatch >V —)L THRANA XAJRERS W S 1 h— RZEVERK
« BRB—3>0DUYV—ITH. 1 DDAV aRh—RTEZA>J0JEE
- BEIEFRIREZIEERIEE(L0s, 1m, 2m, 5m, 15m)

Tokyo v Support v

CloudWatoh sample-dashboard - Add widget Actions ~ 1h 3h 12h 1d 3d 1w custom - <
| Dashboards
- sample-dashboard < .
A Heading
Sub-heading
Icent @ Paragraphs are separated by a blank line. Text attributes talic, bold, strikethrough .

oK o A link. A link to this dashboard: sample-dashboard .

Billing
Events Button link Primary button link

Fickes; Table Header

Event Buses

CloudWatch  Dashboards

Logs

Insights Text block

Metrics ssh my-host

Return Size VolumeTotalWriteTime

. 0.005
Favorites 790
©Add a dashboard B o0 /\/\_

0
2200 2215 2230 2245 2300 2315 2330 2345 0000 00:15 00:30 0045 01:00

ReturnedBytes

Log group: /aws/lambda/ n g L

# : @timestamp emessage

»1  2019-03-05 01:00: 2019-03-05T01:00:55.1012 cead3c67-71d7-4035-9b0F -8c59d3b81dcc Response: {}
»2  2019-03-05 01:00:32.904  START RequestId: @892aace-be41-41cb-9610-06f56b3abbeS Version: SLATEST
»3  2019-03-05 00: START £2450727-80ac-4e20-b0ad Version: SLATEST

>4 2019-03-05 00:59:32.460  END RequestId: 93cddc7d-4742-4e7f-84b6-b0b35d0149ed
»5 2019-03-05 00:59:32.460 93cddc: f: Duration: 103.19 ms Billed Duration: 200 ms Memo

»6 2019-03-05 00:59:32.441 :32.441Z 93cddc7d-4742-4e7f-84b6-b0b350014%ed Error: { "code": "ENOTFOUND", “"errno' E
»7 2019-03-05 00:59:32.441 32.441Z 93cddc7d-4742-4e7f-84b6-bOb3500149ed Response: {}

»8 2019-03-05 00:59:32.441  2019-03-05T00:59:32.441Z 93cddc7d f-84b £ ge” : “{\"code\" : \"ENOTFOUND\" ,
»9 2019-03-05 00:59:32.334  START RequestId: 93cddc7d-47 -84b6 Version: SLATEST

aws

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



v aR—

RIS

- BB TA MU TR ZLEE
AAIAYVOTUF

- RFREIZFBE CEETZLEE

5 L]

« A MUORDEHEZRR

FFA B

« Y—UAFIERICKDERR

« INFZELTITIVUZIZIETE

DITVUDHER
 Logs Insightsh'S#ERZ R~
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RTRRAIBERSDDI STV b

VolumeQueuelength, VolumeTotalWrite... VolumeTotalWriteTime
EF1=-whk Seconds
0.001 0.006
|
| WA [
0.001 V\ ;\/‘ 1 0.003
|
\ [
\ |
|
/\ ||‘
0 k 0
22:00 23:00 00:00 22:00 23:00 00:00

@ VolumeTotalWriteTime

ReturnedBytes

= Dashboards

1. Graphs HeturnedBytes

2. Text widget

@ volumeQueueLength @ VolumeTota/WriteTime

Heading
Sub-heading

Paragraphs areare separated by a blank line. Text attributes itafic, bold, strikethreugh .
A link. A link to this dashboard: sample-dashboard.

Button link Primary button link

Table Header

CloudWatch Dashboards
List syntax:

QT ) —7: il s - e wm

etimestamp @message

b1 2019-03-09 00:42:13.690  2019-03-097T00:42:13.6902 fBeS34cd-21e8-4dbl-bebs-B4ebBRdsllcT Response: {}
»
»

2 2019-93-09 20:41:57.420  START Reques 76000089~ 1670~ 4€7F -babf -95869484400F

3 2019-03-09 ©0:41:43.096  REPORT Reque: eee-1c7d-4150-87a1-001b0b014802 illed Duration: 200 ms Memory Size: 128 M8 Max Memory Used: 71 MB
»4  2019-03-09 92:41:43.096  END Requestl eee-1c76 7
»S  2019-03-09 00:41:43.095  2019-03-09700:41:43,0952 ebba 001606014802 Error: { "code”: “ENOTFOUND®, “errno”: "ENOTFOUND®, "syscoll”: “getaddrinfo”,
»6 2@ 09 00:41:43.095  2019-03-09T00:41:43.095Z ebba 106014802 {“errorMessage”: " {\"code\" :\"ENOTFOUND\",\"errno\":\"ENOTFOUND\ ", \"syscall\" :\"
»7 03-09 00:41:43.095  2019-03-09T00:41:43,095Z ebadee: 001600014802 Response: {}

» B 2019-03-09 02:41:42.945  START Requestld: eb6adeee-1c7d-4150-87a1-D01b0bD1480Z Versio
03-09 ©0:41:37.635  REPORT Requestld: fc3e4681-0246-4c67-9bco-fI02b04b704f Durat
» 10 2019-03-09 02:41:37.635  END RequestId: fc3e4681-0246-4C67-9bCT~FI0ZbOALTDAF

ATEST

: 20.67 ms Billed Duration: 100 ms Memory Size: 128 M8 Max Mesory Used: 71 MB

aws




Y4

API/CLIDEA
APIB KU CLIUC KDWY S 17 R— ROER D AT &E

BFDY v aRk— R

Heading
Sub-heading

TR TS E LACA R Iy 4R e Tert FTOUME S BOKL evatvagt

e [T

Tetsn e

Peturn Size Vokarme TotalWeta Tirme

Log group: MmalamtdaLogs ToBlasticseanch_handson-sen

[Nr—

"~ imetew

oS v aR—R

Heading

Sub-heading

aragricre i sagernd by 4 s e, Tevt EYCAA Aakc. Bkl SPEvEG
|

Toase rae

Petumn Size Vokame TotafWeta Tirme
790,
Log group: fema/lamixsa/Logs ToElasticseanch Nandson-ser!

Simeston Sisage

get-dashboard
aws cloudwatch get-dashboard --dashboard-

name old-dashboard
—4w < 13 7R— RdDbodyZjson THUS

put-dashboard

aws cloudwatch put-dashboard --dashboard-
name new-dashboard --dashboard-body “ ER%
L 7zbody”

—FLWS Y S 1 /R— RZ{ERK

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Automated dashboard

AWSH\HEIR T BINARNT SOF7 4 RAICEDWESY S 1R— REBEEERK
e BFEH-EXCEHDNEIH—EXRZFEWVWESY VS a1/R—R
e UV—XXT)N—THFERUTCSRATALACEICTAILIU>J0]EE

CloudWatch: EC2 ~ Teneramge 1k 3h 130 1d 34 1w custom =

I [T — B I Servion dashnosd
1IN ) W . j;b .
DAV EY ) Vel s i ) = re——
CPU Utilization Average Disk Read Bytes Average Disk Read Ops Average
reep— Varicus it Count
I} 1.00 100
23
Beccnroarery Sibes
L EE nas Dazs nas L EL
Disk Write Bytes Avarage Disk Write Ops Average Network In Average
“Waricum wnits Cionant “Waricum unita
100 1o -
T
[ 1
1825 125 na2s 128 1825
Network Out Average Hetwork Packets In Avera... Network Packets Out Ave...
‘Wiricus wfits Consit Conssl
R B k]

e
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CloudWatch Alarms&oDHiaS

« {ER% UT=CloudWatch Alarms =4 v < 1 7/h— RITIEHIH BIEE
o ALARMIREE(CIRD ETar =T v MHYIRICEND
« WNURT ST, RAWVOTST, HAETHIHTIEE

&y aR—Rigém

1. ¥y 2 R— ROER ZLEa—

BEOY v 2 R— RERIRT B0, HLWSy ¥ aR— REFRL ZO&3IEY v aR—REFr— PRI ENET,
ESn

networkin-alerm
sample-dashboard2 v | HERAER

2. 94 J Ty hF A TDER
AACHIFNRY T 7, 2EO—BOKRIAAY Y I TUTE, & Nesiorkin 2= 1000 tof | Caapois witins #
FEOT=5 U S A BIWEREL &5,

) & 5

FWIST  A9vITY L
7

2200 2230 2300 2330 0000  00:30  01:00

3.4V RIARNILDAZITAX ® Networkin

TAIIY BT TAI DY MLDBID L TShEd, ATY
AVT. TITHANLEARGIAXTEET,

networkin-alerm

Frotil EECPER ST ]
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CloudWatch

4 N

AWSH —E X
=
BEHRS AT A

\_ J

A RUSRERE
g &

Events

A RNUOZ(TIHUTZ
723> DET

CloudWatch Metrics
A NI DR %xE

OO %% O oaElt
LR NES U

F—=Ty MMCKDUE CloudWatch Logs

a
Ooll Ooll

event-base time-base

CloudWatch Events

—0

0o

CloudWatch Alarms

CloudWatch

—

ogs Insights

B

CloudWatch Dashboards
aws



CloudWatch Events

« AWSLEVY—XXDEEZRI AT LAND MDA N —LZiRE
e SRAFTLANRKNERNIH—-EULUT, —5v MIARD hEALIE

O

EC2

Cloud
Trail

Spot

AWS
Health

Route53

etc

Time
base

Auto
Scaling

ECS

Guard
Duty

Custom

——)
AR NERK

{ "version": "0", "id":
"6a7e8feb-b491-4cf7-
a9f1-bf3703467718",
"detail-type": "EC2
Instance State-change
Notification", "source":
"aws.ec2", "account™:
"111122223333", "time":
"2017-12-22T18:43:482",
"region™: "us-west-1",
"resources":

[ "arn:aws:ec2:us-west-
1:123456789012:instance

/ i-1234567890abcdef0" ],
"detail": { "instance-id": " i-

1234567890abcdefQ",
"state": "terminated" } }

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Lambda

SQS

EC2
API call

Forehose

Built-in

etc

III%HHIII
IIHHHHHEII
Code
Pipeline
Function

aws
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CloudWatch Events (JL—JLD{ERL)

Step 1: Create rule

Create rules to invoke Targets based on Events happening in your AWS environment.

Event Source Targets

Build or customize an Event Pattern or set a Schedule to invoke Targets. Select Target to invoke when an event matches your Event Pattern or when
schedule is triggered.

@ Event Pattern @ Schedule &
© Add target*

Build event pattern to match events by service
Service Name Select or type to search...

Event Type

w Event Fattern Freyiew ‘0OpYy 10 clipboard dl

o AR RMVV—X =TV bk

AR BNINI—22RIRTBHZ LT, FEFZIBELIV—IVZVERRTTHE
aws

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. . )



*

FLWAAR> -5y hDYR— b

CloudWatch Events ®JL—)L & UTHMDAY —5'Y N&EIEN

AWS Batch =37

CodeBuild 7O0>1 7 b~
CodePipeline

EBS XF+wv I 3w hDIERK

EC2 1 > A5 > ADIE 1L /B H)/H|I bR
ECS X7

M7 HI> "fADAR KR

Kinesis Data Firehose MDEUS A kU —
AN

Inspector 7TRAXA> b2 TL— b

Kinesis Data Streams (DX kL —

Lambda Bd#X

SNS hEwW D

SQS F+1—

SSM Automation

SSM RunCommand

Step Functions State Machine

https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/events/EventTypes.html#ec2_event_type

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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e LUTZIL—ILDEHE

IL—=ILBEEME - ERNMEN PIEE

Rules

Rules route events from your AWS resources for processing by selected targets. You can create, edit, and delete rules.

Create rule Actions « - ©

Edit

Status | All « < Viewing 1to 3 of 3Rules > »

Delete

Status IET

Description

() . TerminationPolicyChecker
. shootMyInstances
’ shootMylnstances-2

aws

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



g 0 274 YAV

D AWS A bEANRD FMEXEZEITDELSIC AWS PHD > MEETE

1. ZEMMI7HDO> FTARD hDOZEZEFB] T DAWS I’ NI > hEFES/Organizationsz 8 1E
2. XMEMFZHO NTRERIZHDI> b2 —50Y bETDIL—ILZVER

3. REMITHD NTRELEANRY AR N —RXETFTDIL—)LZVERRK
A—RT—X :NIILFFARI> BMEHITDIY—-XEHE

XER7ZHDO S PEMTZHOE 1.AXRD NNADRTE
© 2.ZEBT N> SADIL—I LR
E tD(tLD beee AW Lambda
ven |nE1]e- ase _ :
M CloudWatch Events CloudWatch Events @-E»
Event (event-based) Amazon SNS

3. AN MC—ET BIL—ILZAERL
aws
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d1—RX%5—X : Cloudwatch Events®FIAHI

« EC2DRunning-rf N> bz cUH—(TIBEAS TN DU TULVRGE (Sterminate

EC2MDrunning %z EC2OT IR L.
N —(CLambdaZz 2 Eh IBEASY I DRSS terminate
[Inﬁ — —
Event(event-base) AWS Lambda Amazon EC2
« X523 —-)L%ZENJH—ICEBSODRF YT 3w bOBUE(GEHR/ \w 77w )
) R Z1—ILRT 18 LIREBSH B R p—
IL—ILZ5%TE —

FwvIT 3w hzEEUS
0 [l — I @
Amazon Elastic Block

Event (time-base) Store (EBS) Snapshot

aws
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Amazon CloudWatch Events T®D AWS Health I\
>S>hDEZ=ZAVUSYD
AWS Health [, AWS DUY—X, H—EX. BXUO7HI> FDIRFEEZE BRI

1€

e AWS HealthTRX> FDRXFT—HADZEZWER L. 703> F3YV—)L%E
GitHub™¢Z®"

AWS Services and resources AWS Health

Health events

>

AWS Health
triggers AWS
ll Lambda functions

matching Amazon
CloudWatch rules

AWS Lambda to
execute automated
and custom actions

<

aws-health-tools: https://github.com/aws/aws-health-tools

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. ~ =)



Private Link MD33)ii(Metrics / Events / Logs)

Ve N\
QEBEIR LS
CloudWatch SNS->LambdaZ% T
BRI SZELTD
2 B3
\ t ‘\ J
Or-sr>hns | N N
CloudWatch~ g el W
A RUIZ i \
F— BRI \
e I , | I
&
ﬁ Q 0 NAZIA S
a>YV—)L
Ool] &
\_ J

CloudWatch#fi&T—>1 > b
(+ StatsD or collectd)
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POz &

e AZTLZREULLETZANR— I TRY ~
IRIB (CH (T B CloudWatch DOFIFE

« H—)BEDOSA M IR ZINELELR

-  EERSENDOWISZETD

X NUHZHISTR RIBE

. CloudWatchfi& T—=>1 > hNEA
Windows/Linux X U2 X = EUSR]gE

=3
«  PrivateLink(C &k B EAtgiE{E N e85
StatsDY>collectd T—=>1 > hZEBIILTELD
¥ UULVIBERZUNEE DB
o PARILARNIDRADFREITER
aws
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A NUOZDRE TS—ADA NI TINE
e . ) ARUORITHUTE (@)
aws A NY 2= C\\ 7O 32 DRT DDD
AWST—EX _ CloudWatch Alarms
E" W APIOHE  CloudWatch Metrics
o |  ARNUORERE RFvIENLET—HDORE
HERS AT A .
O 7%*(E O oa]R1k —=
) ’ (R -
AR NOIS LT CloudWatch Logs Insights
F—=Ty MoK DUNE CloudWatch Logs v 1R— RORIE
T —FEXREE(7D N DORE
0 @ 5 — 5 DELDIAF RIS C@
DDD DDD RIFORE
event-base  time-base /1 R> ~ORIE CloudWatch Dashboards
CloudWatch Events aws
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Amazon CloudWatch Of®

CloudWatch Metricspmzsaxruszzast)  CloudWatch Events

1] EC| JXAM(BER) 1] EC| JXBM(AER)
=)D 10,000 X kX 0.30 USD PRI AR>S 100 BFHED 1 USD
R 240,000 X KU R 0.10 USD OORTHI> MM~ 100 AESIZD 1 USD
R 750,000 X kU 0.05 USD

1,000,000 X MU R ZEZX D%E  0.02 USD

API
« O&EDD GetMetricData API U T AR TRIUA MJUOX(CXHUT. 8K 5 DOfFistZE T X haJgE

POE JAMAE)
GetMetricData Z{ERA LU CYUOI X h&anfz 1,000 BEDA IO B0 0.01 USD
GetMetricWidgetlmage Z R U TU IR b&iniz 1,000 DA KJUOXBIZD 0.02 USD

GetMetricStatistics. ListMetrics. PutMetricData. GetDashboard. ListDashboards. 0.01 USD
PutDashboard. DeleteDashboards U2 I X ~ 1,000 &1z '

20193 FRMERY —= 3 > DffitgsR

https://aws.amazon.com/jp/cloudwatch/pricing/

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS



Amazon CloudWatch Of®

CloudWatch Logs &TU'Insights
« CloudWatch Logs M7 —#FEnkiX(E (70 K) (& EC2 RER—DREFBUNETT,

OJ5—% Vended Logs(VPC & Route530D7)
FOE (] JXMA#E) PO JX MA#E)
INE(T—2 DELY AH) 0.76 USD / GB F—SHDiIAH 10TBET 0.76 USD / GB
RFE(T—hHA4 D) 0.033USD / GB F—AEDIAFH RD20TB 0.38 USD / GB
: 0.0076 USD /GB F—AEDIAFH RD20TB 0.152 USD / GB
IHr(Logs InsightsddZ7 V) (ZF v ENET—5) “
F—AHEDIAFH 50TB~ 0.076 USD / GB
S3lcOV=ZEcfE(vPCTO—0O7) = o g
1] | JX MAEE)
10TB =T 0.38 USD / GB %Vended Logs(&. AWS Y —EXXNRITI D00
JR(20TB 0.228 USD / GB
RM20TB 0.114 USD / GB

2019 3R mMERRE Y —= 3 > fiitgsk
50TB ~ 0.076 USD / GB https://aws.amazon.com/jp/cloudwatch/pricing/ aws



Amazon CloudWatch Of®

CloudWatch Dashboard CloudWatch Alarms
5k mp §N(=E)) FOE ] m AL

HwaR—Rdpf=0D 3 USD IAENREE TS — L (60 1) 7S—LADANIIZEB=0D 0.10 USD
ENREETS — A\ (10 1) 7S—LADANJIIZEB=0D 0.30 USD

LI FR A

H—EX iy b l)cp e
CEBAE=AUSIDA NI (5 DRIE)
AN CEHE=SUSIDA NJSZ 10 8 (1 5RER)

- 100 5D API U I X b (GetMetricData 3 KU GetMetricWidgetimage (C(EBEHETNEEA)
AvaR—R - BASK S50 EDXA NI O (CHIET DY v aR—R 3 1E

o= 10 DT S—LANIDXRX (EDEEEEY S —AICTERASNEEA)
04 5GB T —4% EDiIAH. AL —2DF—HA7. Logslnsights JTUICKD TRAFv >Nz
5 —4)
AR~ c ARG LANRY FZERSINRTDANRY MATER

201953 AR RDERY —= 3 > Ofiitgsk
https://aws.amazon.com/jp/cloudwatch/pricing/

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS



Ql
/

aws

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



x&H
AtzZ=7—T(d Amazon CloudWatch hME#H T DEEEEZ BN

4 . N A RNUOZ(TIHUTZ (ﬁ
aws A NY 2= & 7O 32 DRT I:l i
Q —
AWSH—EX CloudWatch Alarms
= CloudWatch Metrics
_ * A NUORERE
BERZ AT I .
\_ ) O ESH] & O oa]R1k ——
Q —
AR NOIS LT CloudWatch Logs Insights
F—=Tv ML BE CloudWatch Logs
D @
Ooll Ooll
event-base  time-base CloudWatch Dashboards
CloudWatch Events aws
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L&

- Amazon CloudWatch (FAWSUY —X, ZTJUS—>3> A>T =X
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