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{
"Sid": "Allow for use of this Key",

“"Effect": "Allow",
“"Principal™: {

"AWS™: "arn:aws:iam::111122223333:role/UserRole™
b

"Action™: [
""kms:GenerateDataKeyWithoutPlaintext™,
""kms:Decrypt"

1
}1
{

“Sid": "Allow for EC2 Use",

“"Effect": "Allow",
“"Principal™: {
"AWS™: "arn:aws:iam::111122223333:role/UserRole™

esource'': "*"

}

"Action™: [
"kms:CreateGrant',
"kms:ListGrants',

""kms:RevokeGrant"'

1

esource': "*",
"Condition": {
"StringEquals™: {
"kms:ViaService": "ec2.us-west-2.amazonaws.com""
s
s
}
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http://docs.aws.amazon.com/kms/latest/developerguide/policy-conditions.html#conditions-kms-via-service
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7IV> 917 H—EX - AWS Key Management Service DRARNI'SIF4R

BRI REVRIETE RS — WIEERDIEEIN) S — LDEBEEN D B R THUN'EETY,
"Effect: Deny" ERUMRUS—XFT—MX2 NT NotPrincipal Z{EH T 3. RUS—2F7— MU RNTIE
EENTUVRHER(E, F8EENTVU> )L EERS IRTOT> ) VUL TBRRIY(CIERSE
N9, s LMD KMS RS —(F, ERRCENSZMEETZ0-)LZFRVT, EERICIRTO
KMS ARL =232 (Lt 927 IR ZBATRNICHET 22 ENTEFT . COFEE. HERORVD
—H-NKMS ANDT7 I AFF a1 2B B AT 5 I 2DZFHDICIRIIEF T,

CMK F—RUS —HN(AEFETEZT7HI> MDIL— TV )L EDBE. AWS KMS AD CMK A
OHERRDFENFEELE T, E5(C, SFETEZ7HV NI IAM RS —ZERAL T, INS5DE
BRz 1AM 1-H—PEEO7HV> hOO-IUEET DN TEFS . COFFETF—RIZ—0
BIRZARE TSN BDEI N, BIRFHC. BEESNTAERNELCEEEIN TV L%
RIBDIMEFETEZTHIDNAMIFLUET . 51 DDFAEELT. KMS F—RUS—D A= {EF
LTIRTOF RN 1 - - A\DHERZEIR I 275E50HDFI N, TNFF—RUS —%1EHE(C
LT, BEEUPIESMERLET . EOLIRSEZERAITINCENS T HEICRDOHERDE
FIVCAES(C(E. SFEDEFEAE T LD BT 2RBLHDET,

F—RUS—DZEE (. AWS DADIZFTTORIS —IREIFEREIN TV DERUAERET LR
WET, DFD, I-Y—(FF R -2 ZEEIIEREZFFTH>TLDN, FoTLWRLHDLITNNNC
RDET, CMK @ PutKeyPol icy #ER%Z1FD1—-H—(d. cMK DF—RU>—%, &RUIBID
F-TRECBSHRABENTEEFT, F-RUS—ZFAITDE. OIS UL cMK AT
AYBEHFFRITEEIN, F—RUS —NRBEICHEEES 2D, HERZ LLEAEFICEIDE TS
BETY. OB 7 EROEEZOIEECT L (FS5EERILET . (5. BIE
® API J—)UBRVBEIC, DT> 2 )OLD cMK ZERY 3izsdDAI—-FFI>sniz—iEH
RIERZEER I IIHESIEFITT,

F-A\OT7 IR BHI AT S 2ER I 27TV -2 %251 I 25a1E F-CLtDfHt5
& F—FIRTEDTV )V DA 5 %R D ENEE T . CNHOFIBRISES 20% BT DI
DIEAEINE. BN OUMT LRV EZERLET .

dW$S


http://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#NotPrincipal
http://docs.aws.amazon.com/kms/latest/developerguide/limits.html#grants-per-key
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{
"Effect': "Allow",

“"Principal™: {
"AWS': Marn:aws:iam::111122223333:role/RoleForExampleApp"”
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}

ction": [
"kms:Encrypt",
""kms:Decrypt"

1

esource': "',

"Condition™: {

“"StringEquals™: {
"kms:EncryptionContext:AppName': "ExampleApp™,
"kms:EncryptionContext:Version™: "1.0.24"

}
}
}
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{
"Sid": "MFACriticalKMSEvents",

“"Effect: “Allow",
“"Principal™: {
"AWS': "arn:aws:iam::111122223333:user/ExampleUser™

dW$S



7IV> 917 H—EX - AWS Key Management Service DRARNI'SIF4R

"kms:DeleteAlias",
"kms:DeletelmportedkeyMaterial™,
""kms:PutKeyPolicy",
""kms:ScheduleKeyDeletion™

1

esource': ""*',
"Condition™:{
" NumericLessThan ":{"aws: MultiFactorAuthAge':""300"}

}
}
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