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Introduction
Public sector organizations continue to have concerns about the security of their data in today’s computing 
environment. To reduce complexity, some governments have mandated data residency – the requirement 
that citizen data is processed and stored in an IT system that is within a specific country’s borders – in an 
effort to add an extra layer of security. Data residency reflects a combination of issues primarily concerning 
perceived (and in some cases, real) security risks around data access by third-parties, including foreign law 
enforcement agencies. Public sector customers want assurance that their data is protected from unwanted 
access, both by nefarious attackers and by other governments. This paper addresses the real and perceived 
security risks governments consider when demanding in-country data residency. 

Why Data Residency Does Not Provide Better Security 
Ownership and the geographic placement of data have become major topics for cybersecurity and cloud 
policy initiatives around the globe. Command and control over sensitive enterprise data historically meant 
housing information locally on premises, or in physically accessible contractor-owned facilities within a 
country. Having full ownership of the “stack” – from the surrounding floors and walls of a building, to 
software on servers – made people feel comfortable that their data was secure. This rationale still guides 
the thinking of many governments.

As technology has evolved, however, three fundamental realities have disrupted the traditional “full-stack 
control” model: 

1. Most Threats are Exploited Remotely. The physical location of data has little to no impact on 
threats propagated over the Internet. Internet-connected systems expose an organization to a broad 
threat space, all of which are propagated from any location. Regardless of the physical location, if 
IT systems are in any way connected to the Internet (or other multi-party networks), even indirectly, 
they are at considerable risk and susceptible to a wide range of logical access threats. 

2. Manual Processes Present Risk of Human Error. Most cybersecurity issues have an element of 
human process failure as part (if not the entirety) of the root cause failure. A common example is a 
failure to patch vulnerable systems with published software updates for many months prior to an 
exploit. 

3. Insider Threats Prevail as a Significant Risk. The vast majority of major data compromises have 
occurred either through unintentional errors or intentional malicious behavior by individuals using 
authorized accounts that had the right to access the data. The high-profile breaches of the last few 
years were largely attributed to poor cyber hygiene practices. Physical location has no bearing on 
any of these realities.
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Why the Cloud Does Not Impact Compelled Access Risk
For some governments, data residency requirements are intended to mitigate the risk of another entity 
accessing its data. Compelled disclosure refers to access rights to data by governments or their agents using 
lawful means. Access rights can subject companies to laws and regulations at the national, provincial, and 
sector levels in any given country, and compel them to grant access or share data when lawfully collected. A 
sovereign’s lawful access to data is not a cloud-specific issue. In fact, compared to a traditional on-premises 
environment, law enforcement must generally overcome more barriers when attempting to compel a cloud 
service provider (CSP) to disclose another customer’s data. 

Limiting Compelled Access
Amazon Web Services (AWS) is vigilant about protecting customer content, regardless of the source of a 
data request. AWS will not disclose customer content unless required to do so to comply with a legally valid 
and binding order, such as a subpoena or a court order. AWS carefully examines each request to authenticate 
its accuracy and verify that it complies with applicable law. AWS will challenge requests that are overbroad, 
exceed the requestor’s authority, or do not fully comply with applicable law. Unless prohibited by law, AWS 
also attempts to re-direct the request to the customer, providing the customer with an opportunity to take 
action against the request.

The reality is that such compelled access 
occurs in a very limited number of cases, and 
generally only where there is an extreme 
need for information (e.g., to prevent terror-
related events). To mitigate even this low risk, 
organizations can practice due diligence and 
craft their own protections with available cloud 
services. In AWS, mitigations such as encryption 
of data at rest and in transit, data decomposition 
and distribution, and tokenization strategies 
can be employed for a fraction of the resource 
burden versus an on-premises solution.

Why Unauthorized Access Risk is Lower in the Cloud
Data residency requirements fail to address common avenues attackers use to gain access to customer 
data--namely, unauthorized access. This encompasses third-party access, including the possibility of insider 
threats or outside bad actors. Exploiting these vectors almost always results from a failure in basic cyber-

Restricting CSPs to one jurisdiction does not 
better insulate data from governmental access 

An independent legal analysis across early 
government cloud adopters assessed the country-
specific laws governing law enforcement access to 
cloud-based data stored abroad. This study evaluated 
ten international jurisdictions- Australia, Canada, 
Denmark, France, Germany, Ireland, Japan, Spain, 
UK and U.S.- and found that restricting CSPs to 
one jurisdiction does not better insulate data from 
governmental access. 

http://www.hoganlovells.com/en/publications/hogan-lovells-white-paper-government-access-to-data-in-the-cloud
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hygiene disciplines, such as system inventory management, configuration management, data encryption, 
and privileged access management.

Mitigating Unauthorized Access
Preventing unauthorized access requires practicing proper security hygiene and implementing robust 
preventive and detective capabilities. Hyperscale CSPs, such as AWS, provide a full security tooling 
environment to enable customers to maintain encrypted communications and implement tampering 
protections to mitigate this risk. Moreover, third-party access to AWS systems are allocated based on “least 
privilege” principles, approved by an authorized individual prior to access provisioning, and supervised by an 
AWS employee. 

AWS also monitors for unauthorized remote management and expeditiously disconnects or disables 
unauthorized remote access once detected. These attempts are logged and reviewed by humans for 
suspicious activity, and by automated machine-learning systems built by the AWS security team to detect 
unusual access patterns. Suspicious activity would then trigger further incident response procedures. 

Finally, customer virtual instances are solely controlled by the customer who has full root access or 
administrative control over accounts, services, and applications. AWS personnel do not have the ability to 
log into customer instances. Formal policies and procedures delineating standards for logical access to the 
AWS infrastructure and hosts serve as a baseline for secure engagement with AWS.

Hyperscale Cloud: A Transformational Approach to Security
Leading hyperscale CSPs, such as AWS, offer customers the opportunity to build adaptive and highly 
resilient security for their workloads. Restricting operations to specific regions can inhibit service innovation, 
hinder the ability to compensate for threats, and even worse, it can offer threat actors better targeting 
accuracy since they know the data must reside within specific areas. The following core security attributes 
are integral to hyperscale CSPs, such as AWS: 

1. Deep integration of security and compliance (seldom accomplished in traditional systems): security 
directly benefits from compliance because security controls are continuously monitored and 
updated. 

2. Economies of scale apply to technology, security personnel, and processes, resulting in 
unprecedented return on investment as compared to traditional systems. 

3. CSPs take on a major portion of the security “surface area,” executing with professional focus and 
skill. This lets customers refocus resources on other challenges (e.g., application security). 

4. Visibility, homogeneity, and automation not seen in traditional systems, which all benefit security. 
This includes deep auditing and logging capabilities that, for example, can record API calls and log 
actions taken by a CSP that may affect the customer’s account.
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5. CSPs operate as a sort of “system container,” providing more insight into system behavior and 
functioning, including security operations, giving customers a new layer of “defense in depth.” 

6. Low-cost access to massive amounts of storage and processing capacity means that AWS customers 
“use the cloud to secure the cloud.” They can run big data analytics on security data and log data, 
which provides more insight into their security posture, resulting in a much faster remediation of 
issues. 

CSP Responsibility: Native Security in the Cloud
The AWS infrastructure is custom-built for the cloud, with all elements designed to intercommunicate 
and present the smallest attack surface possible. In addition, the physical security controls present in our 
data centers were designed to meet the most stringent security requirements. AWS architecture has been 
reviewed and validated against dozens of international compliance frameworks.1 We use independent third-
party assessors and auditors to evaluate and attest our adherence to these regimes, and share the reports 
with our customers. With infrastructure and architecture to scale and keep pace with innovation, AWS is a 
trusted solution for global governments, militaries, banks, healthcare institutions, and other highly sensitive 
organizations.

Customer Responsibility: Secure Architecture Approach
The security capabilities that are native to hyperscale cloud providers like AWS empower customers to 
create unique architectures for mitigating access risks. Hyperscale CSPs build agility and adaptability into 
their infrastructure to facilitate the adoption and implementation of security advancements. This allows 
customers the opportunity to craft systems using unique architectures. It also empowers the customer to 
own and manage their data.

Roles for Data Protection
There are five key tenets in the shared responsibility model for CSPs and customers:

1. Customers continue to own their data. 

2. Customers choose the geographic location(s) in which to store their data—it does not move unless 
the customer decides to move it. 

3. Customers can download or delete their data whenever they like. 

4. Customers can “crypto-delete” their data by deleting the master encryption keys that are required 
to decrypt the data keys, which are, in turn, required to decrypt the data.

5. Customers should consider the sensitivity of their data and decide if and how to encrypt the data 
while it is in transit and at rest.

1 See generally https://aws.amazon.com/compliance.

https://aws.amazon.com/compliance
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Considerations in Establishing 
Data Residency Policies
Nation-state regulatory sovereignty over data can still 
be achieved while leveraging the cost and security 
benefits of hyperscale CSPs such as AWS. That said, 
we encourage governments to consider the following 
policies to meet the security objectives associated with 
data residency.

1. Develop policies and requirements that allow 
for the use of out-of-country data processing 
facilities if the data is processed and stored 
in a modern, highly secure, hyperscale cloud 
environment. Customers can also choose 
locations with data protection laws consistent 
with their own and where data transfer 
agreements are already in place. 

2. Align national policies and regulatory 
requirements to the principle of free movement of data cross-border to effectively balance security, 
economic, and IT modernization goals.

3. Evaluate data transfer models such as the EU Data Protection Directive and the General Data 
Protection Regulation (GDPR), which enable customers to move data between the EU and other 
jurisdictions, such as the U.S. The EU Model Clauses are standardized contractual clauses used in 
agreements between service providers and their customers to ensure that any personal data leaving 
the European Economic Area will be transferred in compliance with EU data protection law. 

4. Ensure that CSPs and third-party contractors demonstrate robust security controls to address 
unauthorized third-party access to data, systems, and assets through internationally-recognized 
third party accreditations (e.g. ISO 27001, ISO 27018, SOC, PCI DSS, etc.). 

5. Classify data and define data handling roles and responsibilities to determine appropriate data 
protection obligations for each party. Governments should consider leveraging ISO 27018 for 
defining the roles of the data controller and processor. Governments can work with CSPs to 
adequately understand and apply data protection responsibilities for the controller versus processor 
for each of the cloud service models. 

6. Ensure a proper understanding and implementation of security services for encrypting data. AWS 
has pioneered encryption services that provide customers with the ability to fully control encryption 

Free flow of non-personal data proposed as the 
de facto EU and Trans-Pacific Regions

The EU Commission recently published a draft 
Regulation on the free flow of data prohibiting 
national data localization rules in EU Member States 
and recognizing the principle of free movement 
of non-personal data within the EU. This proposal 
establishes cross-border data flow as the de facto 
standard, placing the onus on Member States to 
provide public safety justification for imposing data 
localization requirements. While in the early stages 
of deliberation, this proposition recognizes the 
economic and security advantages of cross-border 
data flows, which are outweighing the considerations 
for enforcing data residency policies. Further, in early 
2018, the Comprehensive and Progressive Trans-
Pacific Partnership Agreement established among 11 
countries also supports cross-border data flows and 
does not require companies to establish in-country 
computing facilities as a condition of doing business 
in that country.
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keys. AWS provides customers with the option to encrypt data using their own keys that can be 
stored outside AWS or securely within the offerings, enabling them to control their keys and access 
to data while meeting strict security and compliance obligations. 

7. Engage in bi-lateral and multi-lateral efforts to update the MLAT process so that it balances 
governmental needs to expeditiously obtain evidence necessary in investigations and prosecutions 
with an individual’s right to privacy over electronic content they own. We support legislation that 
updates privacy and law enforcement access to electronic communications -- both domestically and 
internationally. We also encourage governments to review and update their national laws to address 
the roles, responsibilities, and mechanisms governing lawful access to data consistent with the 
principles of the MLAT process. 

Conclusion
Governments may perceive a sense of increased security when imposing data residency requirements 
because it offers physical proximity and control. Deeper evaluation, however, shows that restricting 
IT services to the local jurisdiction does not provide better overall data security. From a risk-benefit 
perspective, hyperscale CSPs such as AWS can better help manage cybersecurity risks and minimize the risk 
of foreign governments’ access to data. It is incumbent upon governments to consider the significant trade-
offs associated with data residency requirements, potentially opening up access to some of the most secure 
computing environments on earth, state-of-the-art technology needed for their own digital transformation, 
and ultimately, increased economic development opportunities for their citizens and business owners. 

The security capabilities of hyperscale CSPs provide security at a bar higher than traditional on-premises 
or locally contracted facilities. And policy solutions, such as data transfer agreements and leverage of well-
regarded international security accreditations, can serve as sufficient means to address data residency 
objectives, while promoting public sector digital transformation goals.   

2 https://d1.awsstatic.com/whitepapers/compliance/Data_Residency_Whitepaper.pdf

For the full version of this document, go here.1

https://d1.awsstatic.com/whitepapers/compliance/Data_Residency_Whitepaper.pdf

