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Notices  

Customers are responsible for making their own independent assessment of the 

information in this document. This document: (a) is for informational purposes only, (b) 

represents current AWS product offerings and practices, which are subject to change 

without notice, and (c) does not create any commitments or assurances from AWS and 

its affiliates, suppliers or licensors. AWS products or services are provided “as is” 

without warranties, representations, or conditions of any kind, whether express or 

implied. The responsibilities and liabilities of AWS to its customers are controlled by 

AWS agreements, and this document is not part of, nor does it modify, any agreement 

between AWS and its customers. 

© 2021 Amazon Web Services, Inc. or its affiliates. All rights reserved. 
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Abstract 

This whitepaper is an introductory guide on the opportunities and key considerations for 

NHS Trusts preparing for migration to Amazon Web Services (AWS). This paper is 

intended to brief chief information officers (CIOs), chief executive officers (CEOs), chief 

clinical informatics officers (CCIOs), chief technology officers (CTOs), and other senior 

NHS leaders. 

This document is closely aligned to the AWS Cloud Adoption Framework (AWS CAF). 

The AWS CAF helps organisations understand how cloud adoption transforms the way 

they work, and provides the structure necessary to identify and address gaps in skills 

and processes. 

The AWS CAF and this document leverage AWS experience and best practices in 

assisting healthcare organisations around the world with their cloud adoption journeys. 

https://aws.amazon.com/professional-services/CAF/
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Introduction 

Adopting AWS Cloud services offers NHS Trusts the opportunity to improve to business 

operations, patient flow, and patient outcomes. Digital transformation of healthcare can 

personalise the patient health journey, improve data-driven decision making, and 

accelerate precision medicine. Broadly, adopting AWS Cloud technologies offers three 

main opportunities: 

• Transformation and automation of business processes for greater reliability, 

accessibility, and lower cost. 

• Support for medical practitioners through artificial intelligence (AI) and 

automation of first-line triage, diagnoses, patient record keeping, note 

transcription, and the increase in patients’ access to care via telehealth and 

related technologies. 

• Security with greater granularity of controls and visibility over resources. 

With AWS, the cost of managing your IT estate is reduced, both in financial terms and in 

terms of the time and cost of maintaining infrastructure. With its inherent scalability and 

elasticity, the AWS Cloud has liberated NHS Trust IT staff to be able to innovate, rather 

than focus on the maintenance of the existing IT estate. 

The benefits of these tools and ways of working were clearly evidenced during the NHS 

response to the COVID-19 pandemic of 2020 through a variety of innovative new 

services powered by the AWS Cloud. These included the rapid and mass adoption of 

telemedicine solutions from a number of AWS technology partners such as Attend 

Anywhere and Nye Health, and deployment of a vulnerable person support contact 

centre and a new COVID-19 research platform launched by Genomics England. 

The ability to experiment without having to deal with failed experiments can dramatically 

improve the speed, flexibility, and accessibility of healthcare in the UK. Liberation from 

the consequences of failed investments means that NHS Trusts (which may be 

struggling to keep their IT online) can make radical improvements quickly, while highly 

technology-driven NHS Trusts can experiment with the most cutting-edge innovations in 

cloud technology. 

AWS maintains several skilled practices across the healthcare sector, including 

healthcare providers, genomics, life sciences, biotechnology, pharmaceuticals, and 

more. AWS works with many healthcare organisations in the UK and Ireland, including 

flagship digital transformation projects with NHS England, NHSX, NHS Digital, NHS 

https://blog.aboutamazon.co.uk/in-the-community/how-aws-helped-the-nhs-accelerate-its-covid-19-response
https://aws.amazon.com/health/providers-and-insurers/
https://aws.amazon.com/health/providers-and-insurers/
https://aws.amazon.com/health/genomics/
https://aws.amazon.com/health/genomics/
https://aws.amazon.com/health/genomics/
https://aws.amazon.com/health/
https://aws.amazon.com/health/
https://aws.amazon.com/health/
https://aws.amazon.com/health/biotech-pharma/
https://aws.amazon.com/health/biotech-pharma/
https://aws.amazon.com/health/biotech-pharma/
https://aws.amazon.com/health/biotech-pharma/
https://aws.amazon.com/health/biotech-pharma/
https://aws.amazon.com/health/biotech-pharma/
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Education Scotland, NHS Business Services Authority (NHS BSA), NHS Sandwell and 

West Birmingham, Healthier Lancashire & South Cumbria Integrated Care System 

(HLSC ICS), Genomics England, and EMIS. 

Procurement routes 

NHS Trusts may procure AWS Cloud services in a variety of ways, either directly from 

AWS, or, more commonly, through an AWS Partner from the AWS Partner Network 

(APN). Additionally, NHS Trusts can procure AWS Cloud services through the following 

routes: 

• From the G-Cloud framework contract through the Crown Commercial Service 

(CCS) Digital Marketplace. Through this route, any NHS organisation qualifies 

from enhanced commercial terms offered by the AWS One Government Value 

Agreement (OGVA). 

• From the Cloud Compute Framework, also managed and available through CCS. 

• NHS Shared Business Services Cloud Solutions Framework (through APN 

Partner). 

• A full competitive procurement process with terms defined by the purchasing 

NHS Trust (this is a considerably more complex and time-costly option). 

Working with the AWS Partner Network 

It’s important to understand the relationship and relative responsibilities of AWS, APN 

Partners, and customers (NHS Trusts). 

AWS maintains, develops, and expands the AWS Cloud. The APN is a network of 

AWS-recognised partners that architect, deliver, and manage solutions for customers, 

which customers then use to undertake a variety of workloads. In this relationship, NHS 

Trusts consume the services and are therefore the “customer” rather than the partner. 

The process of designing and deploying solutions is typically undertaken by a project 

team consisting of personnel from the customer and an AWS Partner. AWS provides 

the infrastructure and services that these project teams deploy. AWS Technology 

Partners offer discrete products and solutions built on AWS infrastructure, including 

products and solutions, which are compliant to DCB0129 and DCB0160. 

Additionally, AWS offers AWS Professional Services to deliver specific project goals, or 

to fill a capability gap in the partner or customer organisation. 

http://aws.amazon.com/partners/
http://aws.amazon.com/partners/
http://aws.amazon.com/partners/
http://aws.amazon.com/partners/
http://aws.amazon.com/partners/
https://www.digitalmarketplace.service.gov.uk/
https://www.digitalmarketplace.service.gov.uk/
https://aws.amazon.com/blogs/publicsector/one-government-value-agreement-accelerating-cloud-adoption-innovation-across-uk-government/
https://aws.amazon.com/blogs/publicsector/one-government-value-agreement-accelerating-cloud-adoption-innovation-across-uk-government/
https://www.crowncommercial.gov.uk/agreements/RM6111
https://aws.amazon.com/partners/consulting/
https://aws.amazon.com/partners/consulting/
https://aws.amazon.com/partners/technology/
https://aws.amazon.com/partners/technology/
https://aws.amazon.com/partners/technology/
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0160-clinical-risk-management-its-application-in-the-deployment-and-use-of-health-it-systems
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0160-clinical-risk-management-its-application-in-the-deployment-and-use-of-health-it-systems
https://aws.amazon.com/professional-services/
https://aws.amazon.com/professional-services/
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For more information, refer to the AWS Partner Network website. 

Key considerations for migrating to AWS 

The cloud policy statement 

When you begin your journey to the cloud, your leadership team must agree on a cloud 

policy statement. Your cloud policy statement defines the objectives of your migration to 

the cloud and your high-level methodology. 

The following examples demonstrate successful UK public sector cloud policies. NHS 

Trust leadership should seek to emulate the simplicity and clarity of these policies, both 

in terms of their objectives and how they measure success. Their alignment with the 

“ground-level” needs of departments and citizens, and the strategic direction of 

government, means that they have gained sufficient buy-in from all stakeholders. 

Cloud policy example: DHSC Public Cloud First policy 

In October 2018, the Department for Health and Social Care (DHSC) published the 

policy paper The future of healthcare: our vision for digital, data and technology in 

health and care. This policy paper includes the DHSC Public Cloud First policy, which 

states, “… all our services should run in the public cloud with no more locally managed 

servers.” 

The stated objectives of this cloud policy statement are: 

• We get the resilience and backups of some of the most cyber-aware and heavily 

invested companies in the world. 

• We can run and grow projects that work with infinite amounts of data or have 

unpredictable processing needs. 

• We can share data to increase security, where only those with appropriate 

access are able to access the data that they need. 

• Commodity services (like word processing) we use are continually upgraded and 

improved without massive migration projects. 

This policy is successful because of the clear strategic objectives, scope, and success 

criteria. The policy aligns with other important healthcare policies, such as NHS Digital’s 

guidance on the use of public cloud services and the NHS Long Term Plan objectives, 

https://aws.amazon.com/partners/
https://aws.amazon.com/partners/
https://aws.amazon.com/partners/
https://www.gov.uk/government/publications/the-future-of-healthcare-our-vision-for-digital-data-and-technology-in-health-and-care/the-future-of-healthcare-our-vision-for-digital-data-and-technology-in-health-and-care
https://www.gov.uk/government/publications/the-future-of-healthcare-our-vision-for-digital-data-and-technology-in-health-and-care/the-future-of-healthcare-our-vision-for-digital-data-and-technology-in-health-and-care
https://www.gov.uk/government/publications/the-future-of-healthcare-our-vision-for-digital-data-and-technology-in-health-and-care/the-future-of-healthcare-our-vision-for-digital-data-and-technology-in-health-and-care
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services
https://digital.nhs.uk/data-and-information/looking-after-information/data-security-and-information-governance/nhs-and-social-care-data-off-shoring-and-the-use-of-public-cloud-services
https://www.longtermplan.nhs.uk/
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to increase productivity of NHS staff and deliver digitally enabled care, which has 

promoted stakeholder commitment to the policy. 

Cloud policy example: GDS Cloud First 

Another example of successful cloud policy is the Government Digital Service’s (GDS) 

Cloud First policy, which was introduced in 2013 for all technology investments. The 

policy was built around two pillars: 

• Consider cloud solutions before alternatives – Non-cloud technologies may 

be considered but must demonstrably offer better value for money. 

• Public cloud first – Public cloud should be favoured over other cloud 

deployment models, such as community, hybrid, or private cloud. 

More recently, GDS has evolved their Cloud First policy into a Cloud Native policy, with 

more outcome-based objectives. This change happened because of the success of the 

Cloud First policy in driving cloud adoption, and it now aims to encourage departments 

to meet business needs entirely in the cloud. 

Total cost of ownership 

A key advantage of migrating to the AWS Cloud is reduced cost. In order to effectively 

set targets for successful adoption, NHS Trust leadership should estimate the total cost 

of ownership (TCO) of their current IT estate, relative to their prospective AWS Cloud 

estate. 

AWS helps reduce cost by reducing the need to invest in large capital expenditures. 

Instead, the pay-as-you-go model empowers you to invest in the capacity you need, and 

use it only when the business requires it. 

The AWS Pricing Calculator lets you explore AWS services and create an estimate for 

the cost of your use cases on AWS. You can model your solutions before building them, 

explore the price points and calculations behind your estimate, and find the available 

instance types and contract terms that meet your needs. This enables you to make 

informed decisions about using AWS. You can plan your AWS costs and usage or price 

out setting up a new set of instances and services. 

Cloud compliance 

Compliance to relevant security standards is vital to cloud adoption. AWS is compliant 

to a series of UK, EU, and global data protection standards, including: 

https://www.gov.uk/guidance/government-cloud-first-policy
https://www.gov.uk/guidance/government-cloud-first-policy
https://www.gov.uk/guidance/government-cloud-first-policy
https://www.gov.uk/guidance/government-cloud-first-policy
https://www.gov.uk/guidance/government-cloud-first-policy
https://calculator.aws/#/
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• NHS Digital – Data Security and Protection (DSP) Toolkit  

• International Organisation for Standardization (ISO) 27001, 27017, 27018, 9001 

• Cyber Essentials Plus 

• General Data Protection Regulation (GDPR)/Data Protection Act 2018 

• National Cyber Security Center (NCSC) Cloud Security Principles 

For a more complete list with the full range of AWS compliant security features and 

standards, visit AWS Compliance Programs. 

NHS Trusts looking to use the AWS Cloud may do so either by using services over the 

public internet or, if desired, the secure Health and Social Care Network (HSCN). In line 

with the Internet First policy, NHS Trusts need not constrain themselves to HSCN-only 

services. 

If NHS Trusts have an overriding need to access AWS Cloud services through HSCN, 

they can do so. AWS is connected to HSCN through several partner organisations. 

Engage the APN to help manage security 

APN Partners enrolled in the APN Healthcare Competency Program and the AWS 

Security Competency Partners are well placed to help NHS Trusts achieve compliance 

to standards such as NCSC’s 14 Cyber Security Principles. They provide DCB0129 

compliant technologies (Clinical Risk Management standards), adopt them in 

compliance to DCB0160 (Clinical Risk Management: its Application in Deployment and 

Use of Health IT Systems), and generally help you achieve your cloud security 

objectives.  

NHS Trusts may choose to outsource some of their responsibility to an APN Partner. 

They may choose to use an APN Technology Partner’s application, or perhaps engage 

an AWS Partner to manage their security. AWS and its partners offer hundreds of 

services and features to help organisations meet their security objectives for visibility, 

auditability, control, and agility. 

Alternatively, you may want to insource some or all management of security in the 

cloud. To support you in this, AWS has published literature, such as the Using AWS in 

the Context of NHS Cloud Security Guidance whitepaper, to provide information on 

selection and implementation of security controls for AWS Cloud services in the 

healthcare sector. This guidance closely follows the NCSC’s 14 Cyber Security 

https://www.dsptoolkit.nhs.uk/OrganisationSearch/8JX11
https://www.dsptoolkit.nhs.uk/OrganisationSearch/8JX11
https://www.dsptoolkit.nhs.uk/OrganisationSearch/8JX11
https://www.dsptoolkit.nhs.uk/OrganisationSearch/8JX11
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://digital.nhs.uk/services/internet-first#internet-first-policy
https://digital.nhs.uk/services/internet-first/policy-and-guidance
https://aws.amazon.com/health/healthcare-partner-solutions/?partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type-finserv=*all&awsf.partner-solutions-filter-partner-usecase-finserv=*all&awsf.partner-solutions-filter-partner-location-finserv=*all
https://aws.amazon.com/blogs/apn/healthcare-competency/
https://aws.amazon.com/security/partner-solutions
https://aws.amazon.com/security/partner-solutions
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0129-clinical-risk-management-its-application-in-the-manufacture-of-health-it-systems
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0160-clinical-risk-management-its-application-in-the-deployment-and-use-of-health-it-systems
https://digital.nhs.uk/data-and-information/information-standards/information-standards-and-data-collections-including-extractions/publications-and-notifications/standards-and-collections/dcb0160-clinical-risk-management-its-application-in-the-deployment-and-use-of-health-it-systems
https://d1.awsstatic.com/whitepapers/using_aws_context_nhs_cloud_security_guidance.pdf
https://d1.awsstatic.com/whitepapers/using_aws_context_nhs_cloud_security_guidance.pdf
https://d1.awsstatic.com/whitepapers/using_aws_context_nhs_cloud_security_guidance.pdf
https://d1.awsstatic.com/whitepapers/using_aws_context_nhs_cloud_security_guidance.pdf
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Principles, with specific guidance on how NHS Trusts can implement and maintain 

them. 

Security benefits of using AWS 

AWS designed its virtual global infrastructure to provide optimum availability while 

ensuring customer security, privacy, and segregation. With the AWS Cloud, not only are 

infrastructure headaches removed, but so are many of the related security issues. AWS 

data centres use state-of-the-art electronic surveillance and multi-factor access control 

systems, and maintain strict, least-privileged-based access authorizations. In addition, 

AWS designed its environmental systems to minimise the impact of disruptions to 

operations, and its multiple geographic Regions and Availability Zones allow AWS 

customers to remain resilient in the face of most failure modes—including natural 

disasters or system failures. Some of the major benefits of AWS security include: 

• Keeping data safe – The AWS infrastructure puts strong safeguards in place to 

help protect your privacy. All data is stored in highly secure AWS data centres. 

• Meeting compliance requirements – AWS manages dozens of compliance 

programs in its infrastructure. This means that segments of your compliance 

have already been completed. 

• Saving money – Cut costs by using AWS data centres. Maintain the highest 

standard of security without having to manage your own facility. 

• Scaling quickly – Security scales with your AWS Cloud usage. No matter the 

size of your organisation, the AWS infrastructure is designed to keep your data 

safe. 

The AWS security approach also delivers the following advantages, opportunities, and 

best practices: 

• Scale and innovate, while maintaining a secure environment and paying only for 

the services used. 

• Inherit AWS policies, architecture, and operational processes built to satisfy the 

requirements of the most security-sensitive customers. 

• Harness the AWS shared responsibility model, within which customers retain 

control of the security they choose to implement to protect their content, platform, 

applications, systems, and networks. 

https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
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• Read guidance and expertise through online resources, personnel, and APN 

Partners. 

• Access advisories for current issues, and work with AWS when you encounter 

security issues. 

• Access hundreds of security-specific tools and features to help meet security 

objectives across network security, configuration management, access control, 

and data encryption. 

• Benefit from nearly continuous audits, with certifications from accreditation 

bodies across geographies and verticals. 

• Access automated tools for asset inventory and privileged access reporting. 

Benefits of AWS security over on-premises security 

Lower cost and higher efficiency are two of the most obvious benefits of using the cloud, 

as opposed to building and running a physical data centre. Customers can also obtain 

greater security in the cloud than is available in traditional data centres. Other security 

benefits include: 

• Scale securely with superior visibility and control – With AWS, customers 

control where their data is stored, who can access it, and what resources their 

organisation is consuming at any given moment. Fine-grained identity and 

access controls combined with nearly continuous monitoring for near real-time 

security information ensures that the right resources have the right access at all 

times. 

• Automate and reduce risk with deeply integrated services – Automating 

security tasks on AWS allows customers to be more secure by reducing human 

configuration errors and giving security and IT teams more time to focus on other 

business-critical work. AWS offers integrated solutions that can be combined to 

automate tasks, making it easier for security teams to work closely with 

developer and operations teams to create and deploy code faster and more 

securely. 
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• Build with the highest standards for privacy and data security – AWS is 

vigilant about customer privacy. With AWS, customers always own their data—

including the ability to encrypt it, move it, and manage retention. All data flowing 

across the AWS global network that interconnects its data centres and Regions 

is automatically encrypted at the physical layer before it leaves AWS secured 

facilities. Additional encryption layers exist as well (for example, all virtual private 

cloud (VPC) cross-Region peering traffic and customer or service-to-service 

Transport Layer Security (TLS) connections). 

• Choose from skilled security partners – Customers can use security 

technology and consulting services from familiar solution providers. AWS has 

carefully selected providers with deep expertise and proven success securing 

every stage of cloud adoption, from initial migration through ongoing day-to-day 

management. 

• Inherit the most comprehensive security and compliance controls – To aid 

customers’ compliance efforts, AWS regularly achieves third-party validation for 

thousands of global compliance requirements for finance, retail, healthcare, 

government, and more. 

• Achieve instant visibility into inventory – The first step in securing assets is 

knowing what those assets are. With AWS, customers no longer have to guess 

what their IT inventory is. With tools like AWS Config and resource tagging, 

customers can always tell exactly what cloud assets they are using at any 

moment and easily label each asset for tracking purposes. 

• Access free security tools – Many AWS security features and services are 

free, like individual firewalls (security groups) for Amazon Elastic Compute Cloud 

(Amazon EC2) instances, security logging with AWS CloudTrail, private subnets 

with Amazon Virtual Private Cloud (Amazon VPC), and user access control with 

AWS Identity and Access Management (IAM). For a more comprehensive list, 

visit AWS Cloud Security. 

• Independent Regions provide data privacy compliance – With AWS data 

centres located in geographical Regions across the world, customers can choose 

the area that meets their data privacy requirements. AWS will not move or 

replicate customer content outside of their chosen AWS Regions without their 

agreement, except as necessary to comply with the law or a binding order of a 

governmental body. 

http://aws.amazon.com/config/
https://aws.amazon.com/ec2
https://aws.amazon.com/vpc/
https://aws.amazon.com/iam/
http://aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
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• Harness Distributed Denial of Service (DDoS) protection – All AWS 

customers benefit from the automatic protections of AWS Shield Standard, which 

defends against most common, frequently occurring network and transport layer 

DDoS attacks that target websites and applications. This is offered on all AWS 

Cloud services and in every AWS Region at no additional cost. 

• Reduce or remove the need for duplicate data centres – With features like 

AWS Auto Scaling and Elastic Load Balancing, customers can ensure that their 

production systems remain online and that traffic is routed to healthy instances. 

Customers can continuously replicate data and have it ready to bring online if 

primary nodes fail, only paying for the nodes used. 

• Benefit from continuous hardware replacement and upgrades – AWS is 

always improving its infrastructure. AWS replaces end-of-life hardware with the 

latest processors that not only improve performance and speed but also include 

the latest secure platform technology, like the Intel Advanced Encryption 

Standard New Instructions (AES-NI) encryption instruction set, which significantly 

speeds up the running of the AES algorithm. 

• Share the responsibility for compliance – Because AWS has already received 

many certifications for its infrastructure, part of customers’ compliance work has 

already been done. For a current list of the certifications that AWS has received, 

refer to the AWS Compliance website. 

AWS Compliance Programs 

AWS Compliance Programs helps customers to understand the robust controls in place 

at AWS to maintain security and compliance in the cloud. By tying together governance-

focused, audit-friendly service features with applicable compliance or audit standards, 

AWS Compliance Enablers build on traditional programs, helping customers to establish 

and operate in an AWS security control environment. 

The IT standards AWS complies with are broken out by Certifications and Attestations; 

Laws, Regulations and Privacy; and Alignments and Frameworks. Compliance 

certifications and attestations are assessed by a third-party, independent auditor and 

result in a certification, audit report, or attestation of compliance. AWS customers 

remain responsible for complying with applicable compliance laws, regulations, and 

privacy programs. Compliance alignments and frameworks include published security or 

compliance requirements for a specific purpose, such as a specific industry or function. 

For more information, refer to the comprehensive AWS Compliance Programs website. 

https://aws.amazon.com/shield
https://aws.amazon.com/autoscaling/
https://aws.amazon.com/elasticloadbalancing/
http://aws.amazon.com/compliance/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
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NHS Trusts and NHS Trust leadership can refer to Using AWS in the Context of NHS 

Cloud Security Guidance as the first point of enquiry for additional information on how to 

implement AWS Cloud services in alignment with the NCSC guidance, and NHS 

guidance on the secure use of hyperscale cloud services. 

New cloud computing skills 

AWS Training is designed to help individuals delivering cloud-based solutions to gain 

proficiency with AWS Cloud services and solutions. AWS offers both digital training 

through self-paced labs and instructor-led classes. Refer to the AWS Training and 

Certification website for full details and course options. The AWS role-based technical 

training courses are designed around the three primary roles in engineering teams 

delivering cloud-based solutions: Solutions Architect, SysOps Administrator, and 

Developer. Whether you are just getting started, or looking to deepen your skills, AWS 

offers training to help you learn to design, develop, and operate available, efficient, and 

secure applications in the AWS Cloud. 

Career and incentive management 

Cloud adoption introduces changes to NHS Trusts’ IT staff career paths. This requires 

HR managers and people managers to update career management skills and 

processes, so that they can ensure that their team members understand their new roles 

and career options. 

Incentive management is key to attracting and retaining employees. Consider incentives 

as part of cloud adoption work streams. Your organisation’s culture and ability to 

provide an environment for attracting and retaining talent plays a key role in successful 

adoption. Teams need to develop new skills to manage culture and new processes for 

talent management. 

Getting started – first steps towards cloud 

AWS understands that NHS Trusts face diverse challenges to accomplish complex 

missions with limited resources. Public sector leaders engaged in true cloud computing 

projects turn to the power and speed of AWS when they want to serve citizens more 

effectively, achieve scientific breakthroughs, and put more of their time and resources 

into their core missions. AWS has unmatched experience helping millions of 

organisations reach their migration goals faster and provides unique tools and services. 

https://d1.awsstatic.com/whitepapers/using_aws_context_nhs_cloud_security_guidance.pdf
https://d1.awsstatic.com/whitepapers/using_aws_context_nhs_cloud_security_guidance.pdf
https://www.aws.training/
http://aws.amazon.com/training/
https://aws.amazon.com/training/classroom/
https://aws.amazon.com/training/course-descriptions/
https://aws.amazon.com/training/
https://aws.amazon.com/training/
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AWS Migration Acceleration Program 

The AWS Migration Acceleration Program (MAP) is designed to help AWS customers 

achieve a range of business benefits, such as exiting data centres, increasing business 

agility, improving workforce productivity, gaining transparency in operational costs, and 

reducing risk, by migrating existing workloads to AWS. The program provides an 

outcome-driven methodology that helps customers build strong foundations on the AWS 

Cloud and reduce the inherent risk of the migrations. The MAP also helps to offset the 

initial cost of migrations by using a methodology that completes legacy migrations in a 

methodical manner, using a robust set of tools to automate and accelerate common 

migration scenarios. 

The MAP starts with an assessment to determine baseline capabilities, followed by 

creating a structured migration readiness and planning project to build the capabilities 

and operate them at scale, and finishing the process with the approach and support to 

successfully complete those migrations. The AWS comprehensive portfolio of AWS 

migration tools and its mature third-party migration tooling ecosystem provides 

automation and intelligent recommendations based on AWS machine learning to 

simplify and accelerate each step of the three-phase migration process. 

Migration readiness assessment 

The first MAP phase, Assess, is also known as the migration readiness assessment 

(MRA). The MRA determines the current state of your readiness to migrate, identifies 

areas where you already have strong capabilities, and determines where further 

development is needed to migrate at scale. 

AWS tools for assessment include: 

• AWS Cloud Adoption Readiness Tool (CART) allows you to evaluate your 

organisation’s readiness to migrate. 

• Migration Evaluator provides a business case to make sound AWS planning and 

migration decisions. 

• AWS Cloud Economics Center is a proven methodology based on hundreds of 

customer engagements that delivers a compelling, board-level business case 

and justification prior to embarking on a large-scale migration across multiple 

AWS and partner solutions. 

• AWS Migration Hub provides a single location to track the progress of application 

migrations across multiple AWS and APN solutions. 

https://aws.amazon.com/migration-acceleration-program/
https://aws.amazon.com/products/migration-and-transfer/?nc=sn&loc=4
https://aws.amazon.com/products/migration-and-transfer/?nc=sn&loc=4
https://cloudreadiness.amazonaws.com/#/cart
https://aws.amazon.com/migration-evaluator/?&trk=ta_a134p000003ySuKAAU&trkCampaign=pac-edm-2020_MigrationAdoption_MigrationEvaluator_TSOLogic&sc_channel=ta&sc_campaign=MSAD2020_Infographic3Resources_TSOLogicCTA&sc_outcome=Enterprise_Digital_Marketing&sc_geo=NAMER&sc_country=mult
https://aws.amazon.com/economics/
https://aws.amazon.com/migration-hub/?&trk=ta_a134p000003yAT1AAM&trkCampaign=pac-edm-2020_MigrationAdoption_MigrationHub&sc_channel=ta&sc_campaign=pac-edm-2020-MSAD2020_Infographic3_MigrationResourcesExecuti_MigrationHubAssess&sc_outcome=Enterprise_Digital_Marketing&sc_geo=NAMER&sc_country=mult
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AWS Optimization and Licensing Assessment and 

MAP for Windows 

When you are evaluating options for migrating to the cloud or reducing licensing costs, 

you can take advantage of an AWS Optimization and Licensing Assessment (AWS 

OLA) to save on third-party licensing costs and run your resources more efficiently. 

AWS OLA is a free program that enables organisations to assess and optimise current 

on-premises and cloud environments, based on actual resource utilisation, third-party 

licensing, and application dependencies. AWS OLA can also be used in combination 

with AWS MAP for Windows, providing you with tools, support, and resources during 

your cloud migration. 

MAP for Windows is a three-step program designed to help reduce the uncertainty, 

complexity, and cost of migrating to the cloud. MAP can help you modernise current and 

legacy versions of Windows Server and Microsoft SQL Server workloads to lower cost 

cloud solutions such as, SQL Server running on Linux, Amazon Aurora, container-

based services, and AWS Lambda. Additionally, by purchasing Amazon Relational 

Database Service (Amazon RDS) license-included instances, you get new, fully-

compliant SQL Server licenses from AWS, and can bring your existing licenses to AWS 

with default tenancy using Microsoft License Mobility through Software Assurance. 

AWS License Manager makes it easier to track the usage of software licenses and 

reduce the risk of non-compliance. Cloud-native or open-source solutions can help you 

break free from the high costs of commercial licensing while realising increased agility, 

faster application launch times, and greater access to rapid innovation. 

VMware Cloud on AWS 

AWS is VMware’s preferred public cloud partner for all vSphere-based workloads. The 

VMware and AWS partnership delivers a faster, easier, and cost-effective path to the 

hybrid cloud while allowing organisations to modernise applications enabling faster 

time-to-market and increased innovation. 

Organisations can use their current skills, processes, and governance to deliver secure 

virtual applications and desktops with the AWS virtual desktop infrastructure solutions to 

allow employees to work securely from any location. Amazon EC2 i3en.metal 

instances for VMware Cloud on AWS, powered by Intel Xeon Scalable processors, 

deliver high networking throughput and lower latency so you can migrate data centres to 

the cloud for rapid data centre evacuation, disaster recovery, and application 

modernisation. 

https://aws.amazon.com/windows/optimization-and-licensing-assessment/
https://aws.amazon.com/windows/map-for-windows/
https://aws.amazon.com/rds/aurora/?aurora-whats-new.sort-by=item.additionalFields.postDateTime&aurora-whats-new.sort-order=desc
https://aws.amazon.com/lambda/
https://aws.amazon.com/rds/
https://aws.amazon.com/rds/
https://aws.amazon.com/windows/resources/licensemobility/
https://aws.amazon.com/license-manager/
https://aws.amazon.com/vmware/
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VMware workloads running on AWS have access to a broad and rich set of more than 

200 AWS services, including compute, database, analytics, IoT, AI/ML, security, and 

more. Latency-sensitive applications hosted in VMware can directly access databases 

on Amazon Aurora, Amazon DynamoDB, or Amazon Redshift for petabyte-scale data 

analysis, as well as direct and secure access to low-cost Amazon Simple Storage 

Service (Amazon S3) buckets, objects, and API functions. Additionally, organisations 

can keep the same VMware provisioning, storage, and lifecycle policies they use today, 

so they can easily move applications between their on-premises environments and 

AWS without having to purchase any new hardware, rewrite applications, or modify 

operations. 

CloudEndure Disaster Recovery 

Organisations looking to quickly rehost a large number of machines to AWS can use 

CloudEndure Disaster Recovery as an effective first step in their cloud journey. When 

you set up CloudEndure Disaster Recovery, your source machines are replicated to 

AWS, kept up to date with all application changes, and ready to run on your target AWS 

Region. If you decide to migrate and run your workloads full time on AWS, you can 

easily cutover operations to AWS using CloudEndure Disaster Recovery without 

worrying about compatibility, performance disruption, or long cutover windows. Any re-

architecture that needs to be done can be performed more easily after your machines 

are running on AWS. 

CloudEndure Migration conducts nearly continuous, block-level, data replication of your 

source machines into a staging area in your AWS account without causing downtime or 

impacting performance. When you’re ready to launch the production machines, 

CloudEndure Migration automatically converts your machines from their source 

infrastructure into the AWS infrastructure so they can boot and run natively in AWS. 

Additionally, organisations can use CloudEndure Disaster Recovery to protect their 

most critical databases, including Oracle, MySQL, and SQL Server, as well as 

enterprise applications like SAP. CloudEndure Disaster Recovery minimises downtime 

and data loss by providing fast, reliable recovery of physical, virtual, and cloud-based 

servers into AWS. It nearly continuously replicates your machines (including operating 

system, system state configuration, databases, applications, and files) into a low-cost 

staging area in your target AWS account and preferred AWS Region. 

In case of a disaster, you can instruct CloudEndure Disaster Recovery to automatically 

launch thousands of your machines in their fully provisioned state within minutes. By 

replicating your machines into a low-cost staging area while still being able to launch 

https://aws.amazon.com/rds/aurora/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/redshift/
https://aws.amazon.com/s3/
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudendure-disaster-recovery/
https://aws.amazon.com/cloudendure-disaster-recovery/
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fully provisioned machines within minutes, CloudEndure Disaster Recovery can 

significantly reduce the cost of your disaster recovery infrastructure. 

AWS offers further services that provide data archival with enhanced disaster recover, 

such as Amazon S3 Glacier and S3 Glacier Deep Archive storage classes, which are 

designed for 99.999999999 percent durability, with different archive access options to 

keep costs low. Additionally, AWS Storage Gateway is a hybrid cloud storage service 

that gives you on-premises access to virtually unlimited cloud storage. 

Organisations use AWS Storage Gateway to simplify storage management and reduce 

costs for key hybrid cloud storage use cases, including moving backups to the cloud, 

using on-premises file shares backed by cloud storage, and providing low latency 

access to data in AWS for on-premises applications. 

AWS Professional Services 

The AWS Professional Services organisation is a global team of experts that can help 

you realise your desired business outcomes when using the AWS Cloud. AWS 

Professional Services work together with your team and your chosen AWS Partner to 

complete your enterprise cloud computing initiatives. 

AWS Professional Services provides assistance through a collection of offerings that 

help you achieve specific outcomes related to enterprise cloud adoption. They also 

deliver focused guidance through global specialty practices, which cover a variety of 

solutions, technologies, and industries. 

AWS Cloud Adoption Framework 

AWS Professional Services created the AWS Cloud Adoption Framework (AWS CAF) 

to help organisations develop and complete efficient and effective plans for their cloud 

adoption journey. The guidance and best practices provided by the framework help you 

build a comprehensive approach to cloud computing across your organisation, and 

throughout your IT lifecycle. Using the AWS CAF helps you realise measurable 

business benefits from cloud adoption faster and with less risk. 

The AWS CAF organises guidance into six areas of focus, called perspectives. Each 

perspective is used to create work streams that uncover gaps in your existing skills and 

processes, which are recorded as inputs. These perspectives cover distinct 

responsibilities owned or managed by functionally related stakeholders. In general, the 

Business, People, and Governance Perspectives focus on business capabilities; while 

the Platform, Security, and Operations Perspectives focus on technical capabilities. 

https://aws.amazon.com/glacier/
https://aws.amazon.com/storagegateway/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://aws.amazon.com/professional-services/
https://aws.amazon.com/professional-services/CAF/
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AWS Cloud Kickstarter 

The Cloud Kickstarter is a 10-day on-site engagement, where the AWS Professional 

Services team helps customers with personalised guidance to create their initial cloud 

landing zone—a secure preconfigured environment for your AWS presence that is fully 

scalable and flexible, enabling agility and innovation. By building this solution, together 

with the organisation, AWS Professional Services will deliver cross training and 

knowledge transfers to allow the customer to adopt cloud technologies and get a good 

understanding of the possibilities provided by the cloud to operate cloud workloads with 

confidence. 

The offering brings together the experience of having worked on hundreds of cloud 

adoption and migration projects, giving the customer direct access to best practices, 

developed design patterns, and in-depth knowledge. It provides a combination of 

training and hands-on workshops, and offers an introduction to AWS services deployed 

in the solution. Having a solid foundation at an early stage of the journey is instrumental 

in setting up customers for success for the long term and enables optimal value of the 

cloud’s potential. 

AWS healthcare success stories 

AWS is already helping healthcare organisations in the UK to deliver improvements to 

care in a variety of ways. During the 2020 COVID-19 pandemic many NHS 

organisations, healthcare application providers, and the UK Department of Health and 

Social Care utilized AWS services to rapidly scale existing services, and to innovate at 

pace to create new services to help keep the UK population safe. Refer to How AWS 

helped the NHS accelerate its COVID-19 response article for a summary. 

The following stories provide other examples of AWS in the NHS. 

Healthier Lancashire and South Cumbria – Integrated 

Care System 

Healthier Lancashire and South Cumbria (HLSC) is a partnership of NHS Trusts and 

other organisations working together to radically improve healthcare in the area. By 

aggregating patient records across the area into an Integrated Care System (ICS), and 

securely storing 3.2 million health documents in the AWS Cloud, the team uses this 

foundation to develop a range of new services to support the ICS. These include the 

Nexus population health analytics platform, the Lancashire Patient Record Exchange 

Service, and a regional shared care medicines record. The HLSC team uses AI-driven 

https://aws.amazon.com/solutions/implementations/aws-landing-zone/
https://aws.amazon.com/solutions/implementations/aws-landing-zone/
https://blog.aboutamazon.co.uk/in-the-community/how-aws-helped-the-nhs-accelerate-its-covid-19-response
https://blog.aboutamazon.co.uk/in-the-community/how-aws-helped-the-nhs-accelerate-its-covid-19-response
https://aws.amazon.com/blogs/publicsector/one-small-team-created-cloud-based-predictive-modeling-solution-improve-healthcare-services-uk/
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services to deliver improvements in care and cost savings. HLSC also provides a 

patient portal for multi-disciplinary teams to access data and communicate directly with 

patients. 

NHS Digital – Securing innovation with the AWS Cloud 

NHS Digital designs, builds, and operates the digital products, data systems, and 

services for the NHS. They have adopted a cloud first policy and are gradually 

transitioning all key national workloads to the cloud. To date, critical services such as 

the Electronic Referrals Service, NHS111 Directory of Services, NHS Login, and the 

Data Processing Service, are now delivered from the AWS Cloud. 

During the COVID-19 pandemic, NHS Digital relied heavily on the elastic infrastructure 

in the AWS Cloud which helped them deliver new products and scale existing services 

at an extraordinary rate in response to COVID-19. The peak load of one key system in 

the early weeks of the pandemic was 95 times its highest ever previous peak load. 

During the 2021 AWS Public Sector Summit, NHS Digital CEO Sarah Wilkinson shared 

NHS Digital’s experience of transforming key national services and meeting the 

demands of the pandemic using the AWS Cloud. For more information, refer to NHS 

Digital Enables Secure Innovation with the AWS Cloud. 

NHS Business Services Authority – AI call centre 

NHS Business Services Authority uses AI to handle calls for the European Health 

Insurance Card Prescription Prepayment Certificate and HR Shared Services. 

By routing incoming calls through an Amazon Lex–enabled chatbot, 42 percent of calls 

were resolved without ever being attended by a human operator. This represented a 

saving of approximately £520,000, drastically reduced wait times for callers, and more 

time to focus on calls that require human expertise. 

Black Pear Software – FHIR integration engine 

Black Pear Software offers general purpose Fast Healthcare Interoperability Resources 

(FHIR) integration engine functionality on AWS to automatically share patient data and 

return clinically coded outcomes to care teams. Black Pear uses AWS scalable 

infrastructure to quickly provide FHIR APIs for a broad range of apps including clinical 

systems, appointment books, and patient apps, to a range of NHS organisations. 

https://aws.amazon.com/solutions/case-studies/nhs-digital-psso-keynote/?did=cr_card&trk=cr_card
https://aws.amazon.com/solutions/case-studies/nhs-digital-psso-keynote/?did=cr_card&trk=cr_card
https://aws.amazon.com/lex/
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Conclusion 

With more than a million active customers and a global cloud presence, AWS has 

experience with helping organisations of all sizes migrate workloads to the cloud so they 

can benefit from IT cost savings, improvements in productivity, business agility, and 

operational resilience. 

NHS organisations can migrate any workload—applications, websites, databases, 

storage, physical or virtual servers—and even entire data centres from an on-premises 

environment, hosting facility, or other public cloud to AWS. Every step along the way, 

NHS Trusts can use AWS experience to build organisational, operational, and technical 

capabilities, so they can gain business benefits faster. 
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