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CCCHIN—FBANE
COTV—FF0Fv& AWS (CFTO1 I 2FEE. UTORFTY T THEMRSNET . F
MRFIECDNTIH, BERTYIDU 0SB LTLIZE0),

ATV T 1. RV %=IENT B
e AWS 7H> T AWS CloudFormation > L — h&EEILE T,

o WEH/\SA—ASDfE [Stack Name]. [Cognito Domain]. [AD FS Hostname]
ZANDUET,

A7V T 2ADFS Z#RTID

e ADFS ZFETHELET.
ATV T 1. AV I%ELENT D

AR CoVU1—23>oRTRICERLE AWS B—EXDTIR MME. BERR
DOEIBERDET, FMICDOVWTE, ORXRMzISIa>EZSBULUTLLIESV, il
[CDWTE. COVYII1—3>TEHT 3% AWS H—EXDRERT T I R—
SHEESBUTLIEE,

1 AWS YRZA> ROV —=)LICHBA 214> L. BRIDRS
>z w 2L T, data-lake-deploy-federated @ AWS
CloudFormation > 7L — bz ULET . EE)
HMBEOEEMIERELTT > IL—hEF O O0—-RIBDEETEET,

2 T>TL—ME TIAILTRERE (\—Z773688) U—23 > TRREISNE I,
Ad AWS U—=g > TF—DL AoV 31— 3> HEEIBICIE. >V —ILDF
Eg—>3>/)\—DU—>g> vl o —%=FRUET,

R CoVU1—>23>7TlE WEEFED AWS U—=3 > TOHHMERTBIEER
Amazon Cognito. Amazon Athena. KU AWS Glue ZEARALFET ., Lich>
T. IN5OY—EXNFIARIEER AWS U—=3>ToDVY1—> 3> =iLE
ITIRENSHDET, 2

3 [Select Template] R—>TELWTF>TL— hEERUEC EZER L. [Next] &

RUET,

dWs
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4 [Specify Details] X—>T. T—FL A0V U1—23> RV IICEREIZEIDY
IEX P

5 [Parameters] CT. 7>7JL — bDI\SA-FZH#ERL. BE(CIGUTEELEY,
CDYYI1—>3>2TlE UTFDOTITAIL MEZFERULET,

NSA—5 FIAIbE BIL ]

Cognito Domain <AHHRE> Amazon Cognito T/RA hEND R > TEREEER R
AT I v OIRERIRUES, COVYII1—>3>
Tl Kibana M1—H—FR5E(C Amazon Cognito =
UEYd. TORODEHREMHFELT. - —T—IJILDR
A BEERITDVENGDET,

AD FS Hostname <ABbh%E> AD FS IT> R/RA> RODIRR hEEIBEALET .

6 [Next] Z#ERULET,

7 [Options] R—ZTRAWVIDIY—=RDET (F—EEDNRT) ZIBE L. BIIDA
723>z ELT. [Next] Z&RUET .

8 [Review] X—=T, {REZRBEL THERLET. 7T — MHRILBEFE DT
AWS Identity and Access Management (IAM) UY —XZ{ER I D E=MHERIT B
FIVIRYIRZMTANCUET,

9 [Create] #EIRL CRAIVIZTTOALET,

AV IDRAT—S XL, AWS CloudFormation J>Y—)L® [Status] I TERT
EFEIT, AV IDEFE. 3 DDORARESNIERAIYVOEEL AWS U—23>Tile
BENEFEIT, IXNTDODRAAYVIERGYIUY—-IANERBICEKEET D &
CREATE_COMPLETE EWD Xy E—HFREINEFT, CNICE 30 ZUENMNDH
BN ET,

2F|FARlEER Y — EXRICET D AWS U—>3 2 BIDRFIER(E. https://aws.amazon.com/about-aws/global-
infrastructure/regional- product-services/ ZZB U TLIZE0)\,

dWs
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AFYT 2ADFS Z%T9D
F—BLADRY Y IDEEE %, AD FS DREZTT I IBENDDET,

1. AWS YRZA> ROV —-ILICHA A2 L. APV 2OD [Outputs] Z T (CEEHL
£,

2. [RelyingPartyURL]. [RelyingPartyTrustedIdentifier]. &KV
[LogoutTrustedURL] F+—DEICSFREL TLIZEL,

3. [IdentityProvidersUrl] U>O(CBEULET .

4. [Federation] 11>V —)L® [Identity providers] 2> 3> ® [Active SAML
Providers] T. [Show signing certificate] Z#RLFE 9,

I s s Do you want to allow users to sign in through external federated identity providers?
o0t anc cont e - the hooe

anc congum e exierai ety provee—s you weart i ante, You wl an noed 10 chooss which sty provcers 1 mabie or aach app o
e s Rc o aicn,

[ ==

5. \JUwOF—%ZSOIIREZIE—-ULFET, CDF—(&. AD FS H—/){—D .cer T
7 )L (datalake.cer I2&E) ANDEBRZMAETOT 7O NIUOT R MNEAREET B128H(C ID
JONASF —(CKo>THERAENET,

AD FS TiEBAZEFIHE & LT Amazon Cognito ZiBNINYT 3:

AD FS (Z. ID F£/z(doL—AT 0O/ % — (Active Directory) &iEBAZEFIAZE (Cognito)
D 2 EMFSHINUTITONE Y, SEAEFAEEE. JI7L—>3a>b—-EXRICHBTBIL
—LTJONASF —DEBICLO>TRENDZ I L —>3>2 /- hF =TT, Active
Directory JT5 L —>3>H—EXTHUVIAEFNBEEZKTE T B(CIE. UTOFIE
(CHEWVWET,
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1. AD FS Y% A> >V —)LT [AD FS] #252Uw 2 U. [Add Relying Party
Trust] Z:&RUFET,

Qi ADFS

7 ADFS
Service

| Access Control Policies

G File Action View Window Help
e 5E HE

&
e
Display Name Ensbled  Type  Identhier Relying Party Trusts =
Add Relying Party Trust...

Add Relying Party Trust... View »
View ¥ New Window from Here
New Window from Here @ Refresh
Refresh Help
Help

<

Add a new relying party trust to the configuration database

2. [Add Relying Party Trust Wizard] T. [Start] Z#ERUE T,

3. [Select Data Source] Zi#RUE T, /RI(C. [Enter data about the relying
party manually] SARY > Z&ERU. [Next] Z&ERUE T,

G2 Add Relying Party Trust Wizard X

| Select Data Source

| Steps

| @ Welcome

@ Select Data Source
@ Specify Display Name
@ Configure Certificate
@ Configure URL

|@ Configure Identffiers

| @ Choose Access Control
| Policy

| @ Readyto Add Trust

| @ Finish

Select an option that this wizard will use to obtain data about this relying party:

O Import data about the relying party published online or on a local network

Lse this option to import the necessary data and certficates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

Example: fs.contoso.com or https://www contoso.com/app

(O Impot data abot the relying party from a file
Use this option to import the necessary data and cerfficates from a relying party organization that has
exported its federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the fie.

Federation metadata file location:

Browse

(®) Enter data about the relying party manually
Lse this option to manually input the necessary data about this relying party organization

< Previous Cancel

. [Specify Display Name] =i£iRL. [Display Name] Z:&ELX9 (fl :AWS TD

F—=FLA4oVU1—->3>),
5. [Configure Certificate] ZiERU. [Next] &&IRLTFTIAJ) MEZZITANE T,

. [Configure URL] Z:&RULZFE 9, /X(C. [Enable support for the SAML 2.0 WebSSO

protocol] Z:#R L. URL SEBAEFAEZRTELZE I ([RelyingPartyURL] 73/ X
— S TESZTBOEZFERUET). RIC. [Next] ZERUET,

18/42 R—=
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@il Add Relying Party Trust Wizard X
Configure URL

Aeos AD FS supports the WS-Trust. WS-Federation and SAML 2.0 WebSSO protocols for relying paties.

@ Welcome WS5-Federation. SAML, or both are used by the relying party. select the check boxes for them and specify the
URLs to use. Support for the WS-Trust protocol is always enabled for a relying party.

@ Select Data Source
[[] Enable support for the WS-Federation Passive protocol

The WS-Federation Passive protocol URL supports Web-browser-based claims providers using the
WS-Federation Passive protocol.

@ Specify Display Name
@ Configure Certificate

@ Configure URL Relying party WS5-Federation Passive protocol URL:
@ Configure Identifiers |
@ Choose Access Control

Example: hitps://fs contoso.com/adfs/ls/

Policy
@ Readyto Add Trust [ Enable support for the SAML 2.0 WebSSO protocol
@ Finish The SAML 2.0 single-sign-on (S50) service URL supports Web-browserbased claims providers using the

SAML 2.0 WebSS0 protocal.
Relying party SAML 2.0 SSO service URL

|hﬂps'/,f<=n;mn_dnman> auth.<ragion> amazoncognito com/saml2/idpresponse|
Example: hitps./Awww contoso com./adfs s/

< Previous Cancel

Ean—

7. [Configure Identifiers] Zi#R L. [Relying party trusted identifier] Z5%E
UZE 9 ([RelyingPartyTrustedIdentifier] £/ \S XA —45—TEZBHIiE&FEH
LEY). RIC. [Next] ZiBRUET,

Add Relying Party Trust Wizard X
ying Party

Configure Identifiers

Steps

@ Welcome

Relying patties may be identfied by one or more unique identifier strings. Specify the identifiers for this reying
party trust.

@ Select Data Source Relying party trust identffier
[um:amazon cognit:sp: user_pool_id>| ] Add

@ Configure Certificate Example: https://fs contoso com/adfs/services Arust
@ Configure URL Relying party trust identifiers;
@ Configure: Identifiers Remove
@ Choose Access Control

Policy
@ Readyto Add Trust
@ Finish

< Previous Nexd > Cancel

8. D4 —RN T IDFET. [Next] Z:ERLFT.

Y7o NTJO-&83tdTD

COITJO-=BMCITDE. OTF7D MEVEHENZRIC, BRAEO097ONJOT
A BOY Active Directory (CX{ESNET . AD (FBLZMHZTOVF7INIIIR MEAIEL,
Amazon Cognito v a>mns51—Y5—-z=007INUET,

dWs
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ER: AD FS —/)\—T(&. BRZAEOI7INIITIA N RETT,
Amazon Cognito M2t I 2EZIIAZEZ AD FS TREI DNENHDFT,

BUFOFINE(CHE> T, Active Directory x5 L —>3>H—-EXMS50O070 KX

MRORZFERITDELDICCHDIY RRA> MERELUET .

1. AD FS Y% A> b2V —)LT [relying party] 245 7)L2J) w2 L. [Endpoints]
57, [Add SAML] DIEICEIRUET .

2. [Endpoint type] = [SAML Logout] (C. [Binding] Z= [POST] (CE&TE U.
[Trusted URL] DfEZRTEULUET ([LogoutTrustedURL] H/1/\S A -5 —-TEZE
HIfEZFERUET) . RIC. [OK] Z&ERUET,

Edit Endpoint X
Endpoint type
SAML Logout
Binding:
POST ~

Index: |0
Trusted URL.
‘nps //<cognito_domain> auth. <region> amazoncognito :nm,’samll“\cgcm

Example: hitps://sts contoso com/adfs/ s
Response URL.

Example: https://sts contoso.com/logout

ok ]| cance

oK Cancel

3. [Signature] 77 7Zz&RL. Jx>L—>3>1>Y—)L (datalake.cer) m™51E—
UJCEERREZEN L. [OK] Z#BRUFE T,

NASI LD L —LIL—)L
Microsoft AD FS Tl L —LJIL—ILEEBZFERALT. L —LAT0/\15F—E5iBAEF
BEOETOL —LZFRITEXUOERUE T, JL—LALE EBEENLEY—-INSD1—
H—(CRITREIRTT. EEINEY-XE BHBRMNAETHD. TOY—-IAN 1 —%FR
StLfzcEZT7H— MU TWET, IL—LT70ONAF—(E L —LDY—XTY, N
(&, Active Directory 72 EDREMER 7N SEUS=NIZIBHR T . Amazon Cognito dD1—
H-—T—)UE. A REDI RRA> MT SAML 2.0 Jx5L—>3>zHUR—-bUE
9, Nk, I—-T—II 1T -IT->x2> hENLT ID TOINAGF—H5
SAML LR RZEERET DD, 7TUT SAML 75— 3> L AR AZEUSET
(FEA T DRENRLKIRDFYT, 1T -T—-)UE 7TUT—3>(fHho>TH—-EX
TN —E U THBELE T,

dWs
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Active Directory 7T L —>3>H—EXTHULVGEAEFIREZRTE I D(CIE. UATDF
NE(CHELNE T .

CDFIETE, FT—=HLAOERET)L—TOoO—-IDEETL —LFATDIRTDAIN
—ZEBE LU THEI D L(TEFRELTLIZS0L,

1. AD FS ¥R A> >V —)LT. [relying party] 2620w L. [Edit Claim
Issuance Policy] Z#ERUE T,

@ ADFS [ v |
@ File Action View Window Help
=% xm Bm

Ll=.|1u|-|mmu-rm policy for the selected relying party trust |

2. DL—LIM—IVBEZIEELFET,

3. [Attribute store] ZEIRUFE I, 1—H—H Active Directory (CHDIHFE. ZHE
Active Directory (CIRDZENNHDET,

4. LDAP E% (E-Mail-Address 72 &) %z Outgoing Claim Type (E-Mail Address 73 &)
(CNVETUET,
SAML 7HY—>3>0D1—Y—T—)LICEREMN (fullName. email. nameld.
groups. isAdmin) A AD FS ([CEEESNTCVDC EZER LT IZE,

Edit Rule - fullName x Edit Rule - email x

*You can configure this rule to send the values of LDAF attributes as claims. Select an atirbute store from which “You can configure this rule to send the values of LDAP attributes as claims. Select an attribute store from which

to extract LDAP atiributes. Specify how the attributes will map to the outgoing claim types that will be issusd to extract LDAP attributes. Specify how the attributes will map to the outgeing claim types that will be issued

from the rule. from the rule.

Claim rule name: Claim rule name:

[ FullName] ||| [email |

Rule template: Send LDAP Attributes as Claims Rule template: Send LDAP Attributes as Claims

Attribute store. Attribute store:

‘Aﬂive Directory ~ |Acuve Directory ~

Mapping of LDAP attributes to outgoing claim types: Mapping of LDAP aliribuies to outgoing claim fypes:
LOF Aurbuse (Seect ortype 1o Outgeing Clsim Type (Select or type to 2dd more) LOAP oute (elect ortypeto Outgoing Claim Type (Select or type to add more)

»  [sumame  [sumame v » [EMatAddesses [ E-Mai Address v

Given-Name ~ ||Given Name ~ . ~ ~
Display-Name || Name: ~

Vo e . oo | | | v ==

| aws
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Edit Rule - nameld X || Edit Rule - groups X
i e a5 e ot o s 3 £ e ey s e s oty s o You can corfigure this rule 1o send the values of LDAP sitrbutes as cisims Select an attrbute stors from which
also map an incoming claim value to an outgoing claim value. Specify the incoming claim type to map to the 1o extract LDAP attibutes. Speciy how the atiibutes will map o the culgeing claim types that wil be issued
outgoing claim type and whether the claim value should be mapped to a new ciaim value. from the rue.
Claim rule name: Claim rule name:
|namn>d| | |9mup!\
Fle t e K ing Claim Rule template: Send LDAP Attributes as Claims
Attribute store:
Incoming claim type: [Windows account name ~] )
|.R¢Ivu Directory ~
Incoming name [0 fomat: | Unspecified ) )
" X Mapping of LDAP attributes to outgoing claim types:
" ] LDAP Atirbute (Select or type to
COutgoing name ID format: ’pm' ent Identfier v| add more) Qutgoing Claim Type (Select or type to add more)
» Token-Groups - Unqualified Names VIGuw ~
(®) Pass through all claim values . N v
) Replace an incoming claim value with a dfferert outgoing claim value
Ir n value
alue Browse..
O Replace incoming e-mal suffix claims with a new e-mail suffoc
New e-mail suffix
Example: fabrikam .com
Vo s . o] ot | || [vowrie g | o] o |
Edit Rule - isAdmin X
You can configure this rule to send a claim based on a user's Active Directory group membership. Specify the
group that the user is a member of, and speciy the outgoing claim type and value to issue
Claim rule name:
[isAdmin| |
Rule template: Send Group Membership as a Claim
Usar's group:
[HVITAL\DateLake Admins || Browse.. |
Outgoing claim type:
‘Fhle v|
Outgoing name 1D format
Unspecified
Outgoing claim value:
Admin

5. AWS YRZZX> ROV —)UICHA>A> L. AP WD [Outputs] F T (CEEHLET .

6. [ConsoleUrl] &=— [Value] Z#IRUETJ . AD FS YR A OV —)LICUS
AL hENET,

| aws
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ff#% B: x5 L—F+4v RF>TL— b - Okta

Okta %Z Security Assertion Markup Language 2.0 (SAML 2.0) ID Z00/)\r%'— (IdP)
EUTERT 354, data-lake-deploy.template (Cko>TTOEZa=Z>TJ=n3sy
V—R7% Okta EMEITBDLDICEETEEY, data-lake-deploy.template #5701
Lies. UMTFOFIRICHK->TY U1—>3>% Okta &iGaLET .

F—HLADORIYIODREPC Okta T THA MIEH L. Okta 7T U —>3>
ZERAUTCI NI M ERECETET,

RO Nl T DM BIFDF7 NI MIHA2A2TD

R 1 9CIC Okta 7HDU> haEBHFBEDHEEIE. Y1>-1> LT [Dashboard]
R=ZIBEHUET, 7TUT—2 3> ZERRTDECRAFYIUET,

1. Okta DT Y- MC#EIL. [Sign Up Today] ZiERULZE T,

2. [Free Trial] D« > ROTELZLIBEIRZ A L. [Get Started] Z:&IRUE Y.
RRMtEN/=77 RLUXFEIC Okta M SHEEREA—)LINRESINE T,

3. ERA—-)LoOJd+A Ewk=EFERLUT. 7HOMNIBA>14>UFET, /IXRD—
ROEEZRKOSNET,
IV —> 3> %VEN T D
1. [Dashboard] Z&RLT. BEY v a1/R—RICBEILET,
2. BIE4S v a3R— RdD [Shortcuts] T. [Add Applications] ZiERUE 9.

Okta Dashboard acte Application L My Applications @

(%) Dashboard

Status

@ No notifications to view! Applications

3. [Create New App] ZiBIRUET,
dWSs
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4. [Create a New Application Integration] 517700 T. UTFTZEERLUET,
a. [Platform] (C(& [Web] Z&RUZE Y,
b. [Sign on method] (C(& [SAML 2.0] Z:&ERLUET,
c. [Create] ZIEIRUFET,

nnnnnnnnnnnnn

Okta 77U4r—= 3> SAML Integration Z:&E I D
1. [Create SAML Integration] X—=® [General Settings] T’ U4 —> 3
> DB AU, [Next] ZiEIRUET,

2. [SAML Settings] T. UTDEIEZITLET,
a. [Single sign on URL] (C. U TFTDXDICABDULET,

https://<cognito_domain_prefix>.auth.<region>.amazoncognito.com/saml2/i
dpresponse

¥E: [Domain prefix] (&. 1—Y5—-T—)LOEEXR—=0D [Domain
name] 57 (3% Amazon Cognito 1>V — )L CHESRTEX£Y.

b. [Audience URI (SP Entity ID)] (C. U TDKSICABDUET,

urn:amazon:cognito:sp: <cognito_user_pool_id>

FR:ID (X, -5 —T—)LOEBEER—>0 [General setting] 97(C3%
% Amazon Cognito 1>V —)L CHEFRTEE T,

adws
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o SAML Settings

GENERAL

Single sign on URL & https://cognito_domaln.auth.region.amazencognito.com/sami2/idpre:
|Z| Use this for Recipient URL and Destination URL
l:l Allow this app to request other S50 URLs

Audience URI (SP Entity ID) & urn:amazon:cognito:sp:cognito_user_pool_Id

Default RelayState €3

Name ID format € Unspecified
Application username §) Okta username
Update application username on Create and update

Show Advanced Settings

3. [Default RelayState] (IZEBDFEFRICLET,

4. [Attribute Statements] T. U TDIEHRZEMUET,
e [Name format] 7' [Unspecified] (CERESN TR E=ZERLUETD,
e [Add Another] Z#RLF T,
o HUTOENSHIETD I —ILRICEZIE-ULET,

Name Value
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname user.lastName
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name user.firstName

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress  user.email

5. [Group Attribute Statements] T. U TDIBEHREEIMULET .
e [Name format] 7' [Unspecified] (CERESNTWVWB S EZERUET,
e [Add Another] Z&RULFE T,
o UTORNSHMETD I —ILRICEZIE-ULFT.

o [Filter] TROYVIAIRENEEIRL., RTHAESNTWDI I ALY %=
BIRLUTCT T4 —ILRICEZADUET,
adaws
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Name Filter Value
http://schemas.xmlsoap.org/claims/Group Matches regex o
http://schemas.microsoft.com/ws/2008/06/identity/claims/role Equals admin

6. [Next] @#ERL KT,

7. ©20>3> 3 @ [Help Okta Support] T. @R THDIN/\—hF—TdHh
DI EERLUET,

8. [Finish] Z&RLET.
AT —EDIN—TZEETD

FR: 9 CICOA—Y—EDIL—-ThH3i5ald. Okta 7 ITUHs—>g>(cd1—H—
HEIDYTRITEATLIEEU,

1. [Directory] T. [People] ZERULET,

2. [Add Person] Z:&RUET., T RIT. ZEI3EHREADLTC IV —%
BIUEY,

3. [Directory] T. [Groups] Zi#RULET .

4. I —TZFEHRL. -5 —2JIL—T(CEIDHTEFT.
EREI)L—TDAI—(Z(E. OV=ILITHA A2 UIZBRIC. YUa1—-23
ANDEBE T I REMIGE=NET,

Okta 77U —2 3> (CA—YU—-%ZEIDHTS
1. [Assignments]. [Assign] &i#+. [Assign to People] Zi#RLUFE T,
2. EIDHETZWI—Y—DtE(CH D [Assign] ZiEIRUET .

3. (#Z7>3>) [User Name] [C(d. I—H—&%AHNITDIH. I—HF—DE X—
IV R ADERFIRICLET,

4. [Save and Go Back] Z&IRUZFET, 1—H—NEDODHTESNET,
5. [Done] Z#ERULE T,
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FS—FLAORAFVINEE L. Okta 7TUT—=3 2 MMERRESNIZS. Amazon
Cognito 7T L—> 3> REET T I DNENHDFET,

1. Cognito 1>V —)L® [General settings] @ [Attributes] T. [custom
attributes] T3> FTFICRXIUO—-)LL. [Add another attribute] =&
IRUT. UTDHRYLBEZENMUET,

Type Name Min Length Max Length Mutable
string groups 1 2048 checked

User Pools| Federated Identities

data-lake

l ceneraisetiings Do you want to add custom attributes?

Users and groups
Enter the name and select the type and seﬂings for custom attributes.
Attributes

Policies

MFA and verifications Type Name Min length Max length  Mutable
Advanced security

Message customizations string v custom:display_name 1 256 ™

Tags
Devices
App clients

Type Name Min length Max length Mutable
Triggers

Analytics string v custom:role 1 256 ™

I App integration I’
App client ssttings Type Name Min Iength Max Iength Mutable h
| [

‘string V‘ ‘ groups ‘ ‘ 2048 v

Add another attribute

A

dWs
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2. [Save changes] Zi#RULF T,

3. [General settings] @ [App Clients] T data-lake-ui 77U O0S5 17> h=iREU.
[Show Details] #&RUET,

4. [Set attribute read and write permissions] U > 2 7Zi#RL. [Attributes] &7
232N IOLALET,

5. SiAFMO AR LUVESAHAEBENTROLEEDCFTVISNTVND T L=
BUFRT (FTYISNTUVWRWMEERFF TV IZAN. BERDIBEBUNFTYVISNT
WBHZAREWIFTVvIZSILTLIEEN), CNSOBEICFIVIZAND L
T, VIVOSAT 2 MIENSICFIRATEDRDICIRADET,

AR D BIREE 1% ESAHOEERENG
e email e custom:display name e email e custom:display name
e family name e custom:role e family name e custom:role
e name e custom:accesskey e name e custom:accesskey

aws
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Resource Groups s Support

User Pools

data-lake

I General settings

Which app clients will have access to this user pool?
sl ) The app clients that you add below will be given a unique ID and an optional secret key to access this user pool.

Attributes
Policies
x
MFA and verifications
data-lake-ui
Advanced security
Message customizations App client id
Ta
. o8 <app-client-id>
Devices
App clients App client secret
Triggers (no secret key)
Analytics

.I Set attribute read and write permissions

e N A s e W Attributes g™

Select the user attributes this app client can read and write. You can select standard scopes that include multiple attributes and you can select a set of individual attributes.

Readable Attributes Writable Attributes
Scopes | Address Email Phone Number Profile Scopes | | Address Profile
Attributes Attributes
address phone number verified address picture
birthdate picture birthdate preferred username
 email preferred username + email profile
email verified profile | family name zoneinfo
v family name zoneinfo gender updated at
gender updated at given name website
given name website locale + custom:display name
locale +| custom:display name middle name + custom:role
middle name ¥ custom:role + name custom:accesskey
+ name v custom:accesskey nickname custom:secretaccesskey
nickname custom:secretaccesskey phone number + custom:groups
phone number | custom:groups

Save app client changes

6. [Save app client changes] Z:&RUZE T,

7. [Okta] @ [Sign On] T. [Identity Provider metadata] ®U> 2 DiFfFrEIE
- L/afg_o

adws
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Applications

Active =

Sign On

Settings

Default Relay State

View Setup Instructions

CREDENTIALS DETAILS

Application username format

Update application username on

Password reveal

Datalake
©

L] ‘ View Logs

SAML 2.0 Is not configured until you compléte the setup Instructions.

|dentity Provider metadatafs avallable If this application supports dynamic configuration

Okta username

Creste and update

Allow users to securely see their password (Recommended)

Configure profile mapping

C Update Now

8. [Federation] @ [Identity providers] T. BIOFIECIOE—ULEYU>O%{ER
ULTRXIFT—HIRFIAS MEEFEULET,

o SAML

o

@ OpeniD Connect

Metadata document

o | hiips:/feokta_omg_urts.okta.convapp/<app it ssolsam

SAML
Provider name
You can use & corporate identity provider to sign in users
trrough SAML federation. Okt
bout SAML.
identifiers (optionai)

1 Enabie |oP sign out flow

9. [Federation] @ [Attribute mapping] T. [SAML] ZJ%=&RLU/zd & [Add

SAML attribute] Zi#RUZET,

30/42 R—>
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10. Okta ID O/\A S —RICUTDOYY ETHVERUET,

SAML ET¥ 1—Y5-—)LEkE
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname Name

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/displayname custom:display_name

http://schemas.microsoft.com/ws/2008/06/identity/claims/role custom:role
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname Family Name
http://schemas.xmlsoap.org/claims/Group custom:groups

http://schemas.xmlsoap.org/ws/2005/05/identity/claims/emailaddress Email

11. [Save changes] Z#ERUZE T,

12. [App integration] @ [App client settings] T. [App client data-lake-ui]
MEEEHOUTHLUWID JONAF—=FRLET,
e [Enable Identity Providers] T. [Okta] Zi&RUZET,

e [CallBack URL(s)] (Cl&. AWS CloudFormation O>YV—)LICE&L. X
w20 [Outputs] 77 %=k E. [ConsoleUrl] F—®d [Value] TEES
Ni= URL Z#2E—UZEY.

e [Sign out URL(s)] (C. ATFDKDICAPDULET,
https://<your_domain>-admin.okta.com/login/admin/signout

e [Allowed OAuth Flows] T. [Implicit grant] Z&RUZE 9,

e [Allowed OAuth Scopes] T. [email]. [openid]. HXT [profile]
ZIEIRUET,

13. WYICEHESNTVND L ZERLET,

dWs
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Policies

e App client data-lake-ui

G T ID <app_client_id>

Message customizati

Tags Enabled Identity Providers [] Select all

Devices [« Okta [ Cognite User Pool

App clients

Tigous Sign in and sign out URLs

Analytics Enter your callback URLs below that you will include in your sign in and sign out requests. Each field can contain multiple URLs by entering a comma after each URL.
I App integration Callback URL(s)

App client settings | ConsoleUr| |

Domain nam

Ul custarritzat Sign out URL(s)

Resource servers | https:/#yout_domain-admin okta.com/login/admin/signout |

I Federation
\dentity providers OAuth 2.0
Attribute mapping Select the OAuth flows and scopes enabled for this app. Learn more about flows and scopes

Allowed OAuth Flows

[] Authorization code grant [+ implicit grant  [_| Client credentials

Allowed OAuth Scopes

[]phone [« email [« openid [ ]| aws.cognito.signinuseradmin [« profie

14. [Save changes] Z#ERUFE T,
15. [Federation] @ [Identity providers] T. [SAML] RF>ZERULE T,
16. [Active SAML Providers] 72723 >C. [Show signing certificate] Z:#RLZFE 9,

17. TV voOF—=EOiPEEEIE-ULEFT, CDF—(E. Okta H—/\—D .cer
J7 )L (datalake.cer 72 &) ANDBEZF=OT 7 I NI OIT R MNEREET D /z8I(C
ID JO/\ASF—(CKD>THERAEINET, FAECHIBY I ERTHIZEDDE"E
SHRNTLIZEW, BREUATDRDICIRDET,

(CCICEAIMHERBEFRALET)
----- END CERTIFICATE-----

A7 RN TJO-%28%CTDE. OTJ7 T MAIFUEHENZRIC, BR4=E007D
NJZOTIT R M Okta (TIERESNE T, Okta (FBZAEOTVT7IMNITITI MEIIBL,
Amazon Cognito twv>3a>mns1—H—-—2007T~UET,

R Okta (FBEAMEOV 77O NIOIA M=EBELTULDIZs. Okta 7T T —
= 3> Amazon Cognito h'1eHt I 2B RIIAZSZHRTE T DVENH D FT,

LT OFIEICHD T, Okta 7TUT—23>2h500OT7T MR R 7ZME
FRAITBLIICTDI RRAY MERELET,

adws
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1. Okta DxJHY- T [Applications] Z#IRU. 77057« IR7ITIUo—3>25F v
aAR—RICBEILET,

Okta 71N> haSTET D CERULIZT —FL A 07 TUT -2 3> &&RUET,

[General] 77 7%3&R0U. [SAML Settings] T X2~0O—J)L LT [Edit] Z#RUZEY,
[General Settings] T. [Next] Z:#RUET,

i A W N

[SAML Settings] T [Show Advanced Settings] #&RL. O 70 (S
A= ZRELET,
a. BT« —)L REFRRIB(C(E. [Enable Single Logout] A7> 3> %
BIRUET,

b. [Single Logout URL] (C. ATFDKIDICABDULFT,
https://<cognito_domain>.auth.<region>.amazoncognito.com/
saml2/logout

c. [SP Issuer] (C [Cognito] EANDULET,

d. [Signature Certificate] ©. JE—U/ZEEBAZE T 7 1)L (datalake.cer
7x&E) #=8 L. [Upload Certificate] Zi#RUZE9 .

dWs
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Applications Reports Settings My Applications @

i3 Edit SAML Integration

General Settings ° Configure SAML Feedback

o SAML Settings

What does this form do?

This form generates the XML needed fo

GENERAL the app's SAML request.
Single sign on URL & cognito_domain.auth.region.amazoncognito.com/saml2/idpresponse Where do | find the info this form needs?
Use this for Reciplent URL and Destination URL The app you're trying to Integrate with

sho ve Its own docur
using SAML. You'll need to fin

D Allow this app to request other S50 URLs

d that doc,
and It should outline what information you
Audience URI (SP Entity ID) & urn:amazon.cognito:sp:cognito_user_pool_id need to specify In this form.
Default RelayState € QOkta Certificate

f I 5 " nport the Okta certlficate to your Identity
f no value Is set, a blank RelayState Is sent import the Clids certicate 1o your Idemtity
Provider If required.

Name ID format £ Unspecified - i_ Download Okta Certlficate
Application username §) Okta username v
Update application username on Create and update v

Show Advanced Settings I

W Enable Single Logout §) Allow application to initiate Single Logout W

Single Logout URL & ttps://cognito_domain.auth.region.amazoncognito.com/sam|2/logout

5P Issuer §) Cognito

Signature Certificate §)
datalake.cer Browse..

Upload Certificate

6. [Next]. [Finish] DIE(CEIRUET,

IR TD Amazon Cognito BKU Okta NS A—FZEZELIEST—FL 1oAY —
JL (Amazon S3 /\Zrv b)) (CRD. ZOFEEEHLCOIA> TS L—>3>*%k
7O7+4 TLUET,

1. AWS YR A> ROV —)L T, Amazon S3 (CEB#ULFET,
2. T—5L12)\4rv b (datalake-<region>-<account_id>) #&RUE T,

dWs
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3. [lib] D7 AILIDAIFICEBELET,
4. app-variables.js 52 E J 7 1)L&SFD>0O0—-RUZET,
5. EI7MIVERE. )I\SGA-—FZFHLET,

var FEDERATED_LOGIN = true;

var LOGIN_URL =
“https://<yourDomainPrefix>.auth.<region>.amazoncognito.com/login?re
sponse_type=token&client_id=<yourClientId>&redirect_uri=<ConsoleUrI> “;

var LOGOUT_URL =
“https://<yourDomainPrefix>.auth.<region>.amazoncognito.com/
logout?response_type=token&client_id=<yourClientId>&redirect_uri=
<ConsoleUrl>&logout_uri=<ConsoleUrI>";

Amazon Cognito IV — )L THRHED/I\SA—-F—ZRDIFTET,

e <yourDomainPrefix> KU <region> (L. [App
integration] @ [Domain name] TR TEE I,

e <yourClientId> (. [General settings] @ [App clients] THRTEE
9. [data-lake-ui App client] (C)FE 9 S [App client ID] ZfERALET,

e <ConsoleUrl> (. AWS CloudFormation >V — )L CHEZRTEEY,
w20 [Outputs] 77 ZFZE. [ConsoleUrl] /\SA—-STEEIN
7_': URL %:I E_ngsg_o

6. ZEUZTJ7A)L% Amazon S3 (C77vO—RUZEY,
7. =LAV =)UICTFOTRTDBICIE. UTDOYU>OZFERUET,

https://<yourDomainPrefix>.auth.<region>.amazoncognito.com/login?respons
e_type=token&client_id=<yourClientId>&redirect_uri=<ConsoleUrl>

aws
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8 C: VYU1—>3> 2 m—%>

F—4A L7 AWS KMS +— (T U7 X: datalake) (2. V' JUa1—>3>FrG . Amazon
S3 [IRFSNBINRTDOT—ItY hAT 10 MBI BIeDITERRESNET ., =5
(. AWS KMS F— (7 —5 L1 OAD API 7Ot ZXBICE&I1—HY—D Amazon Cognito L
—5-TJ-)LLO—RD>—TL v N7 OCAF—=ES{L T DIeHITFEREINET.

—_

DOV 1—>3>(0& Amazon CloudFront ¥4« ARUE 21— 3> % ELUT. T
— LAY —)LD HTTPS UOUT X hEVIRLFET,

CDOVYYI1—>3>(F TIAILMD Amazon S3 /\&wv cEERLUT, 1—H—hHF—%
L1217y T0O—RIB)\Wo—(CBEEMFIF BNz -5ty hEXYZITIT A NI 7o
WEREFUED, &5(1C /Uy MIE I—5-h—hk (\vwo—>0dL023>) =
FIVITIRNTREESICERSNIER_T T AR I 7AILIMRIFENE T, CD/\ T
ANDIRTDT7ICR J\wor—BErONZITTAMNA2O085—EINSD get BKXU
put 770>32) (F. BRMAE URL ZN U CHIEIENE T, D/ \Tw MIFRFSNDIIAN
TOATZT O NI T—FL 17 AWS KMS F—ZFRU TES{EENEd,

2 FEB®D Amazon S3 /\Tw MME. T—FL 02>V —)LZRANUETS, 2OV
—)UIE. 1—Y—5R5E(C Amazon Cognito BRI 3HNRXI T IV MTYT, TR
—H—(& S3 I RIRA> MNMIEHE O TEFRA. IRTOF7IEX(IE Amazon
CloudFront 74 ARJE21—23>FNUTITORENRNSDET,

ZDYY1—23>TE &5—9/\wT—KHWT AWS Glue Z0—5 —HEEIRY (TR
ESN. BHORAFv>ZRT21—I)ILUTEEZENULET. JO0-5—F5—9¢
v hzoO-ILU. TO—EZIREL TS —IRXF—IZH#A L. HH%Z AWS Glue 5
—SHIOTTERESNE 1 DULEDAIFT—FF—TILEUTHRELET,

dWs
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CORFOTE—EBEREINDE. SESTFERT—HYV-RXEERICHIEDHREATT—
SURST MU ZRME L. Amazon Athena 8KU Amazon Redshift Spectrum EfE UL
T. T—9LAORADFT—F&BEEA>FSTIT4 TICOTIBLUDHUET ., T,
Amazon EMR. AWS Glue #iiti. Z#a. FHAH (ETL) 3T, Apache Hive >—%4
DI TI\DOREEREDSHDEREDT TV -2 3> =2 FERT B, T—FDNFE. U
J—>7wvT, I>UvFE, BENTEDLDICRDET,

iEE: Athena F7z(E Amazon Redshift Spectrum ZFERLTF—IRN—XEFT—
IV IR UTEiBE(E. Athena = AWS Glue T—4a 5007V

—RIDIRENHDET . Athena ZHHTEATDIZEE. AEEEIT DINEED
DEGA. FHICDVTIE. AWS Glue T—FHFOTNDRATY T)I\ARF7v T

DIV ITITL—RESBUTIIZE,

F—S L4222V —)LI& Amazon Cognito ZERUE1—H -7 ORI U TRES
NTHO, Amazon Cognito DI1—HF—T—)LEDFEEBEL T —4FLA101—H—%E
BY3hDEERAI—TI1A R ZREUET. BEEOHN 11— —E0)L—TZ/ERK
TEEJ, I—H—IEiend &, VU1 —2 3235 —FLADCSINT BIcsbDIBF
ZEEBNCI—Y—(OXMELET. JITL—FTa0 v RF2TL—hEFERTIHS. IN
THOEBYRDE AD —/)\—TERITITDIRENHDZEITEFRLTIZEN,
BEENMILWLWI-—Y—ZERITDE. TDI1—H—I(C. BEMFFSNZ7otRFa &
H(C. LTFonwInhroO—ILAEIDHTESNET.
o AI)\—: XA>)\—-0O—-I)Ll&. T—FLAORNTEREES CIRW\WTIOS 3> %=
EITCTEET., INBDOT7O>a>cE UIFHRAEENET,
o FBEFZEFRRALR/I\YVIT—ZHAAN—TIL-T(CHDIBE.
I\ T = RRBSLIRET D

o T=HALATADIRNTDI\WI—Z"RREKIMERT D

o A—FARDN\YIT—2DRY-T TR 2B, HIBR, BRUOERT S

o TERUTZ/\Wo—%Z Rk, B, BLUHIBRIT S

o ERRUTE/I\WET—ZDAIFT—HRERB LVEHIT D

o ERRUTE/\Wwo—2 (LT —Fty hMEEBEIBLUHIBRT S

o T=HALAoTATF7AILERU API 7O R IEHRZEFRRT D

o BIEEN API 7 OLRZEHFAIUIEIHBEICS -y R OERF—24EKT D

aws
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. EEE: SEEO-ILCE F—ILAINDINTICRENBDET, EBED
—JUE. A2)\—O—-IDT7I> 3> (TR T, UTFTD7I23>ZFITTCTETFI,
o A—H—DBEFEMRL. 1—H—% 1 DU EDIIL—TICEOHTS
o DIL—TDIER. B HLUHIR
o F—HLALI-H—DOFF. Wb, M. BLOHIR
o OI—TADI—F—DEDHT, iR SLUBEEOHT
o I1—H—0 APl PO, BOMU. BML. HEUmME
o F—HLATHEDEH
o HINFRBEDIER. B, HIUHIR

F—S LA APl (E HTTPS #BHTUOIIR hZZITEDE T . API UUITX hHMTHON
5 &, Amazon API Gateway (FHRT LA —Y S5 — (AWS Lambda Bd£%) z=ER L
T. IRTDOUITIRAMNERENDRIIICUET,

=LA ORAoOO08—ER L. IRTOFT—HFLAIARL—23>oESRAOD
WwOET =T IOCAL AV —ZRMHET D —ED AWS Lambda BIETI . & AWS
Lambda B8#1(d. IBESNIHEEZEITI D2H(C. B/IMER (RIBROHERT7 I IIE
PR) Z##FD IAM O—)LZ3|EZITET., UTDo>23>TlE &85 —FL140X1o0
H—EXOMEZRUET .

BIEY/oOY—EX

data-lake-admin-service (&. /admin/* IT> KRR+ > MNIXESNET—4 L2 API
UOT X 292D AWS Lambda B#icd. EIBYroO00—EX(G. 1—H5—-&0
IW—TDER, RGEETE. H/I\FEKE. APL F—. BLUPFT—FLATIRDIARTD
ARL—23>o0-)L3R5 220, INTOEEBY-—EX=ZIIBLET,

h— o0 —EX

data-lake-cart-service (&, /cart/* IT> RRA> MIXESNTZT—FL 12 APL UL
TR bZIIET S AWS Lambda BETC9., h—bYroO—EX(E 7147 LAUXR
N PATLADEIN. P4 TADHIR, BXUOI—T—-H—hDODIYZITIT X NOERES
O, IRNTOH—BARL =2 3> Z B UET,
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NZJITAMNAOOB—-EX

data-lake-manifest-service (. NZJ T A RI7AILDA 2iR— hEIDAR— %
B9 3 AWS Lambda B3 CTY, YZIT A MIAUOY—EX(E. A2R— kY=
JIARI7AILZ2T7YvTO-RUEYT, CNICEKD. BEFED Amazon S3 1>F >
')\ (A IR—NTEEXT, £z, FTvIPIRFCI—H—-DH—b
ANDZ)\WT—ZDIOANR— MR ZIT AN I 7AILEEMUET.

N -0 —EX

data-lake-package-service (&. /packages/* IL> Rk > MMIEESNET—FL 1D
API UOTIT X b8 9 2 AWS Lambda B#C9. /\wo—>/oO08—EX(E U
A b NNy o—miEl. I\ —08IBR. I\ —208H, X997 —FD—ER
R AFT—=HDBN. XFF—FDEH. T—Ftv hD—EFRR. T—Ftzv ~DiE
m. >—45tv bR, XZJTXMDIIE, AWS Glue A>FY> ROO—-S5—D=E
7. AWS Glue 7—JILD—EBFRRETITRX. KU Amazon Athena TOFT—F1t2
v RORFESD. INTON\VI—JERIIBLET,

BREYIOOP—EX

data-lake-search-service (&. /search/* I> RiRA> MMIXESNTET—FL 1D
APl UO T X hzAIE9 2 AWS Lambda B T9. BRI OB—EX(E UL
U, 42T YVIXRFIA S BROA2TYIIARFIAS FOHIBRZSD. T
N TCDBBEARL -2 3> ZIBUET,

JOJ7AIILRAoO085—-—EX

data-lake-profile-service (&. /profile/* > RRA > MMIEXK{ESNET—4 L2 API
UOTXR hEIIET S AWS Lambda B3C9 ., JOTJ7MILNAOO08—EX (L. > —
DLy RFPOCAF—DBEEERESD. T—9LA01—HF—DIRTOTOT7A
IWARL =23 >ZIBLET,

OJ8iFk~vroO0Y—EX

data-lake-logging-service (&. 7—5L 120D o0OY—EX & Amazon
CloudWatch Logs DffiZE1 > —J 11 X923 AWS Lambda B8#T9., &¥o0OY
—EBEX(E. ARL =232 AR NETOTRANRY hEOJEFU—-EXITXEL. O
)8R Y — E X (C K> T Amazon CloudWatch Logs ([CA > MVEEERSNE T,
CloudWatch >V —)LTcZdOZ (datalake/audit-log) (C77OTEATEET,

dWs

39/42 R—> o



IV OxT B—EXR -F—HLAoVYIUa1->23>

2019 6 A

F—ALA2oVYY)a1—>3>7Tld. Amazon DynamoDB —JI)L=ZFERALT. T —
GINvT— /E. BRUOL—T—H— FNEEHDAST—HFZRFLUET. UTD
=)L, 7O TOoeESa = Tdsn. 4910080 —EX%=

NMUTCDHT7ITELRAENET.

o data-lake-packages: 7—%/\w o —=D5 1 ML EFRBADKGIRFE. HRUIN

W =TTV IRATEDTIL-TDYX b

o data-lake-metadata: / Vo —Z(CEES T BN XS FT —FFTEDKGERT
o data-lake-datasets: Amazon S3 AT 10 MMADT—S 12wV MR > A DK

FIERTF

e data-lake-cart: 1—H —H— K715 ADKGHRF
e data-lake-keys: 1—H—77 0t X+— ID SROKGEHNFRTF
o data-lake-settings: > —%5 L J&E &5/ T2 ZEREDKGEHRTF

DYV 1—>3>T(d. Amazon Elasticsearch Service VS5 X5 —%=ERALT. &
RRADT AL AT\ —F—IDA TV IR EERUET, IS5 RY—I(CIE.
RZREY OO0 —EXB KU Amazon Cognito RsE=ZT L TDIH P ITCATEET,

{Jix D: EHX MU DADINE

=

<

ZDVYY1—232([C(EF BERBOEBERAARNIIRZ AWS ([OXETDATZa>hEaxEN
TWET., HHEZOFT—HFZERLT. BERICKDZDYY1—-2 3> DFERRRZE
KDKKERREL, RHIDU-—EXAPERROWE(CHITEIT. BNCIDE UTDE

WANNESN.. AWS ([OXESNF T,

e Solution ID: AWS VU1 —> 3> #5I1F

e Unique ID (UUID): >—49LA0VU1—>3>n7JO14C &S24

INTERENTE—E DRI F
e Timestamp: 7—FWESTALRXF>T

e Cluster Size: VU1—>3>h570O01493
—DHA X
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https://aws.amazon.com/about-aws/whats-new/2018/04/amazon-elasticsearch-service-simplifies-user-authentication-and-access-for-kibana-with-amazon-cognito/
https://aws.amazon.com/about-aws/whats-new/2018/04/amazon-elasticsearch-service-simplifies-user-authentication-and-access-for-kibana-with-amazon-cognito/
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http://aws.amazon.com/privacy/
http://aws.amazon.com/privacy/
https://github.com/awslabs/aws-data-lake-solution
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