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https://docs.aws.amazon.com/cognito/latest/developerguide/role-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://youtu.be/aEIqeFCcK7E
https://youtu.be/qoxxRlwJKZ4
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
http://docs.aws.amazon.com/general/latest/gr/root-vs-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://www.youtube.com/watch?v=Iq_hDc385t4&t=1318s
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https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
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https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
http://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_delegate-permissions.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_delegate-permissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/cli/latest/userguide/cli-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://wellarchitectedlabs.com/Security/300_IAM_Permission_Boundaries_Delegating_Role_Creation/README.html
https://wellarchitectedlabs.com/Security/300_IAM_Tag_Based_Access_Control_for_EC2/README.html
https://wellarchitectedlabs.com/Security/300_Lambda_Cross_Account_IAM_Role_Assumption/README.html
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https://aws.amazon.com/cloudtrail/
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https://aws.amazon.com/security-hub/
https://aws.amazon.com/vpc/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Subscriptions.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://d1.awsstatic.com/whitepapers/architecture/AWS-Reliability-Pillar.pdf
https://d0.awsstatic.com/whitepapers/architecture/AWS-Reliability-Pillar.pdf
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e AWS Security Hub
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https://youtu.be/vhYsm5gq9jE
https://youtu.be/kErRv4YB_T4
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/athena/latest/ug/cloudtrail-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
http://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://aws.amazon.com/solutions/centralized-logging/
https://wellarchitectedlabs.com/Security/100_Enable_Security_Hub/README.html
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_Detective_Controls/README.html
https://hands-on-guardduty.awssecworkshops.com/
https://wa.aws.amazon.com/wat.concept.runbook.en.html
https://wa.aws.amazon.com/wat.concept.playbook.en.html
https://aws.amazon.com/guardduty/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_findings.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_trojan.html
https://aws.amazon.com/eventbridge/
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Amazon Detective

e Remediating Amazon GuardDuty and AWS Security Hub Findings

e Best Practices for Managing Security Operations on AWS

e Achieving Continuous Compliance using AWS Config

e | Amazon Detective

¢ Amazon EventBridge

e AWS Config 7%

e AWS Config 7% 2|ZX|EE|(LE 2 A)

e AWS Config & 7 7| E
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https://github.com/awslabs/aws-config-rdk
https://github.com/awslabs/aws-config-rules
https://youtu.be/MPQe-4NvesM
https://youtu.be/nyh4imv8zuk
https://www.youtube.com/watch?v=gjrcoK8T3To
https://www.youtube.com/watch?v=QbA0859qNI8
https://docs.aws.amazon.com/detective/latest/adminguide/what-is-detective.html
https://aws.amazon.com/eventbridge/
http://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://github.com/awslabs/aws-config-rules
https://github.com/awslabs/aws-config-rdk
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https://aws.amazon.com/solutions/real-time-insights-account-activity/
https://aws.amazon.com/solutions/centralized-logging/
https://d1.awsstatic.com/whitepapers/architecture/AWS-Serverless-Applications-Lens.pdf
https://d1.awsstatic.com/whitepapers/architecture/AWS-Serverless-Applications-Lens.pdf
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https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/transit-gateway/
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https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-add-rule-group
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-add-rule-group
https://aws.amazon.com/waf/partners/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-responding.html
https://aws.amazon.com/solutions/aws-waf-security-automations/
https://aws.amazon.com/solutions/aws-waf-security-automations/
https://aws.amazon.com/solutions/aws-waf-security-automations/
https://github.com/awslabs/aws-waf-security-automations
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AWS Transit Gateway reference architectures for many VPCs

e Application Acceleration and Protection with Amazon CloudFront, AWS WAF, and AWS
Shield

e DDoS Attack Detection at Scale
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e Amazon VPC A& A

e AWS WAF A|Zt5}7|
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o VPCO| HEE[= HERTACL 73

e AWS Firewall Manager

e AWS PrivateLink
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https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://youtu.be/0xlwLEccRe0
https://youtu.be/2lAcE3NA2UU
https://aws.amazon.com/documentation/vpc/
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_ACLs.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_SecurityGroups.html
http://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_Appendix_NACLs.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/vpc-endpoints.html
https://aws.amazon.com/inspector/
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_VPC/README.html
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_Web_Application_Firewall/README.html

o

=

(CVE)

=
=

9

o

FAQ

2 ot U3 HQ o | A CVEQL 22

A0 CHSH Amazon CodeGurus At

ok
LS

—

HRIE| X

=
|

-
=

—

o
A B0 CHof &

—

At& 3510
LI Et X
O

St
=1

=

ETE
= AHESHH

=

.l

A
~

ac #2

X
~

.l

L|Ct.

AL

=]
2tO|22{2|0f| CVEZt SlEX], 2ZEOf FH 27 A

EbAL S
Amazon Inspector

Amazon Web Services
[ ]

+dnlo Al S
.__AQOMHAI_ - L .r:o_._w od
A I A N K9 8 i IR
ol Amn i o = o] > < B - oo o2 I
— =0 T ] - -
0 m | EDM' _Alﬂ & MLI LH < < ol
= HO L F K ~ Ll T < N
o CLggga > = 1]
wog o< 2 Ok RO o T o < o 20 o
oo KL< W T = T 9 HlJ = 3 K
- ] S o i
55 ooy AR S £l v 3= o oA
Aol o foR K H AT H 11 o B0
W o X F D L N o S K o
W Bl = Mo Ao omEYE R =
o o = M @ I o A I 4 8w
kB o= 3o X _ o omy, o3 of 8% Ho
~uSEEEl OER xTn oz gl
e ™ = S S W g B oo g T T
m oz gl z 35 TE&y 3 o N &
g H o g =2 K < o 10 (S = ° o
= o o 3 F = 4JM w U 3 a Kio o
K <& & o a B a2 o oa1 L
= KoY i Ogm o ¢ O ol 5 oo U
Tom o oot g K M Ko o I > =~ T o
ol LI &= g oo H = KH T v ol gl
A < e e wm My ow Z o KU o
A ol < O 2 I R e R J o o B
v dr o x D U & W m ® o X %o 8 oF
G _@_ﬂ%mn+A W W m oz 3%
EHHs T W0 . upE Nz KK o, . =T OO
o KON MR T T owz Moy O ox T N
7Lm_mooﬁmﬁm_u_ oo 5 KK B o < T g omr <
HOqm ol g & RO oo o) B o<k poF LD Ho ou
< = c Ao_.._
0 02 W 5l ogu gl O X g & moop x o o= g
ok w oW Sty g 25 oy B do oo
g & o R ogp W w7 Foc ox o ol U opn N owr oRr
o gol s X F oo [ womw Kw FYE
ol 2T AT T oG 2 oHnoupor o< B o ko
WK EH0HEERET W E S SKREFE Nwm 0oy
. . Bl T <l &0
f oo R @ ol
o X H T !

26

o2 7tX| =t & EHoF 19 7H0| =Tt

3

—_

-

2|AH O] MO|LHEC2 7|8t AR EQ|
[e)

Ix

=

= Of

CC
o

1

|32EC

o
+

=4

(EI_

—

0l
| 23 A XM 2ZE 00 Cf

—

=

o 2

o
T

zE
Z1s

dE2 23 MAH o7 [X|0]=
_JIK_E

Qold

= =

aws

H}


https://aws.amazon.com/codeguru/
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://owasp.org/www-community/Fuzzing
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https://www.cisecurity.org/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
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Amazon Web Services =

Security best practices for the Amazon EC2 instance metadata service

e Securing Your Block Storage on AWS

Securing Serverless and Container Services

e Running high-security workloads on Amazon EKS

e Architecting Security through Policy Guardrails in Amazon EKS

e AWS Lambda E9t 7i &

e Amazon EC29| £ 0t

e AWS Systems Manager

e Amazon Inspector

Writing your own AWS Systems Manager.documents
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https://youtu.be/2B5bhZzayjI
https://youtu.be/Y1hE1Nkcxs8
https://youtu.be/kmSdyN9qiXY
https://youtu.be/OWRWDXszR-4
https://youtu.be/ZeltFg8PCzY
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS-Lambda-Security.pdf
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-security.html
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/inspector/
https://aws.amazon.com/blogs/mt/writing-your-own-aws-systems-manager-documents/
https://aws.amazon.com/blogs/mt/replacing-a-bastion-host-with-amazon-ec2-systems-manager/
https://wellarchitectedlabs.com/Security/200_Automated_Deployment_of_EC2_Web_Application/README.html
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https://d1.awsstatic.com/whitepapers/compliance/AWS_Data_Classification.pdf
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-tagging.html
https://aws.amazon.com/kms/details/#통합
https://aws.amazon.com/kms/details/#통합
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https://docs.aws.amazon.com/AmazonS3/latest/dev/bucket-encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://d0.awsstatic.com/whitepapers/Amazon-GlacierVaultLock_CohassetAssessmentReport.pdf
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
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How Encryption Works in AWS

e Securing Your Block Storage on AWS

e Achieving security goals with AWS CloudHSM

e Best Practices for Implementing AWS Key Management Service

e A Deep Dive into AWS Encryption Services

o QUSTBIE AL2810] Amazon S3 H|O|Ef S

e Amazon EBS & S 3}

e | Amazon RDS 2| A4 24 3}

o Y2 ALESI0 HO|H E=

o  AWS AH| AN A AWS KMSE AL251= g

e Amazon EBS &5 3}

¢ AWS Key Management Service

e AWS CloudHSM
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://aws.amazon.com/security-hub/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html#setup-autoremediation
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://youtu.be/Vox-PDRHIUs
https://youtu.be/Vox-PDRHIUs
https://youtu.be/X1eZjXQ55ec
https://youtu.be/gTZgxsCTfbk
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/kms/
https://aws.amazon.com/cloudhsm/

Amazon Web Services Hot 22

o AWSKMS 2o}t ME HE Hi N

AWS KMSO| A 7| M AL

AL b~
ME& S HOEEHS
Ma % [0|E/ S A|AE 7H0| M5 BE G052 oojgtL|C} of7|o)s YAZE L ajas
70| AT} CHE AH|A O £|E AFRAL 74| 40| EEHEL|CH M2 X G0|E{2 M s
AZO2 HEHD YARE HO|EQ VUM DHNS B & YaL|C)
HOH7| Gl OIE N pHa| TH: US| 7|0t OIS ME OHEBIA| K EE D B UM H 0=
S MHSH A0 2 TA|BLITE O 98t JE ES IS AWS Certificate
Manager(ACM)2} 22 BH2|& AMH|AZ AFRSHS ZH2ALICH AWS AH|A 3 i ZiEl L=

2l aA0 AFE Y 32 I AFE TLS(Transport Layer Security) QI SAE &£ A Z2H|M Y, 22|
A HiZ = ASLCETLS QSAM=E HERIS 8412 EZ5I 0 QUM = & AO|E a2|1
Z2tolHl HEHAOM 2|20 IDE H7d5H7| I8 AREE LT ACM2 Elastic Load Balancer,
Amazon CloudFront Hi &, APl Gateway2| API S AWS 2|2 AR ESHE|H XI5 CIZA AL
ME| LT ACME AFBSIO AHE R E CAS B Z5t= 2 EC2 QIAEH A, ZH|0|H S0 M

MEE = AES AS A HIS 7 217t HSE & UAFLICE

HE S U2 HE: =4, HE A 8 T 27 NS 35| ?lol M2 22 A Y
Atetof et YolE f2st 2 Ardts HEYLICHL AWS AH[ A= S0 TLSE Ar83ts

HEE s ASUCEL 7 E 2l2AE 2UHSH| M O3t ME[A ZHof HE & Y==tE
Aot = UAESLLCH R HEJIAZEH £ VPCEL| VPN HZE A0 EcfE g &4
oo USL|CHL EYSH QT ALE0| Y= AL AWS MarketplaceOfl A EFA}

Ol A

dWs
34


https://d0.awsstatic.com/whitepapers/KMS-Cryptographic-Details.pdf
http://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/using-iam-policies.html
https://docs.aws.amazon.com/aws-crypto-tools/
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/certificate-manager/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-listeners.html#redirect-actions
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e How can | add certificates for websites to the ELB using AWS Certificate Manager

e Deep Dive on AWS Certificate Manager Private CA

AWS Certificate Manager

Application Load Balancer2| HTTPS 2|2 L4

AWS VPN

API Gateway S X| %X 3}
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https://aws.amazon.com/vpn/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/blogs/storage/protect-amazon-s3-buckets-using-access-analyzer-for-s3/
https://youtu.be/pTQrAZbHmRU
https://youtu.be/7dRlN-qZvaA
http://docs.aws.amazon.com/acm/latest/userguide/acm-overview.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/vpn/?id=docs_gateway
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-edge-optimized-custom-domain-name.html
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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https://wa.aws.amazon.com/wat.concept.playbook.en.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-active.html
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https://youtu.be/8uiO0Z5meCs
https://youtu.be/f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://d1.awsstatic.com/whitepapers/aws_security_incident_response.pdf
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
http://docs.aws.amazon.com/AmazonCloudWatch/latest/events/WhatIsCloudWatchEvents.html
https://aws.amazon.com/cloudendure-disaster-recovery/
https://wellarchitectedlabs.com/Security/300_Incident_Response_with_AWS_Console_and_CLI/README.html
https://wellarchitectedlabs.com/Security/300_Incident_Response_Playbook_with_Jupyter-AWS_IAM/README.html
https://aws.amazon.com/blogs/compute/orchestrating-a-security-incident-response-with-aws-step-functions/
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https://d0.awsstatic.com/whitepapers/architecture/AWS_Well-Architected_Framework.pdf



