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In 2019, the White House issued an executive order promoting the use of trustworthy
artificial intelligence (Al) in the federal government.! This order launched the American
Al Initiative, a concerted effort to promote and protect Al technology and innovation in
the United States. This executive order also laid the foundation, with broad guidelines
and policies, for agencies on the design, development, acquisition, and the use of Al in
government.

Machine learning (ML) and deep learning (DL) are computer science fields derived from
the discipline of Al. Collectively called ML in this whitepaper, these fields help
modernize the government and ensure federal agencies are effectively delivering on
their mission objectives on behalf of the American people. Al & ML can help
government agencies solve complex problems with citizen services, public safety,
healthcare, transportation, and other service verticals. To enable these capabilities,
agencies are investing in Al & ML solutions, especially to improve mission
effectiveness, make evidence-based decisions, and automate repetitive tasks. As an
example, in 2018 the Defense Advanced Research Project Agency (DARPA)
announced a multi-year investment of more than $2 billion in new and existing programs
and called it the “Al Next” campaign.? The National Science Foundation (NSF) invests
more than $500 million in Al research annually.®

However, several challenges remain within the US public sector regarding the broader
adoption of ML initiatives.-.Organizations have stringent federal, state, and local security
and compliance mandates including the Federal Risk and Authorization Management
Progr_am (FedRAMP), DWWE%fIBﬂm?S(B%@.FQ%mtmg Security -
Requirements Guide (CC SRG), and the Health Insurance Portability and Accountability
Act (HIPAA), among others. These requirements include protecting sensitive citizen
data, isolating environments from internet access, and the principles of least-privilege-
access controls. kafitthejatestivessian wfsthisie ogh tnaptigsd sitierms of
data and model lifecycle management, including the bias within ML models that needs
to be addressed to improve the trust with public.

This whitepadettpstif#devsawstamazongeo m/vwhitéepa perts/ kakestds in
adoption and imitidrestigicactités-publievsestorsiargattizatiedgfasd these
challenges. Thejateiprstencesiop il itbiepeor: 1yuitizatisns/hteaters and

agency IT Directors. You can get started on Al and ML by visiting Machine Learning on
AWS, AWS Machine Learning Embark Program, or the Amazon Machine Learning
Solutions Lab
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Government, education, and nonprofit organizations face several challenges in
implementing ML programs to accomplish their mission objectives. This section outlines
some of the challenges in seven critical areas of an ML implementation. These are
outlined as follows:

1. Data Ingestion and Preparation. Identifying, collecting, and transforming data is
the foundation for ML. The ability to extract data from different types of data sources
(ranging from flat files to databases, structured and unstructured, real time and
batch) can be challenging given the range of technologies found in public.sector
organizations. Once the data is extracted, it needs to be cataloged and organized so
that it is available for consumption with the necessary approvals in compliance with
public sector guidelines.

2. Model Training and Tuning. There are hundreds of algorithms available for ML
model training and tuning that solve various types of problems. One of the major
challenges facing public sector organizations is the ability to create a common
platform that provides these algorithms and the structure required for visibility and
maintenance. Challenges also exist in optimizing model training performance with
minimal resources without compromising on the quality of ML models.

3. ML Operations (MLOps). Integrating ML into business operations, referred to as
MLOps, requires significant planning and preparation. One of the major hurdles
facing government organizations is the ability to create a repeatable process for
deployment that is C@I“ﬂf?wmﬁ"ﬁé@aﬂ@é ﬂ}mﬁg@&mes Mechanisms
need to be put in place to ensure scalability and availability, as well as recovery of
the models in case of disasters. Another challenge is to effectively monitor the model
in production to ensure that ML models do not lose their effectiveness due to

introduction oF@Mthedate sk aersi onnafcthisdocmenthisitze data.

4. Management & Governance. Public sector organizations face increased scrutiny to
ensure that public funds are being properly utilized to serve mission needs. As such,

they needftseyjdoreaARd Wk o e svATNO HitepsiFeEsa s tyorkioads.
Changes narl ke et e sayaiBl Rasa et BFlGTaa ARG flata models,
data transfeaiG g P ITeasop st casEet oo g dRPZAt s THRICe

endpoints. A clear separation needs to be put in place between development and
production workloads while enforcing separation of duties with appropriate approval
mechanisms. In addition, any underlying infrastructure, software, and licenses need
to be maintained and managed.
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5. Security & Compliance. Security and compliance of ML workloads is one of the
biggest challenges facing public sector organizations. The sensitive nature of the
work done by these organizations results in increased security requirements at all
levels of an ML platform. This can be very challenging as data is spread across a
large number of data sources, is constantly evolving, and is constantly sent across
the network between data storage and compute platforms. Data is also transmitted
between compute instances in the case of distributed learning. Last but not least is
the alignment with the principles of least privilege and application of a consistent
user authentication and authorization mechanism.

6. Cost Optimization. Given the complexity of ML projects, and the amount of data,
compute, and other software required to successfully manage a project, costs can
quickly spiral out of control. The challenge facing public sector agencies is the need
to account for the resources used, and to monitor the usage against specified cost
centers and task orders. Not only do they need to track usage of resources, but they
also need to be able to effectively manage the costs.

7. Bias & Explainability. Given the impact of public sector organizations on the
citizens, the ability to understand why an ML model makes a specific prediction
becomes paramount — this is also known as ML explainability. Organizations are
under pressure from policymakers and regulators to ensure that ML and data-driven
systems do not violate ethics and policies, and do not result in potentially
discriminatory behavior. In January 2020, the U.S. government published draft rules
for the regulation of Artificial Intelligence (Al) in the United States. These rules state
that any government regulation of public sector Al must encourage “reliable, robust,
and trustworthy Al” and these standards should be the overarching guiding theme.
Demonstrating explamhﬁﬁtyﬂlﬁigﬂszﬂﬁ Jh&l&ilgaliﬁhzw@d)omplex ML models
are hard to understand and even harder to interpret and debug. Public sector
organizations need to invest significant time with appropriate tools, techniques, and

mechanss  JERRE A UFRIN P B BERERH g

could be a deterrent to adoption.

https://docs.aws.amazon.com/whitepapers/latest/
AWS Cloud prdfldbestRractiges-puidicssederqngapiratiopsfart-and data
scientists with thestipracticpsrpublicsectandarganizationssRtmis section
provides the best practices for using these services to address the challenges outlined
earlier. The best practices are organized by the seven critical areas of an ML
implementation described in the previous section.
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Data Ingestion and Preparation

Data ingestion and preparation involves processes in collecting, curating, and preparing
the data for ML. Data ingestion involves collecting batch or streaming data in
unstructured or structured format. Data preparation takes the ingested data and
processes to a format that can be used with ML.

Identifying, collecting, and transforming data is the foundation for ML. There is
widespread consensus* among ML practitioners that data preparation accounts for
approximately 80% of the time spent in developing a viable ML model. There are
several challenges that public sector organizations face in this phase: First is the ability
to connect to and extract data from different types of data sources. Once the data is
extracted, it needs to be cataloged and organized so that it is available for consumption,
and there needs to be a mechanism in place to ensure that only authorized resources
have access to the data. Mechanisms are also needed to ensure that source data
transformed for ML is reviewed and approved for compliance with federal government
guidelines.

The AWS Cloud provides services that enable public sector customers to overcome
challenges in data ingestion, data preparation, and data quality. These are further
described as follows:

Data Ingestion

The AWS Cloud enables public sector customers to overcome the challenge of
connecting to and extracting data from both streaming and batch data, as described in

the following: This version has been archived.

e Streaming Data. For streaming data, Amazon Kinesis and Amazon Managed
Streaming for Apache Kafka (Amazon MSK) enable the collection, processing, and
analysis of dafeon teetitadesbazensionsehtivised e cuimerrbpwuidites to
collect, process, and analyze real-time, streaming data. Amazon Kinesis Data
Streams (KDS) is a service that enables ingestion of streaming data. Producers of
data push data directly into a stream, which consists of a group of stored data units
called recdHEP$H/ loes auts. AmAZARCRM/NRItaBaRersy latestle as part
of the dataiPbestipfasticespubliersaates-arganigationsd mirzon
Kinesis Videbest=practices-public-sector-organizations.html
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This service can capture streams from millions of devices, and durably store,
encrypt, and index video data for use in ML models. If data does not need to be
stored for real-time processing, Amazon Kinesis Data Firehose is a service that can
be used to deliver real-time streaming data to a chosen destination. For example, a
data source could be a custom producer application and a destination could be
Amazon Simple Storage Service (Amazon S3) or Amazon RedShift. If you already
use Apache Kafka, you can use Amazon MSK, a fully managed service, to build and
run applications that use Apache Kafka to process streaming data without needing
Apache Kafka infrastructure management expertise.

e Batch Data. There are a number of mechanisms available for data ingestion in
batch format. With AWS Database Migration Services (AWS DMS), you can
replicate and ingest existing databases while the source databases remain fully
operational. The service supports multiple database sources and targets, including
writing data directly to Amazon S3. AWS DataSync is a data transfer service that
simplifies, automates, and accelerates moving and replicating data between on-
premises storage systems such as network file system (NFS) and AWS storage
services such as Amazon Elastic File System (EFS) and Amazon S3. You can use
AWS Transfer Family for ingestion of data from flat files using secure protocols such
as Secure File Transfer Protocol (SFTP), File Transfer Protocol over SSL (FTPS),
and File Transfer Protocol (FTP). For large amounts of data, you can use the AWS
Snow Family for transferring data in bulk using secure physical appliances.

Data Preparation

Once the data is extracted, it needs to be transformed and loaded into a data store for
feeding into an ML moda-.hisls\bﬁfeﬁid%liolbaialm&ﬁcaﬁﬁlﬂﬁﬂdzed so that it is

available for consumption, and also needs to enable data lineage for compliance with
federal government guidelines. AWS Cloud provides three services that provide these

mechanisms. T ¢he latest version of this document, visit:

https://docs.aws.amazon.com/whitepapers/latest/
ml-best-practices-public-sector-organizations/ml-
best-practices-public-sector-organizations.html
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AWS Glue is a fully managed ETL (extract, transform and load) service that makes it
simple and cost-effective to categorize, clean, enrich, and migrate data from a
source system to a data store for ML. The AWS Glue Data Catalog provides the
location and schema of ETL jobs as well as metadata tables (where each table
specifies a single source data store). A crawler can be set to automatically take
inventory of the data in your data stores..

ETL jobs in AWS Glue consist of scripts that contain the programming logic that
performs the transformation. Triggers are used to initiate jobs either on a schedule
or as a result of a specified event. AWS Glue Studio provides a graphical interface
that enables visual composition of data transformation workflows on AWS Glue’s
Apache Spark-based serverless ETL engine. AWS Glue generates the code that's
required to transform the data from source to target based on the source and target
information provided. Custom scripts can also be provided in the AWS Glue console
or API to transform and process the data.

In addition, AWS Glue DataBrew, a visual data preparation tool, can be used to
simplify the process of cleaning and normalizing the data. It comes with hundreds of
data transformations that can be used quickly to prepare data for ML without having
to write your own transformation scripts.

AWS Glue also features the ability to-integrate with Amazon SageMaker. Amazon
SageMaker is a comprehensive service that provides purpose-built tools for every
step of ML development.and implementation. In AWS Glue, you can create a
development endpoint and then create a SageMaker notebook to help develop your

ETL and ML scripts. A d.evelopm.ent endpoint allows you to iteratively develop and
test your ETL scripts kg wersicichasdheencaxchived.

Amazon SageMaker Data Wrangler is a service that enables the aggregation and
preparation of data for ML and is directly integrated into Amazon SageMaker Studio.
Both Amazonf@rathetatestversion ofjthisdoasm entemisik of the
Amazon SageMaker service. Data Wrangler contains hundreds of built-in
transformations to quickly normalize, transform, and combine features without
having to write any code. Using the Data Wrangler user interface lyou can view table

summarie VRS é%?%%?ﬁ go.com/ whitepapers/latest/

ml-best-practices-public-sector-organizations/ml-
best-practices-public-sector-organizations.html
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e Amazon EMR: Many organizations use Spark for data processing and other
purposes such as for a data warehouse. These organizations already have a
complete end-to-end pipeline in Spark and also the skillset and inclination to run a
persistent Spark cluster for the long term. In these situations, Amazon EMR, a
managed service for Hadoop-ecosystem clusters, can be used to process data.
Amazon EMR reduces the need to set up, tune, and maintain clusters. Amazon
EMR also features other integrations with Amazon SageMaker, for example, to start
a SageMaker model training job from a Spark pipeline in Amazon EMR.

Data quality

Data that is obsolete or inaccurate not only causes issues in developing accurate ML
models, but can significantly erode stakeholder and public trust. Public sector
organizations need to ensure that data ingested and prepared for ML is of the highest
guality by establishing a well-defined data quality framework. See How to Architect Data
Quality on the AWS Cloud for an example on how you can set up a data quality
framework on the AWS Cloud.

Model Training and Tuning

Model Training and Tuning involves the selection of a ML model that is appropriate for
the use case, followed by training and tuning of the ML model.

One of the major challenges facing the public sector is the ability for team members to
apply a consistent pattern or framework for working with multitudes of options that exist
in this space. Different teams use different technologies and it is challenging to bring
these into a uniform envifdnisevesior:izas beehy anchiveds. For example,
some teams may be using Python, while some other teams use R. Some teams may
have standardized on TensorFlow, whereas other teams may have standardized on

Pytorch. Challenges also exist in gptimizing modgl training performance, input data
formats, and dlstﬁ%geﬂ]l%mﬁ%ei&}@%ﬁ% rt‘a%ﬁﬁh'%fgﬁqu 'Tgrgl)%ﬂt bﬁ/ ﬁﬁéfltuning a
model to achieve the expected performance.
The AWS Cloud ena}bles public sector customers to overcome challenges in model
selection, trainﬁ??ﬁ%! ﬁ!ﬂﬁ@ﬁ!"&e@@ﬁﬁé&’ nrﬁ%‘fbﬁWMhB?PaPers/ latest/

mit-

best-practices-public-sector-organizations/ml-
Model Selec®§st-practices-public-sector-organizations.html

Amazon SageMaker provides the flexibility to select from a wide number of options
using a consistent underlying platform.
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Programming Language. Amazon SageMaker notebook kernels provide the ability
to use both Python, as well as R, natively. The Amazon SageMaker Python SDK
provides open-source Python APIs and containers to train and deploy models in
SageMaker. To use coding languages such as Stan or Julia, a Docker image can be
created and brought into SageMaker for model training and inference (see Figure 3
below for more details on this option). To use programming languages like C++ or
Java, custom images on Amazon ECS/EKS can be used to perform model training.

Built-in algorithms: Amazon SageMaker Built-in Algorithms provides several
built-in algorithms covering different types of ML problems. These algorithms are
already optimized for speed, scale, and accuracy. Additionally, for classification or
regression with tabular data, SageMaker Autopilot can be used to automatically
explore data, select algorithms relevant to the problem type, and prepare the data to
facilitate model training and tuning. AutoML ranks all of the optimized models tested
by their performance and finds out the best performing model. The AutoML
approach is especially useful for application programmers who are new to ML.

Script Mode: For experienced ML programmers who are comfortable with using
their own algorithms, Amazon SageMaker provides the option to write your custom
code (script) in a text file with a .py extension (see Figure 2).

Custom training script on supported framework

Images

MXNet
TensorFlow
Scikit-learn
PyTorch

ECR < Chainer
4 ™
( L EC2 |
estimator = TensorFlow(entry peoint="train.py’, cé-xlarge
train instance type='ml.cd.xlarge’, TensorFlow
train_instance_count=1,
hyperparameters=hyperparameters, |
framework version='1.13", e /
py_version='py3',
script mode=True)
- 53

estimator.fit({'training': inputs})

Figure 1: Script Mode
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This option is known as “script mode” and the custom code can be written using any
SageMaker supported framework. Code needs to be prepared and packaged in a
Python file (.py extension), adding in some training environment variables as input
arguments. Code that requires Python packages hosted on PyPi can be listed in a
requirement.txt file and included in the code directory.

e Use a custom Docker image: ML programmers may be using algorithms that are
not included in a SageMaker supported framework, not hosted on PyPi, or written in
a language like Stan and Julia. In these cases, the training of the algorithm and
serving of the model can be done using a custom Docker image (see Figure 2

below).
Brlng your own container
Images
Custom image 1
estimator = Estimator (image=‘custom_container’, ECR — stucstom image 2
train_instance_ type='ml.c4d.xlarge’, =
train instance count=1, ; .
hyperparameters=hyperparameters, 4 EC2 ™
py_version="py3') cd.xlarge
estimator.fit({'training': inputs}) - -~
S3
Model

Figure 2: Bring your own container

For the latest version of this document, visit:
For more information on custom Docker images in SageMaker, see Using Docker
containers with SageMaker

Model Traifittgs://docs.aws.amazon.com/whitepapers/latest/
ml-best-practices-public-sector-organizations/ml-

AMAZON Saqe“’%‘é%gpg?}ﬂ??cié‘- [i8f-989:‘t'3‘r9851%54%%'ﬂi§.‘P&mi’de' training

performance, input data formats, and distributed training.
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e Data parallel: ML training processes go through an entire dataset in one training
cycle called an epoch. It is common to have multiple training iterations per epoch.
When the training dataset is big, each epoch becomes time consuming. In these
situations, SageMaker’s distributed data parallel library can be considered for
running training jobs in parallel. The library optimizes the training job for AWS
network infrastructure and Amazon EC2 instance topology, and takes advantage of
gradient updates to communicate between nodes with a custom algorithm.

e Pipe mode: Pipe mode accelerates the ML training process: instead of downloading
data to the local Amazon EBS volume prior to starting the model training, Pipe mode
streams data directly from S3 to the training algorithm while it is running. This
enables the training job to start sooner, finish quicker, and need less disk space.

e Incremental training: Amazon SageMaker supports incremental training to train a
new model from an existing model artifact, to save both training time and resources.
Incremental training may be considered when there are publicly available pre-trained
models related to the ML use case. It can also be considered-if an expanded dataset
contains an underlying pattern that was not accounted in previous models, or to
resume a stopped training job.

e Model Parallel training: Sometimes ML models are too large to fit into GPU
memory in a training process. In these situations, Amazon SageMaker’s distributed
model parallel library can be used to automatically and efficiently split a model
across multiple GPUs and instances and coordinate model training.

Model Tuning

Amazon SageMaker proTibeiS Mﬁiﬁﬂhhﬁpb@ﬁ&@f&ﬁ@(&dhd the best version
of a model in an efficient manner, enabling public sector organizations to judiciously use
their resource on other activities. SageMaker hyperparameter tuning runs many training
jobs on a datasetr_uﬁ.i @efé{lﬁg er{p&s yﬁp&tp gpﬁh%gﬁs the
hyperparameter values t at resu In a model that performs t est, a5 méasured by a
selected metric. The following best practices ensure a better tuning result:

e Limitth ber, rrmtrsU rmt

S|multaneec.i))‘us se[!e? ig\? ;lzie n|n méo ric')}/w: e?ﬁm% ﬁEantZarch to a
much sma Bﬁ’?oteﬂgqlﬁg ? éftesf Eﬁl‘@oggﬁﬁ'%ﬁﬁ'
computationg%ﬂ@&yﬁ?ﬁm ﬁréﬁw‘étgrr o 9@}3‘:}%!)9&)?7 t'a"gmaller

number of hyperparameters provides better understanding of how a specific
hyperparameter would affect the model performance.
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e Choose hyperparameter ranges appropriately: The range of values for
hyperparameters can significantly affect the success of hyperparameter
optimization. Better results are obtained by limiting the search to a small range of
values. If the best metric values within a subset of the possible range are already
known, consider limiting the range to that subset.

e Pay attention to scales for hyperparameters: During hyperparameter tuning,
SageMaker attempts to figure out if hyperparameters are log-scaled or linear-scaled.
Initially, it assumes that hyperparameters are linear-scaled. If they are in fact log-
scaled, it might take some time for SageMaker to discover that fact. Directly setting
hyperparameters as log-scaled when they’re already known could improve
hyperparameter optimization.

e Set the best number of concurrent training jobs: Running more hyperparameter
tuning jobs concurrently gets more work done quickly, but a tuning job improves only
through successive rounds of experiments. Typically, running one training job at a
time achieves the best results with the least amount of compute time.

e Report the wanted objective metric for tuning when the training job runs on
multiple instances: When a training job runs on multiple instances, hyperparameter
tuning uses the last-reported objective metric value from all instances of that training
job as the value of the objective metric for that training job. Therefore, distributed
training jobs should be designed such that the objective metric reported is the one
that is needed.

e Enable early stopping for hypermeter tuning job: Early stopping helps reduce
compute time and helps avoid overfitting the model. It stops the training jobs that a
hyperparameter tunir{lms M&f&i@%d‘l@ﬁ/hﬁ%ﬁ@hﬁl&d}roving significantly
as measured by the objective metric.

e Run awarm start using previous tuning jobs: Use a warm start for fine-tuning
previous hypdr@fdhadatast pwessiomoef £his e aumenty wisitine
previous hyperparameter tuning jobs to increase the performance of the new
hyperparameter tuning job by making the search for the best combination of

hyperparameters more efficient. .
https://docs.aws.amazon.com/whitepapers/latest/

MLOps ml-best-practices-public-sector-organizations/ml-

best-practices-public-sector-organizations.html
MLOps is the discipline of integrating ML workloads into release management,
Continuous Integration / Continuous Delivery (CI/CD), and operations.
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One of the major hurdles facing government organizations is the ability to create a
repeatable process for deployment that is consistent with their organizational best
practices. Using ML models in software development makes it difficult to achieve
versioning, quality control, reliability, reproducibility, explainability, and audibility in that
process. This is due to the number of changing artifacts to be managed in addition to
the software code, such as the datasets, the ML models, the parameters and
hyperparameters used by such models, and the size and portability of such artifacts can
be orders of magnitude higher than the software code. In addition, different teams might
own different parts of the process; data engineers might be building pipelines to make
data accessible, while data scientists can be researching and exploring better models.
ML engineers or developers have to work on integrating the models and releasing them
to production. When these groups work independently, there is a high risk of creating
friction in the process and delivering suboptimal results.

AWS Cloud provides a number of different options that solve these challenges, either by
building an MLOps pipeline from scratch or by using managed services.

Amazon SageMaker Projects

A SageMaker project is an AWS Service Catalog provisioned product that enables
creation of an end-to-end ML solution. By using a SageMaker project, teams of data
scientists and developers can work together on ML business problems. SageMaker
projects use MLOps templates that automate the model building and deployment
pipelines using CI/CD. SageMaker-provided templates can be used to provision the
initial setup required for.a complete end-to-end MLOps system including model building,

tralnlng and deployment. Custom templates can also be used to customize the

Amazon SageMaker Pipelines
sageMaker PipefRE Eheplatestovgrsiasbel thisigleausagaliaMstipelines

brings CI/CD practices to ML, such as maintaining parity between development and
production environments, version control, on- demand testing and end-to-end

automation, hﬁ \gﬁ!fg MLthrou out the or rl_ Plgtﬁ:gg{)ﬁ |{_1te fted with

SageMaker Pyt as we or visy n
management & Eﬁ&\/\gr%m%3 %}% l??gi Enﬂggﬂ%'&‘e?% ZFrh‘odel
ﬁo?)?ﬁ;roé‘ag,‘ Sméﬂ&%tl% , and

versions can begﬁﬁred)ﬁzfg&ﬁ%ﬂg

selection of the right model for deployment based on business requirements. Pipelines
provide the ability to log each step within the ML workflow for a complete audit trail of
model components such as training data, platform configurations, model parameters,

dWs
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and learning gradients. Audit trails can be used to recreate models and help support

compliance requirements.

AWS CodePipeline and AWS Lambda

For AWS programmers and teams that are already working with CodePipeline for

deployment of other workloads, the option exists to utilize the same workflows for ML.

Figure 3 below represents a reference pipeline for deployment on AWS.

! AWS Cloud

AWS Code Pipeline CI/CD

>
Qo D) O D) Amazon Elastic
A\ e s h > S e o S Container
y’\/. ;L\ \ 1 > ) _* Reglstry
Reposttory AWS CodePipeline . AWS CodeBuilg  9ocker
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AWS Step Functions Workfiow |{.8)
C6 3N v
CPAW
Amazon SageMaker
8 /-!ll:
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4 = < = S Start
] @ 100 %: <3  Training %
1 N -
Accept Amazon SNS Create : B
b AWS Step Functions Model @ 3
A \

N s> Batch @
(12) N s . Transform

N PO — ! S
ol [ [ £, A
= 0 SageMaker
Inference

Amazon APl Gateway AWS Lambda Endpoint

Amazon S3
(Serialized
Model)

Data
Scientist /
Applications

ml-best-practices-public-sector-organizations/ml-
Aisest Spraterres/PeilticuseetoP-oirgHsipatib A Ml

See Build a CI/CD pipeline for deploying custom machine learning models using AWS

services for details on the reference architecture and implementation.
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AWS StepFunctions Data Science Software Development Kit (SDK)

The AWS Step Functions Data Science SDK is an open-source Python library that allows
data scientists to create workflows that process and publish ML models using
SageMaker and Step Functions. This can be used by teams that are already
comfortable using Python and AWS Step Functions. The SDK provides the ability to
copy workflows, experiment with new options, and then put the refined workflow in
production. The SDK can also be used to create and visualize end-to-end data science
workflows that perform tasks such as data pre-processing on AWS Glue and model
training, hyperparameter tuning, and endpoint creation on Amazon SageMaker.
Workflows can be reused in production by exporting AWS CloudFormation (infrastructure
as code) templates.

AWS MLOps Framework

Figure 4 below illustrates an AWS solution that provides an extendable framework with
a standard interface for managing ML pipelines.

Model Artifacts &

T Data For Model Monitor
raining Data For Model Moni l AWS CodePipeline
2 ] [ Pipetine Provisioning . :
| i Stage: DeployPipeline
= 1 i Stage: Source
< ' i AWS CloudFormation |_
Optiont: : : Amazon S3 action
Initiate by | Amazon API Gateway { AmazonS3 |
API call i Model Artifact&Data
H Bucket '
n @_, .\ Provisioned Pipeline (e.g. Bring Your Own Model - Realtime Inference PIplIInI]“,
Orchestrator Amazon S3  AWS Lambda '

- i Amazon SageMaker  Amazon SageMaker AWS Lambda Amazon AP| Gateway
— Model Endpoint (Invoke Endpoint) g
v B BRI
Repository AWS CloudFormation
Amazon ECR B | @ Existing S3 bucket(s) used to store captured data,
(Custom Algorithms) input/output of batch transform jobs or Model Monitor

Figure 4: AWS MLOps Framework

https://docs.aws.amazon.com/whitepapers/latest/
ml-best-practices-public-sector-organizations/ml-

The solution proyilee praatic B suBTe e ceaiBrg SARERBRS At referred to

as a bring your own model), configure the orchestration of the pipeline, and monitor the
pipeline's operations.
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Deploy Custom Deep Learning Models

In addition to Amazon SageMaker, AWS also provides the option to deploy custom
code on virtual machines using Amazon EC2, and containers using self-managed
Kubernetes on Amazon EC2, Amazon Elastic Container Service (Amazon ECS) and
Amazon Elastic Kubernetes Service (Amazon EKS). AWS Deep Learning AMIs can be
used to accelerate deep learning by quickly launching Amazon EC2 instances that are pre-
installed with popular deep learning frameworks. AWS Deep Learning Containers are
Docker images pre-installed with deep learning frameworks to deploy optimized ML
environments. For an example of how to deploy custom deep learning models, see Deploy
Deep Learning Models on Amazon ECS.

Deploy ML at the edge

Training your ML models requires powerful compute infrastructure available in the
cloud. However, making inferences against these models typically requires far less
computational power. In some cases, such as with edge devices, inferencing needs to
occur even when there is limited or no connectivity to the cloud. Mining fields are an
example of this type of use case. To make sure that an edge device can respond
quickly to local events, it is critical that you can get inference results with low latency.

AWS loT Greengrass enables ML inference locally using models that are created,
trained, and optimized in the cloud using Amazon SageMaker, AWS Deep Learning
AMI, or AWS Deep Learning Containers, and deployed on the edge devices.

Performing inference locally on connected devices running AWS loT Greengrass
reduces latency and cost. Instead of sending all device data. tQ the cloud to perform ML
inference and make a pth(!ﬁo“e)ﬁJ% hﬂ%h%&@lﬁsh»’&qhe device. As
predictions are made on these edge devices, you can capture the results and analyze
them to detect outliers. Analyzed data can then be sent back to the cloud, where it can
be reclassified arrljpogi@ pause e i erthie doelipiferrt (Asitild a
predictive model in Amazon SageMaker for scene detection analysis, optlmlze it to run
on any camera, and then deploy it to send an alert when suspicious activity occurs.
Data gathered from the inference running on AWS loT Greengrass can be sent back to
Amazon Sagdtﬂhps:/\ﬁﬂﬂestawsmnm#WhotapapmillaWe the
quality of the Mhlnb)dgtspi-aaz Neesipuls fopa ¥ T i

Image Classificdii@et Morkse
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Management and Governance

Public sector organizations face increased scrutiny to ensure that funds are properly
utilized to serve mission needs. As such, ML workloads need to provide increased
visibility for monitoring and auditing. Changes need to be tracked in several places,
including data sources, data models, data transfer processes and transformation
processes, and deployment endpoints and inference endpoints. A clear separation
needs to be put in place between development and production workloads, while
enforcing separation of duties with appropriate approval mechanisms. In addition, any
underlying infrastructure, software, and licenses need to be maintained and managed.
This section highlights several AWS services and associated best practices to address
these management and governance challenges.

Enable governance and control

AWS Cloud provides several services that enable governance and control. These
include:

e AWS Control Tower. Setup and governance can be complex and time consuming
for organizations with multiple AWS accounts.and teams. AWS Control Tower
creates a landing zone that consists of a predefined structure of accounts using
AWS Organizations, the abllity to create accounts using AWS Service Catalog,
enforcement of compliance rules called guardrails using Service Control Policies,
and detection of policy violations using AWS Config. (See the Cross-account
deployments in an AWS Control Tower environment blog for details on how to set up
Control Tower)

This version has been archived.
e AWS License Manager. Public sector organizations may have existing software

with their own licenses being used for various tasks in ML such as ETL. AWS
License Manager can be used to track this software obtained from the AWS

Marketplace dri@lkdbrealeiestmessian eftihis.decumentenisitianager

enables sharing of licenses with other accounts in the organization.

https://docs.aws.amazon.com/whitepapers/latest/
ml-best-practices-public-sector-organizations/ml-
best-practices-public-sector-organizations.html
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https://aws.amazon.com/license-manager/
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Resource Tagging. Organizing Al/ML resources can be done using tags. Each tag
is a simple label consisting of a customer-defined key and an optional value that can
make it easier to manage, search for, and filter resources by purpose, owner,
environment, or other criteria. Automated tools such as AWS Resource Groups and
the Resource Groups Taqgqging AP| enable programmatic control of tags, making it
easier to automatically manage, search, and filter tags and resources. To make the
most effective use of tags, organizations should create business-relevant tag
groupings to organize their resources along technical, business, and security
dimensions.

Provision ML resources that meet policies

AWS Cloud provides several services that enable consistent and repeatable
provisioning of ML resources per organization policies.

AWS CloudFormation. A successful AI/ML solution may involve resources from
multiple services. Deploying and managing these resources.one by one can be time-
consuming and inconvenient. AWS CloudFormation provides a mechanism to - model
a collection of related AWS and third-party resources, provision them quickly and
consistently, and manage them throughout their lifecycles, by treating infrastructure
as code.

AWS Cloud Development Kit (CDK). Many team members prefer to work in their
own language to define the infrastructure, as opposed to using JSON and YAML.
The AWS CDK, an open-source software development framework, allows teams to
define cloud infrastructure in code directly in supported programming languages
(i.e., TypeScript, Javgi®vRrSion’ HasPheen archiveys reusable cloud
components known as Constructs, and composes them together into Stacks and
Apps. The constructs are synthesized into CloudFormation at the time of

deployment. ) ) .
For the latest version of this document, visit:

https://docs.aws.amazon.com/whitepapers/latest/
ml-best-practices-public-sector-organizations/ml-
best-practices-public-sector-organizations.html
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e AWS Service Catalog. Deploying and setting up ML workspaces for a group or
different groups of people is always a big challenge for public sector organizations.
AWS Service Catalog provides a solution for this problem. It enables the central
management of commonly deployed IT services, and achieves consistent
governance and meets compliance requirements. End users can quickly deploy only
the approved IT services they need, following the constraints set by the organization.
For example, AWS Service Catalog can be used with Amazon SageMaker
notebooks to provide end users a template to quickly deploy and set up their ML
Workspace. The following diagram shows how AWS Service Catalog ensures two
separate workflows for cloud system administrators and data scientists or
developers who work with Amazon SageMaker.

a e A

AWS Service Catalog Machine Learning

Administrator AWS Service Catalog @ Developers / Data Scientists
'

Author Template E
@ Discover Products
Create Portfolios / Products

Self-service Amazon

Governance Products SageMaker Launch Amazon SageMaker Notebooks
Notebook
* Constraints Product
*  Security Controls
* Tags

Figure 5: Setting up ML workspace using Service Catalog

By leveraging AWS Ser\]-claiéavzﬁg&ia&(!"ﬁnpﬁﬁglo?g g’alé’tﬁéj[b define the right

level of controls and enforce data encryption along with centrally-mandated tags for any
AWS service used by various groups. At the same time, data scientists can achieve

self-service and Figattthee tartie s vershonirafit higdoguwnmiend; oni SitgeMaker

notebook instance through AWS Service Catalog.

Operate enwronment with governance
https://docs.aws.amazon.com whltePa pers/latest/

A Cloud g S SO U FESSEOOF IR SRRC A M-

environment. o st_practices-public-sector-organizations.html
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e Amazon CloudWatch is a monitoring and observability service used to monitor
resources and applications run on AWS in real time. Amazon SageMaker has built-in
Amazon CloudWatch monitoring and logging to manage production compute
infrastructure and perform health checks, apply security patches, and conduct other
routine maintenance. For a complete list of metrics that can be monitored, refer to
the Monitor Amazon SageMaker with Amazon CloudWatch section of the
SageMaker user guide.

e Amazon EventBridge is a serverless event bus service that can monitor status
change events in Amazon SageMaker. EventBridge enables automatic responses to
events such as a training job status change or endpoint status change. Events from
SageMaker are delivered to EventBridge in near real time. Simple rules can be
written to indicate which events are of interest, and what automated actions to take
when an event matches a rule.

e SageMaker Model Monitor can be used to continuously monitor the quality of ML
models in production. Model Monitor can notify team members when there are
deviations in the model quality. Early and proactive detection of these deviations
enables corrective actions, such as retraining models, auditing upstream systems, or
fixing quality issues without having to monitor. models manually or build additional
tooling. The model monitor provides various types of monitoring, including data
quality drift, model quality drift, bias drift, and feature attribution drift. For a sample
notebook with the full end-to-end workflow for Model Monitor, see the Introduction to
Amazon SageMaker Model Monitor or see Monitoring in-production ML models at
large scale using Amazon SageMaker Model Monitor, which outlines how to monitor

ML models in production at scale.

__This version has been archived. _ _
e - AWS CloudTrail. Amazon SageMaker Is integrated with AWS CloudTrail, a service

that provides a record of actions taken by a user, role, or an AWS service in
SageMaker. CloudTrail captures all API calls for SageMaker. The calls captured
include actionkE @bthie: lst@staversiosviofitinis deaument syisMaker API
operations. Continuous delivery of CloudTrail events can be delivered to an Amazon
S3 bucket, including events for SageMaker. Every event or log entry contains

information about who generated the request. .
https://docs.aws.amazon.com/whitepapers/latest/

Security la)haeetoqﬁpﬁgﬁ-(%qblic-sector-organizations/ ml-
est-practices-public-sector-organizations.html

Public sector organizations have a number of security challenges and concerns with

hosting ML workloads in the cloud as these applications can contain sensitive customer

data — this includes personal information or proprietary information that must be

protected over the entire data lifecycle. The specific concerns also include protecting

aws
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the network and underlying resources such as compute, storage and databases; user
authentication and authorization; logging, monitoring and auditing. These objectives are

summarized in Figure 6 below.

Compute and Network Isolation
« Can all traffic transfer over private and —

B

Artifact Management
» How do we safely bring in public or private ML

libraries and frameworks?

= How do we securely persist and protect code and

model artifacts?

secure network links? —
« Can we block ingress and egress Internet —_—(c°
access? )JJ

« What is the tenancy model and are
segregated user-spaces available?

Authentication & Authorization

* |s all access to data, applications and services
compliant with federal and agency standards?

= Can user interfaces integrate with our Active Directory?

= How do we authorize access to all resources?

= Can we limit access to data, code and training
resources by role and job function (for example
— Data scientist, ML engineer)?

Data Protection

+ Can we encrypt all ML related or other data
in-transit and at-rest?

= Does the service support encryption with
Amazon KMS customer managed keys
(CMK)?

go
ao

8g &g &g

©

Security Compliance

+ How can we achieve compliance with federal and regulatory mandates such as FedRAMP, HIPAA, SOC, PCI
standards ?

« Does the environment provide me a comprehensive view of the state of security and compliance ?

Figure 6 — Security and Compliance objectives for hosting public sector ML workloads

This subsection provides tﬁa

St practiges ari_clj guidelines to agdyess some of these
security and compllance

foVgksion een archive

Compute and network isolation

One of the majorkQJutRg|RE 85t VarsiQmietdhis osymentiisitity to keep
the environments, data and workloads secure and isolated from internet access. These
can be achieved using the following methods:

https://docs.aws.amazon.com/whitepapers/latest/
ml-best-practices-public-sector-organizations/ml-
best-practices-public-sector-organizations.html
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Provision ML components in an isolated VPC with no internet access:
SageMaker components including the studio, notebooks, training jobs and hosting
instances can be provisioned in an isolated VPC with no internet access. Traffic can
be restricted from accessing the internet by launching SageMaker Studio in a Virtual
Private Cloud (VPC) of choice. This allows fine-grained control of the network
access and internet connectivity of SageMaker Studio notebooks. Direct internet
access can be disabled to add an additional layer of security.

To disable direct internet access, specify the VPC only network access type when
onboarding to Studio. The same concept can be applied to SageMaker notebooks
by choosing to launch the notebook instance in a VPC to restrict which traffic can go
through the public Internet. When launched with the VPC attached, the notebook
instance can be configured either with or without direct internet access. Traffic to
public endpoints such as S3 or SageMaker APIs can be configured to traverse over
VPC endpoints to ensure that the traffic stays within the AWS network. Please refer
to Building secure ML environments with Amazon SageMaker for further details.

Use VPC end-point and end-point policies to further limit access: AWS
resources can be directly connected with public endpoints such as S3, CloudWatch,
and SageMaker APl / SageMaker Runtime through an interface endpoint in the VPC
instead of connecting over the internet. When a VPC interface endpoint is used,
communication between the VPC and the SageMaker API or Runtime is entirely and
securely within the AWS network. VPC endpoint policies can be configured to further
limit access based on who can perform actions, what actions can be performed, and
the resources on which these actions can be performed. As an example, access to
an S3 bucket can be restricted only to a specific SageMaker studio domain or set of
users, and each studbhisversion: hasibeen Iﬂl‘/ﬁh.tv&d-only to a specific S3
bucket (see Securing Amazon SageMaker Studio connectivity using a private VPC,
which outlines how to secure SageMaker studio connectivity using a private VPC).

Flaure 7 beloy g4 B4 FUPGRMGSRASTHARS HBERFHBAT VR

SageMaker studio using a private VP

https://docs.aws.amazon.com/whitepapers/latest/
ml-best-practices-public-sector-organizations/ml-
best-practices-public-sector-organizations.html
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Figure 7: SageMaker Studio in a private VPC
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e Allow access from only within the VPC: An IAM policy can be created to prevent
users outside the VPC from accessing SageMaker Studio or SageMaker notebooks
over the internet. This ensures access to only connections made from within the
VPC. As an example, this policy can help restrict connections made only through
specific VPC endpoints or a specific set of source IP addresses. This policy can be
added to every IAM user, group, or role used to access Studio or Jupyter notebooks.

e _Intrusion detection Ilh)i%%eé'ﬁiigﬁ! has beenarchivedncer (GWLB) can be
used to deplay, scale, and manage the availability of third-party virtual appliances
such as firewalls, intrusion detection and prevention systems, and deep packet
inspection sygtepst dh ARt GUFSTGHOUE BISBOeLTHEME RAHS Tering
into any networking path for AWS where inspection is needed and the corresponding
action is taken on packets. For example, a simple application can be developed to
check if there is any unencrypted traffic or TLS1.0/TLS1.1 traffic between VPCs.

Additionallut£pssy 7 didies. Avisamazdn\comditersapeirsftatestffer their
virtual appiichest-p paetices-pUblicssetesr oitpanizatio syone the
complex proplagts piaetie edipabliv- St Vorgaieati Gipa it e ©

Introducing AWS Gateway Load Balancer — Easy Deployment, Scalability, and High

Availability for Partner Appliances for further details on GWLB.
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Additional security to allow access to resources outside your VPC: If access is
needed to an AWS service that does not support interface VPC endpoints, or to a
resource outside of AWS, a NAT gateway needs to be created and security groups
need to be configured to allow outbound connections. Additionally, AWS Network
Firewall can be used to filter outbound traffic, for example, to specific GitHub
repositories. AWS Network Firewall supports inbound and outbound web filtering for
unencrypted web traffic. For encrypted web traffic, Server Name Indication (SNI) is
used for blocking access to specific sites. In addition, AWS Network Firewall can
filter fully qualified domain names (FQDN).

Data Protection

Protect data at rest: AWS Key Management service (KMS) can be used to encrypt
ML data, studio notebooks and SageMaker notebook instances. SageMaker uses
AWS managed customer master keys (CMKSs) by default. Customer managed CMKs
can be used to get more control on encryption and key management. For studio
notebooks, the ML-related data is primarily stored in multiple locations. An S3 bucket
hosts notebook snapshots and metadata, EFS volumes contain studio notebook and
data files, and EBS volumes are attached to the instance that the notebook runs on.
KMS can be used for encrypting all these storage locations. Encryption keys can be
specified to encrypt the volumes of all Amazon EC2-based SageMaker resources,
such as processing jobs, notebooks, training jobs, and model endpoints. FIPS
endpoints can be used if FIPS 140-2 validated cryptographic modules are required
to access AWS through a command line interface or an API.

Protect data in transit: To protect data in transit, AWS makes extensive use of
HTTPS communicatidrh¥is mmn&qa&b&ﬁﬁeﬂé@hiﬂ&iAPl and console
are made over a secure (SSL) connection. In addition to passing all API calls
through a TLS-encrypted channel, AWS APIs also require that requests are signed
using 1he Sicpeppq M aRETRISRON S thIS RIEGETE Giétecess keys
to sign every APl request, adding authentication information as well aspréventing
tampering of the request in flight.

Additionally, communication between instances in a distributed training job can be

further prokagipe:77dlaesRu i ut Z6Ado AW edpaperaliseeyepr training
containers gildiakt bprenriieedopa bl cEor-srgamEation§privaucted
to encrvpt injsepoisSeEiRsslFABlieWRBESFAb I IS4 BING. IRinl e data

passed between nodes is then passed over an encrypted tunnel without the
algorithm having to take on responsibility for encrypting and decrypting the data.
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e Secure shared notebook instances: SageMaker notebook instances are designed
to work best for individual users. They give data scientists and other users the most
power for managing their development environment. A notebook instance user has
root access for installing packages and other pertinent software. The recommended
best practice is to use IAM policies when granting individuals access to notebook
instances that are attached to a VPC that contains sensitive information. For
example, allow only specific users access to a notebook instance with an IAM policy.

Authentication and Authorization

AWS IAM enables control of access to AWS resources. IAM administrators control who
can be authenticated (signed in) and authorized (have permissions) to use SageMaker
resources. IAM can help create preventive controls for many aspects of your ML
environment, including access to Amazon SageMaker resources, data in Amazon S3,
and API endpoints. AWS services can be accessed using a RESTful API, and every API
call is authorized by IAM. Explicit permissions can be granted through IAM policy
documents, which specify the principal (who), the actions (API calls), and the resources
(such as Amazon S3 objects) that are allowed, as well as the conditions under which
the access is granted. Access can be controlled by creating policies and attaching them
to IAM identities or AWS resources. A policy is an object in AWS that, when associated
with an identity or resource, defines their permissions. Two common ways to implement
least privilege access to the SageMaker environments are identity-based

policies and resource-based policies:

e |dentity-based policies are attached to an IAM user, group, or role. These policies
specify what that identity,can do. For example, by attaching the

AmazonSageMakerﬁum&yérﬁbﬂﬁbtlﬂ%hgmﬁmmg%r data scientists,

they are granted full access to the SageMaker service for model development work.

» Resource-based policies are attached to a resource. These policies specify who has
access to the FRBHRE latestvansenaftthisderdamentoVisidiple, a
policy can be attached to an Amazon Simple Storage Service (Amazon S3) bucket,
granting read-only permissions to data scientists accessing the bucket from a

specific VPCf‘ endéZ?J t. Anothert ical oll% Z‘qur tion forS u ke&slls to deny

public acces evor‘ft"un_auﬁhonz n.com epapers/lates

t practlces p Ic- sector-organlzatlons/ml-
Please refer to 1 fices slie M > Okt
complete resource |solat|on which outllnes how to conflgure access control for teams or
groups within Amazon SageMaker Studio using attribute-based access control (ABAC).
ABAC is a powerful approach that can be utilized to configure Studio so that different
ML and data science teams have complete isolation of team resources. AWS Single
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Sign-On (AWS SSO) can also be used for user authentication with an external identity
provider such as Ping identity or Okta. Please refer to Onboarding Amazon SageMaker
Studio with AWS SSO and Okta Universal Directory, which outlines how to onboard
SageMaker Studio with SSO and Okta universal directory.

Artifact and model management

The recommended best practice is to use version control to track code or other model
artifacts. If model artifacts are modified or deleted, either accidentally or deliberately,
version control allows you to roll back to a previous stable release. This can be used in
cases where an unauthorized user gains access to the environment and makes
changes to the model. If model artifacts are stored in Amazon S3, versioning should be
enabled. S3 versioning should also be paired with multi-factor authentication (MFA)
delete, to help ensure that only users authenticated with MFA can permanently delete
an object version, or change the versioning state of the bucket. Another way of enabling
version control is to associate Git repositories with new or existing SageMaker notebook
instances. SageMaker supports AWS CodeCommit, GitHub, and other Git-based
repositories. Using CodeCommit, repository can be further secured by rotating
credentials and enabling MFA.

Additionally, the SageMaker Model registry can also be used to register, deploy, and
manage models as discussed in SageMaker Pipelines in the MLOps section earlier.

Security compliance

Third-party auditors assess the. secusi C iance of Armazon SageMaker as part
ofimultiple AWS compliz;.!lsf'el%rggﬁgﬁqlgiﬁglﬁggﬂﬁéegﬁgﬂ‘l}fiﬁgﬁﬁ'and others. For a
list of AWS services in scope of specific compliance programs, see AWS Services in
Scope by Compliance Program. Third-party audit reports can be downloaded using
AWS Adtifact. Th§ arstivetatesipieersieapofsthiis doouwmentywisit:
SageMaker is determined by the sensitivity of the Organization’s data, its compliance

objectives, and applicable laws and regulations. AWS provides the following resources

to help with compliance: .
https://docs.aws.amazon.com/whitepapers/latest/

*  Security angyLHBBERFA RitEsSHILTIAIeE CtAPSOPGRRIDABRIMGYINAS discuss
architectural;ageifsratenseanp AIMECHErs % FGRRIEMTERY AL

compliance-focused baseline environments on AWS.
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e Architecting for HIPAA Security and Compliance Whitepaper — This whitepaper
describes how organizations can use AWS to help create HIPAA-compliant
applications.

e AWS Compliance Resources — This collection of workbooks and guides might apply
to the Organization’s industry and location.

e AWS Config — This AWS service assesses how well resource configurations comply
with internal practices, industry guidelines, and regulations. As an example, AWS
Config can be used to create compliance rules that can scan AWS Key Management
Service (AWS KMS) key policies to determine whether these policies align with the
principle of granting least privilege to users. Please refer to the How to use AWS
Config to determine compliance of AWS KMS key policies to your specifications,
which outlines this process.

e AWS Security Hub — This AWS service provides a comprehensive view of the
security state within AWS that helps check compliance with security industry
standards and best practices.

Cost optimization

Cost management is a primary concern for public sector organizations projects to
ensure the best use of public funds while enabling agency missions. AWS provides
several mechanisms to manage costs in each phase of the ML lifecycle (Prepare, Build,
Train & Tune, Deploy, and Manage) as described in this section.

Prepare This version has been archived.

This step of the ML lifecycle includes storing the data, labeling the data, and processing
the data. Cost control in this phase can be accomplished using the following techniques:

For the latest version of this document, visit:

https://docs.aws.amazon.com/whitepapers/latest/
ml-best-practices-public-sector-organizations/ml-
best-practices-public-sector-organizations.html
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Data Storage: ML requires extensive data exploration and transformation. Multiple
redundant copies of data are quickly generated, which can lead to exponential
growth in storage costs. Therefore, it is essential to establish a cost control strategy
at the storage level. Processes can be established to regularly analyze source data
and either remove duplicative data or archive data to lower cost storage based on
compliance policies. For example, for data stored in S3, S3 storage class analysis
can be enabled on any group of objects (based on prefix or object tagging) to
automatically analyze storage access patterns. This enables identification and
transition of rarely-accessed data to S3 glacier, lowering costs. S3 intelligent storage
can also be used to lower costs of data that has unpredictable usage patterns. It
works by monitoring and moving data between a data tier that is optimized for
frequent access and another lower-cost tier that is optimized for infrequent access.

Data Labeling. Data labeling is a key process of identifying raw data (such as
images, text files, and videos) and adding one or more meaningful and informative
labels to provide context so that an ML model can learn from it. This process can be
very time consuming and can quickly increase costs of a project.

Amazon SageMaker Ground Truth can be used to reduce these costs. Ground
Truth’s automated data labeling utilizes the Active Learning ML technique to reduce
the number of labels required for models, thereby lowering these costs. Ground
Truth also provides additional mechanisms such as crowdsourcing with Amazon
Mechanical Turk or another vendor company, that can be chosen to lower the costs
of labeling.

Data Wrangling. In'ML, a lot of time is spent in identifying, converting, transforming,
and validating raw sorﬁfsdetéég%fﬁafwg Wébﬁ%l’ﬁ%ﬂ .train models and
make predictions. Amazon SageMaker Data Wrangler can be used to reduce this
time spent, lowering the costs of the project. With Data Wrangler, data can be
imported from various data sources, and transformed without requiring coding. Once
data is prepaE@rdlhelatestmer sioriofthis documientyisit:
SageMaker Pipelines and saved for reuse in the Amazon SageMaker Feature Store,
eliminating the costs incurred in preparing this data again.

Build https://docs.aws.amazon.com/whitepapers/latest/

ml-best-practices-public-sector-organizations/ml-

This step of the pisHigsy5iativeayptBIiEIRe MoP1eigarfioat FoREthEniLis Phase can

be accomplished using the following techniques:
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Notebook Utilization. An Amazon SageMaker notebook instance is a ML compute
instance running the Jupyter Notebook. It helps prepare and process data, write
code to train models, deploy models to SageMaker hosting, and test or validate
models. Costs incurred can be reduced significantly by optimizing notebook
utilization. One way is to stop the notebook instance when it's not being used and
starting it up only when needed. Another option is to use a lifecycle configuration
script that automatically shuts down the instance when not being worked on.

(See Right-sizing resources and avoiding unnecessary costs in Amazon SageMaker
for details.)

Test code locally. The SageMaker Python SDK supports local mode, which allows
creation of estimators and deployment to the local environment. Before a training job
is submitted, running the fit function in local mode enables early feedback prior to
running in SageMaker’s managed training or hosting environments. Issues with code
and data can be resolved early to reduce costs incurred in failed training jobs. This
also saves time spent in initializing the training cluster.

Use Pipe mode (where applicable) to reduce training time. Certain algorithms in
Amazon SageMaker, such as Blazing text, work on a large corpus of data. When
these jobs are launched, significant time goes.into downloading the data

from Amazon S3 into Amazon EBS. Training jobs don’t start until this download
finishes.

These algorithms can take advantage of Pipe mode, in which training data is
streamed from Amazon S3 into Amazon EBS to start training jobs immediately.

Find the right balance: Performance vs. accuracy. 32-bit (single precision or
FP32) and'even 64-6E|(U.5u\lﬂrpﬁ.b0iﬂdﬂ@5 mml@[ﬁbbbedvariables are
popular for many applications that require high precision. These are workloads such
as engineering simulations that simulate real-world behavior and need the
mathematical Fopigya tlf% é?ﬁ?é?%‘%"ﬁstﬂftwig‘%c?ﬂfﬁseﬁ‘EW%Yﬂtf“OV'”g 0
half or mixed precision (16-bit or FP1 5 reduces training fime and donsequently
costs less, and is worth the minor tradeoffs in accuracy. See this Accelerating GPU
computation through mixed-precision methods for details. A similar trade-off also

applies wegtgesiyeioes HBLaMaZS iRromyWwhRepajsarsiatesepsification
algorithms ich estiprar dleesipuisticTeertdinerganizifierigpraint and 32-
bit floating pgjRkeafsHAITEESG5HINIRESETBRLY i LATIBR SR RR(OPTiate

approach for the model in question.
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Jumpstart: Developers who are new to ML often learn that importing an ML model
from a third-party source and getting an APl endpoint up and running to deploy the
model can be time-consuming. The end-to-end process of building a solution,
including building, training, and deploying a model, and assembling different
components, can take months for users new to ML. SageMaker JumpStart
accelerates time-to-deploy over 150 open-source models and provides pre-built
solutions, preconfigured with all necessary AWS services required to launch the
solution into production, including CloudFormation templates and reference
architecture.

AWS Marketplace: AWS Marketplace is a digital catalog with listings from
independent software vendors to find, test, buy, and deploy software that runs on
AWS. AWS Marketplace provides many pre-trained, deployable ML models for
SageMaker. Pre-training the models enables the delivery of ML-powered features
faster and at a lower cost.

Train and Tune

This step of the ML lifecycle involves providing the algorithm selected in the build phase
with the training data to learn from, and setting the model parameters to optimize the
training process. Cost control in this phase can be accomplished using the following
techniques:

Use Spot Instances. If the training job can be interrupted, Amazon SageMaker
Managed spot training can be used to optimize the cost of training models up to 90%
over On-Demand Instances. Training jobs can be configured to use Spot Instances
and a stopping condifije0 €p<ithA R akEB R EA 9 Pehivedon SageMaker waits
for a job to run using EC2 Spot Instances. See this Managed Spot Training: Save Up
to 90%.0On Your Amazon SageMaker Training Jobs for details.

Hyperparampgi GHIE (1%t (BISI SH SP R IRAIRIGEG M erit, WisTE

automatically adjusts hundreds of different combinations of parameters to quickly
arrive at the best solution for your ML problem. When combined with high-
performance algorithms, distributed computing, and managed infrastructure, built-in
HPO drasirttipsiffdesssanstamiagomeom fvhitepspeisyditestbduction-
grade systenis bast-prdicti cespbbticvie eteriongmeizationsfml-
best-practices-public-sector-organizations.html
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CPU vs GPU. CPUs are best at handling single, more complex calculations
sequentially, whereas GPUs are better at handling multiple but simple calculations in
parallel. GPUs provide a great price/performance ratio if effectively used. However,
GPUs also cost more, and should be chosen only when really needed. For many
use cases, a standard current generation instance type from an instance family such
as ml.m* provides enough computing power, memory, and network performance for
many Jupyter notebooks to perform well. A best practice is to start with the minimum
requirement in terms of ML instance specification and work up to identifying the best
instance type and family for the model in question.

Distributed Training. When using massive datasets for training, the process can be
sped up by distributing training on multiple machines or processes in a cluster as
described earlier. Another option is to use a small subset of data for development,
and use the full dataset for a training job that is distributed across optimized
instances such as P2 or P3 GPU instances or an instance with powerful CPU, such
as cb.

Monitor the performance of your training jobs to identify waste. Amazon
SageMaker is integrated with CloudWatch out of the box and publishes instance
metrics of the training cluster in CloudWatch. These metrics enable adjustments to
the cluster, such as CPUs, memory, number of instances, and more. Also, Amazon
SageMaker Debugger provides full visibility into model training by monitoring,
recording, analyzing, and visualizing training process tensors. Debugger can reduce
the time, resources, and.cost needed to train models.

Deploy and Manage

This version has been archived.

This step of the ML lifecycle involves deployment of the model to get predictions, and
managing the model to ensure it meets functional and non-functional requirements of
the application. Cost control in this phase can be accomplished using the following
techniques: For the latest version of this document, visit:

Endpoint deployment: Amazon SageMaker enables testing of new models using
A/B testing. Endpoints need to be deleted when testing is completed to reduce
costs. Thehttps: HAdeusawsiam #fohaco mijevhniteyapErs)ftatestAt are not
deleted camile bast+piiactycexsepuabliv-svct drontgaddeationg)ymth Events
and Lambdaljiesttipradticesapiiblircsedtoregnd divizttivoisiataileen idle

(with no invocations over a certain period, such as 24 hours), and send an email or
text message with the list of detected idle endpoints using SNS. See this Right-
sizing resources and avoiding unnecessary costs in Amazon SageMaker for details.
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e Multi-model endpoints. SageMaker endpoints provide the capability to host
multiple models. Multi-model endpoints reduce hosting costs by improving endpoint
utilization, and provide a scalable and cost-effective solution to deploying a large
number of models. Multi-model endpoints enable time-sharing of memory resources
across models. It also reduces deployment overhead because Amazon SageMaker
loads models in memory and scales them based on traffic patterns.

e Auto Scaling. Amazon SageMaker Auto Scaling optimizes the cost of model
endpoints. Auto Scaling automatically increases the number of instances to handle
increase in load (scale out) and decreases the number of instances when not
needed (scale in), thereby reducing operational costs. The endpoint can be
monitored to adjust the scaling policy based on the CloudWatch metrics. (See Load
test and optimize an Amazon SageMaker endpoint using automatic scaling for
details).

e Amazon Elastic Inference for deep learning. For inferences, a deep learning
application may not fully utilize the capacity offered by a GPU. Using Amazon Elastic
Inference allows the attachment of low-cost GPU-powered acceleration to Amazon
EC2 and Amazon SageMaker instances to reduce the cost of running deep learning
inference by up to 75%.

e Analyzing costs with Cost Explorer. Cost Explorer.is a tool that enables viewing
and analyzing AWS service-related costs and usage including SageMaker. Cost
allocation tags can be used to get views of costs aggregated across specific views,
such as a project. To accomplish this, all Amazon SageMaker project-related
resources, including notebook instances and the hosting endpoint, can be tagged
with user-defined tagﬂ.ﬁ%r @@Irg?gntelqégaﬁagw%m?@é@e project, business
unit, or environment (such as development, testing, or production). After user-
defined tags have been defined and created, they will need to be activated in the
Billing and Cost Management console for cost allocation tracking. These tags can
then be used koget higclateséwarsion ofithis d ecponend weisit: Cost and
Usage Reports (Cost Allocation Tags appear on the console after Cost Explorer,
Budgets, and AWS Cost and Usage Reports have been enabled).

https://docs.aws.amazon.com/whitepapers/latest/
ml-best-practices-public-sector-organizations/ml-
best-practices-public-sector-organizations.html
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e AWS Budgets. AWS Budgets help you manage Amazon SageMaker costs,
including development, training, and hosting, by setting alerts and notifications when
cost or usage exceeds (or is forecasted to exceed) the budgeted amount. After a
budget is created, progress can be tracked on the AWS Budgets console. AWS
Service Catalog can be integrated with AWS Budgets to create and associate
budgets with portfolios and products, and keep developers informed on resource
costs for running cost-aware workloads. See Cost Control Blog Series #2: Automate
Cost Control using AWS Service Catalog and AWS Budgets for details.

Bias and Explainability

Demonstrating explainability is a significant challenge because complex ML models are
hard to understand and even harder to interpret and debug. There is an inherent tension
between ML performance (predictive accuracy) and explainability; often the highest
performing methods are the least explainable, and the most explainable are less
accurate. Hence, public sector organizations need to invest significant time with
appropriate tools, techniques, and mechanisms to demonstrate explainability and lack
of bias in their ML models, which could be a deterrent to adoption.

AWS Cloud provides the following capabilities and services to assist public sector
organizations in resolving these challenges.

Amazon SageMaker Debugger

Amazon SageMaker Debugger provides visibility into the model training process for
real-time and offline analysis. In the existing training code for TensorFlow, Keras,
Apache MXNet, PyTorciThis ¥essienthas beerarchivedqger SDK can be
used to save the internal model state at periodic intervals in S3. This state is composed
of a number of components: The parameters being learned by the model (for example,
weights and bla for, neur, n/)ﬁorks the cha]egt lied to these parameters by
the optimizer (gr entgl).'% ﬁf‘ﬂﬁg Ia%tgrs j@%ﬁa \%%@s nlf’agl aiEUracies

and losses, and outputs of each layer of a neural network.

SageMaker Debuggerfrowdes three built-in tensor collections called feature

importance, a & C%Ménaméé%\ﬁ%/ WQﬁWESJ ﬂl’fﬁéﬁl{ensors
specifically forMks %&d%%tdﬁeﬁeaﬂj ﬁﬁﬁ%ﬂ&e%gmﬁm%{@kplams the
features that mdR@tsR@sticesr pablisrsestorrorganizations-Atilies how

useful or valuable the feature is, relative to other features.

SHAP (SHapley Additive exPlanations) is an open-source technique based on
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coalitional game theory. It explains an ML prediction by assuming that each feature
value of training data instance is a player in a game in which the prediction is the
payout. Shapley values indicate how to distribute the payout fairly among the features.
The values consider all possible predictions for an instance and use all possible
combinations of inputs. Because of this exhaustive approach, SHAP can guarantee
consistency and local accuracy. For more information, see the SHAP website.

SHAP values can be used for global explanatory methods to understand the model and
its feature contributions in aggregate over multiple data points. SHAP values can also
be used for local explanations that focus on explaining each individual prediction. See
ML Explainability with Amazon SageMaker Debugger for details.

Amazon SageMaker Clarify

Amazon SageMaker Clarify is a service that is integrated into SageMaker Studio and
detects potential bias during data preparation, model training, and in deployed models,
by examining specified attributes. For instance, bias in attributes related to age can be
examined in the initial dataset, in the trained as well as the deployed model, and
guantified in a detailed report. Clarify provides a range of metrics to measure bias such
as Difference in positive proportions in labels (DPL), Difference in positive proportions in
predicted labels (DPPL), Accuracy difference (AD), and Counterfactuals — Fliptest (FT).
In addition, SageMaker Clarify also enables explainability by including feature
importance graphs using SHAP to help explain model predictions. It produces reports
and visualizations that can be used to support internal presentations on a model’s
predictions. See New —Amazon SageMaker Clarify Detects Bias and Increases the
Transparency of Machine Learning Models for details. Clarify has been designed to
work without burdening fﬁplﬁe‘(@fc@%@lﬂﬁb—eﬁge@{rﬁ V8dmodel can be spun
off as a separate activity in SageMaker. This capability is very helpful to automate
monitoring drift.

For the latest version of this document, visit:
SHAP and LIME (Local Interpretable Model-Agnostic Explanations)

libraries:

In case team members, gre unable to use Amazon aker Debu r or Amazon
o G L o
SageMaker J Tal?ﬁ%ﬁ'aﬁgg,gglcgﬁj' HRLH%BSO%%EOAF& rrgc%%gﬁaﬂa% ROTAE training
code See Expla %MQ%ﬁ%&GBM é?'R&SB%fﬁT&n%%‘ﬁﬁtﬂ%ﬂ& thetails on

using SHAP. LIME provides a model-agnostic approach for setting up explanations;
LIME builds sparse linear models around each prediction to explain how the black box
model works in that local vicinity. SHAP is a more cost-intensive process as it requires
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more compute time calculating all the probable combinations and permutations of
features for explaining predictions compared to LIME.

US Public sector organizations have complex mission objectives and are increasingly
adopting ML services to help with their initiatives. ML can transform the way
government agencies operate, and enable them to provide improved citizen services.
However, several barriers remain for these organizations to implement ML. This
whitepaper outlined some of the challenges and provided best practices that can help
address these challenges using AWS Cloud.

Adopting the AWS Cloud can provide you with sustainable advantages for telehealth
systems. Your AWS account team can work together with your team and/or your
chosen member of the AWS Partner Network (APN) to implement your enterprise cloud
computing initiatives. You can reach out to an AWS partner through the AWS Partner
Network. Get started on Al and ML by visiting AWS ML, AWS ML Embark Program, or
the ML Solutions Lab.

The following list provides some examples of public sector use cases for AI/ML in AWS.

Fora more comprehensﬂ;bi&,‘fgﬁlgme!m%&! archived.

1) https://www.amazon.science/how-nasa-uses-aws-to-protect-life-and-infrastructure-on-earth

2) https://www.amazon.science/blog/paper-on-forecasting-spread-of-covid-19-wins-best-paper-
award For the latest version ot this document, VISIT:

3) hitps://www.amazon.science/blog/amazon-supports-nsf-research-in-human-ai-interaction-

collaboration

4) tbert-model-

r-organizations/ml-

5) -ai-rethinkR-docyment- rrpla.lttion-extract-

insights/
6) https://aws.amazon.com/blogs/publicsector/chesterfield-county-public-schools-uses-

machine-learning-predict-countys-chronic-absenteeism/
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https://www.amazon.science/how-nasa-uses-aws-to-protect-life-and-infrastructure-on-earth
https://www.amazon.science/blog/paper-on-forecasting-spread-of-covid-19-wins-best-paper-award
https://www.amazon.science/blog/paper-on-forecasting-spread-of-covid-19-wins-best-paper-award
https://www.amazon.science/blog/amazon-supports-nsf-research-in-human-ai-interaction-collaboration
https://www.amazon.science/blog/amazon-supports-nsf-research-in-human-ai-interaction-collaboration
https://aws.amazon.com/blogs/machine-learning/fine-tune-and-deploy-the-protbert-model-for-protein-classification-using-amazon-sagemaker/
https://aws.amazon.com/blogs/machine-learning/fine-tune-and-deploy-the-protbert-model-for-protein-classification-using-amazon-sagemaker/
https://aws.amazon.com/blogs/publicsector/using-ai-rethink-document-automation-extract-insights/
https://aws.amazon.com/blogs/publicsector/using-ai-rethink-document-automation-extract-insights/
https://aws.amazon.com/blogs/publicsector/chesterfield-county-public-schools-uses-machine-learning-predict-countys-chronic-absenteeism/
https://aws.amazon.com/blogs/publicsector/chesterfield-county-public-schools-uses-machine-learning-predict-countys-chronic-absenteeism/
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7)

8)

9)

https://aws.amazon.com/blogs/publicsector/using-advanced-analytics-accelerate-problem-
resolution-public-sector/
https://aws.amazon.com/blogs/publicsector/how-ai-and-ml-are-helping-tackle-the-global-
teacher-shortage/
https://aws.amazon.com/blogs/publicsector/improving-school-safety-how-cloud-helping-k12-
students-wake-violence/

10) https://aws.amazon.com/blogs/publicsector/heading-into-hurricane-season/
11) https://aws.amazon.com/blogs/publicsector/helping-to-end-future-famines-with-machine-

learning/
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1 https://www.nitrd.gov/pubs/National-Al-RD-Strateqy-2019.pdf

2 https://www.darpa.mil/work-with-us/ai-next-campaign

3 https://www.nsf.gov/cise/ai.jsp

4 https://www.forbes.com/sites/qilpress/2016/03/23/data-preparation-most-time-consuming-

least-enjoyable-data-science-task-survey-says/?sh=2fb5406 3663

This version has been archived.

For the latest version of this document, visit:

https://docs.aws.amazon.com/whitepapers/latest/
ml-best-practices-public-sector-organizations/ml-
best-practices-public-sector-organizations.html

dWs

35


https://www.nitrd.gov/pubs/National-AI-RD-Strategy-2019.pdf
https://www.darpa.mil/work-with-us/ai-next-campaign
https://www.nsf.gov/cise/ai.jsp
https://www.forbes.com/sites/gilpress/2016/03/23/data-preparation-most-time-consuming-least-enjoyable-data-science-task-survey-says/?sh=2fb540636f63
https://www.forbes.com/sites/gilpress/2016/03/23/data-preparation-most-time-consuming-least-enjoyable-data-science-task-survey-says/?sh=2fb540636f63

	Challenges for public sector
	Best Practices
	Data Ingestion and Preparation
	Data Ingestion
	Data Preparation
	Data quality

	Model Training and Tuning
	Model Selection
	Model Training
	Model Tuning

	MLOps
	Amazon SageMaker Projects
	Amazon SageMaker Pipelines
	AWS CodePipeline and AWS Lambda
	AWS StepFunctions Data Science Software Development Kit (SDK)
	AWS MLOps Framework
	Deploy Custom Deep Learning Models
	Deploy ML at the edge

	Management and Governance
	Enable governance and control
	Provision ML resources that meet policies
	Operate environment with governance

	Security and compliance
	Compute and network isolation
	Data Protection
	Authentication and Authorization
	Artifact and model management
	Security compliance

	Cost optimization
	Prepare
	Build
	Train and Tune
	Deploy and Manage

	Bias and Explainability
	Amazon SageMaker Debugger
	Amazon SageMaker Clarify
	SHAP and LIME (Local Interpretable Model-Agnostic Explanations) libraries:


	Conclusion
	Next Steps
	References to Public Sector Use Cases
	Contributors
	Further Reading
	Document Revisions

